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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version 2509. Before you use this version in a live network, back up the configuration and test the 
version to avoid software upgrade affecting your live network.  

Use this document in conjunction with HPE 5940-CMW710-R2509 Release Notes (Software 
Feature Changes) and the documents listed in "Related documents." 

Version information 

Version number 
HPE Comware Software, Version 7.1.070, Release 2509 

Note: You can see the version number with the display version command in any view. Please see 
Note①.  

Version history 
Table 1 Version history 

Version 
number Last version Release 

Date 
Release 
type Remarks 

5940-CMW710-R
2509 

5940-CMW710-R25
08 2016-09-07 Release 

version None 

5940-CMW710-R
2508 

5940-CMW710-R25
07 2016-07-29 Release 

version None 

5940-CMW710-R
2507 

5940-CMW710-R25
06 2016-07-14 Release 

version None 

5940-CMW710-R
2506 First release 2016-05-30 Release 

version None 

 

Hardware and software compatibility matrix 
Table 2 Hardware and software compatibility matrix 

Item Specifications 
Product family HPE 5940 Series 

Hardware platform 

FF 5940 32QSFP+  JH396A  
FF 5940 48XGT 6QSFP28 
JH391A 
FF 5940 48SFP+ 6QSFP28 
JH390A 
FF 5940 2-slot Switch JH397A 
FF 5940 4-slot Switch JH398A 

FF 5940 48XGT 6QSFP+ JH394A
FF 5940 48SFP+ 6QSFP+ 
JH395A 

Memory 4GB 2GB 

Flash 1GB 512M 
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Item Specifications 

Boot ROM version 

Version 222 or higher (Note: 
Perform the command display 
version command in any view to 
view the version information. 
Please see Note②) 

Version 155 or higher 

Host software 5940-CMW710-R2509.ipe 

iMC version 

iMC BIMS 7.2(E0402) 

iMC EAD 7.2 (E0402) 

iMC TAM 7.2 (E0402) 

iMC UAM 7.2 (E0402) 

iMC MVM 7.2 (E0402) 

iMC NTA 7.2 (E0401) 

iMC PLAT 7.2 (E0403P04) 

iMC QoSM 7.2 (E0403) 

iMC UBA 7.2 (E0401) 

iMC VFM 7.2 (E0403) 
iNode version iNode PC 7.2(E0401) 

Web version None 

OAA version None 
 

To display version information for the system software and Boot ROM of 5940:  
<HPE>display version                                                         

HPE Comware Software, Version 7.1.070, Release 2509         ------- Note①        

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P.                

HPE FF 5940-32QSFP+ Switch uptime is 0 weeks, 0 days, 18 hours, 23 minutes        

Last reboot reason : USER reboot                                             

                                                                                 

Boot image: flash:/5940-cmw710-boot-r2509.bin                                    

Boot image Version: 7.1.070, Release 2509                                        

  Compiled Sep 04 2016 11:00:00                                                  

System image: flash:/5940-cmw710-system-r2509.bin                               

System image Version: 7.1.070, Release 2509                                      

  Compiled Sep 04 2016 11:00:00                                                  

                                                                                 

                                                                                 

Slot 1:                                                                          

Uptime is 0 weeks,0 days,18 hours,23 minutes                                     

FF 5940-32QSFP+ Switch with 2 Processors                                         

BOARD TYPE:         FF 5940 32QSFP+ Switch                                       

DRAM:               4096M bytes                                                  

FLASH:              1024M bytes                                                  

PCB 1 Version:      VER.A                                                        

PCB 2 Version:      VER.A                                                        

Bootrom Version:    222                                 ------ Note②            

CPLD 1 Version:     002                                                          
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CPLD 2 Version:     004                                                          

Release Version:    HPE FF 5940-32QSFP+ Switch-2509                              

Patch Version  :    None                                                         

Reboot Cause  :     WatchDogReboot                                               

[SubSlot 0] 32QSFP Plus                                                          

ISSU compatibility list 
Table 3 ISSU compatibility list 

Current version Earlier version ISSU 
compatibility 

5940-CMW710-R2509 5940-CMW710-R2508 Yes 

 5940-CMW710-R2507 Yes 

 5940-CMW710-R2506 Yes 

Upgrading restrictions and guidelines 
None. 

Hardware feature updates 

R2509 
None. 

R2508 
Supports the following switches and modules: 
• HPE FlexFabric 5940 2-slot Switch  JH397A 
• HPE FlexFabric 5940 4-slot Switch  JH398A 

R2507 
None. 

R2506 
First release. 

Software feature and command updates 
For more information about the software feature and command update history, see HPE 
5940-CMW710-R2509 Release Notes (Software Feature Changes).  
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MIB updates 
Table 4 MIB updates 

Item MIB file Module Description 
5940-CMW710-R2509 
New None None None 

Modified None None None 

5940-CMW710-R2508 
New None None None 

Modified None None None 

5940-CMW710-R2507 
New None None None 

Modified lldp-ext-dot1-v2.mib LLDP-EXT-DOT1-V2-MIB 

Modified 
lldpV2Xdot1ConfigVlanNam
eTxEnable 
lldpV2Xdot1ConfigProtoVla
nTxEnable 

5940-CMW710-R2506 
New First release First release First release 

Modified First release First release First release 

Operation changes 

Operation changes in R2509 
• Added log messages for parity error recovery failures.  

Before modification: The switch does not generate log messages for parity error recovery 
failures.  
After modification: The switch generates a log message when a parity error recovery failure 
occurs. 

• Increased the maximum number of VSI interfaces from 99999 to 16777215. 
• Added support for the hardware-resource routing-mode ipv6-128 command when the 

switch-mode 4 command is executed.  
• Increased the IRF master election time from 20 seconds to 40 seconds. 
• Added support for traffic statistics of VSI interfaces, VLAN interfaces, and Layer 3 aggregate 

subinterfaces. 

Operation changes in R2508 
• Changing the maximum rate allowed by software and hardware rate limiting in PVST 

Before modification: The maximum rate allowed is 200 pps for software rate limiting and 768 
pps for hardware rate limiting. 
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After modification: The maximum rate allowed is 2560 pps for software rate limiting and 1536 
pps for hardware rate limiting. 

Operation changes in R2507 
None. 

Operation changes in R2506 
First release. 

Restrictions and cautions 
None. 

Open problems and workarounds 
201607180171 

• Symptom: On an IRF fabric, a multidevice Layer 2 aggregate link cannot forward traffic or 
forwards duplicate traffic. 

• Condition: This symptom might occur if the following conditions exist: 
 An IRF fabric connects to device A through a multidevice Layer 3 aggregate link and 

connects to device B through a multidevice Layer 2 aggregate link. 
 Device A sends multicast traffic to the IRF fabric.  
 The IRF fabric forwards the multicast traffic to device B through the Layer 2 aggregate link.  

• Workaround: None. 

201607290427 

• Symptom: Radar and link simulation flow entries fail to be deployed on the device.  
• Condition: This symptom occurs if the openflow lossless enable command is executed on a 

device in an OpenFlow network.  
• Workaround: None.  

201609050329/201609050328 
• Symptom: MAC address configuration for VLAN interfaces fails if more than 500 VLAN 

interfaces have been assigned MAC addresses. 
• Condition: This symptom might occur if more than 500 VLAN interfaces have been assigned 

MAC addresses. 
• Workaround: Make sure the number of VLAN interfaces that have MAC addresses does not 

exceed 500. 

201609050326/201609050325 
• Symptom: Using an IPv6 address to synchronize the time failed.  
• Condition: This symptom might occur if NTP is enabled and an IPv6 address is used to 

synchronize the time.  
• Workaround: Use an IPv4 address to synchronize the time.  
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201609050346/201609050338 
• Symptom: On a border gateway of a VXLAN network, MAC addresses cannot be assigned to 

Layer 3 Ethernet interfaces, Layer 3 Ethernet subinterfaces, and Layer 3 aggregate interfaces. 
• Condition: This symptom might occur if the VXLAN hardware resource allocation mode is set to 

border8k, border16k, border24k, border32k, or border40k on the border gateway. 
• Workaround: Do not assign MAC addresses to Layer 3 Ethernet interfaces, Layer 3 Ethernet 

subinterfaces, and Layer 3 aggregate interfaces on a border gateway. 

List of resolved problems 

Resolved problems in R2509 
201607230322 

• Symptom: After certain operations, the switch cannot ping a directly connected peer through a 
Layer 3 aggregate interface.  

• Condition: This symptom might occur if the following operations are performed: 
a. Configure a Layer 3 aggregate interface. 
b. Create 4094 subinterfaces on the Layer 3 aggregate interface and assign a MAC address to 

the Layer 3 aggregate interface. 
c. Delete the MAC address for the Layer 3 aggregate interface and re-assign it a MAC 

address. 

201607150047 
• Symptom: An advanced ACL that contains a certain rule does not take effect.  
• Condition: This symptom might occur if an advanced ACL contains one of the following rules: 

 rule [ rule-id ] deny udp fragment source-port eq operator port1 destination-port eq 
operator port2 

 rule [ rule-id ] deny tcp fragment source-port eq operator port1 destination-port eq 
operator port2 

201607130166 
• Symptom: Users cannot ping a VSI interface or loopback interface on an EVPN gateway. 
• Condition: This symptom might occur if VSI interfaces are created and loopback interfaces are 

associated with a VPN instance on an EVPN gateway. 

201607130009 
• Symptom: VMs cannot ping a loopback interface on a VXLAN IP gateway when certain 

conditions exist. 
• Condition: This symptom might occur if the following conditions exist: 

 A 5940 IRF fabric acts as the VXLAN IP gateway, and subordinate members are connected 
to VTEPs. 

 The IRF fabric forwards traffic of VXLAN tunnels through physical interfaces that use the 
access link type.  

201607070522 
• Symptom: AC configuration of a distributed VXLAN IP gateway is lost when certain conditions 

exist. 
• Condition: This symptom might occur if a 5940 IRF fabric acts as the distributed VXLAN IP 

gateway, and an IRF master/subordinate switchover occurs. 
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201607070520 
• Symptom: The display link-aggregation verbose command cannot correctly display the 

reference port information. 
• Condition: This symptom might occur if the first bit of the switch's bridge MAC address is 0.  

201607060264 
• Symptom: RRPP configuration of an IRF fabric is lost when certain conditions exist.  
• Condition: This symptom might occur if the following conditions exist: 

a. The IRF members start with .cfg files that contain RRPP configuration, and .mdb files are 
deleted after startup.  

b. An IRF master/subordinate switchover occurs. 

201607020149 
• Symptom: A service chain flow entry issued by the controller does not take effect on a 

centralized VXLAN IP gateway when certain conditions exist. 
• Condition: This symptom might occur if the following conditions exist: 

a. A 5940 IRF fabric acts as the centralized VXLAN IP gateway. 
b. An OpenFlow instance is configured on the IRF fabric. 
c. In OpenFlow instance view, the local-port-number field of the service chain flow entry 

specifies a port on the master. 
d. An IRF master/subordinate switchover occurs. 

201606280593 
• Symptom: Layer 3 EVPN traffic cannot be forwarded after certain operations. 
• Condition: This symptom might occur if the following operations are performed: 

a. Delete VSIs and reconfigure VSIs.  
b. Shut down and bring up physical interfaces that forward traffic of VXLAN tunnels. 

201606280382 
• Symptom: After certain operations, the CLI stops responding for a period of time, and the switch 

reboots unexpectedly.  
• Condition: This symptom might occur if the following operations are performed: 

a. Delete static ARP entries, and reconfigure the ARP entries for an interface by using the arp 
static ip-address mac-address vlan-id interface-type interface-number command. 

b. In traffic behavior view, add an action of mirroring traffic to the interface by using the 
mirror-to interface interface-type interface-number destination-ip destination-ip-address 
source-ip source-ip-address dscp dscp-value command. 

c. Repeatedly delete and create the traffic behavior.  

201606270342 
• Symptom: After certain operations, residual ACL resources exist on a VLAN interface. 
• Condition: This symptom might occur if the ipv6 verify source ip-address mac-address and 

undo ipv6 verify source commands are executed in VLAN interface view. 

201606270203 
• Symptom: An interface cannot join an 802.1X guest VLAN when certain conditions exist. 
• Condition: This symptom might occur if the following conditions exist: 

a. An 802.1X guest VLAN is configured by using the dot1x guest-vlan guest-vlan-id 
command on the interface. 

b. Users on the interface pass 802.1X authentication. 
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c. The interface is shut down and then brought up. 

201606150275 
• Symptom: An interface goes down when its speed is set to 40 Gbps. 
• Condition: This symptom might occur if the following operations are performed: 

a. Connect a 100GE cable to an interface of a 
5940 48XGT 6QSFP28/5940 48SFP+ 6QSFP28 switch. 

b. Set the speed of the interface to 40 Gbps. 

201606240436 
• Symptom: A 5940 IRF fabric acts as a VXLAN IP gateway. After certain operations, a VSI 

interface on the gateway does not use the IRF bridge MAC address as expected. 
• Condition: This symptom might occur if the following operations are performed: 

a. Assign a MAC address to a VSI interface, and configure the IRF bridge MAC address. 
b. Modify the VSI interface's MAC address and the IRF bridge MAC address. 
c. Delete the MAC address of the VSI interface.  

201606240418 
• Symptom: When MAC-based VLAN is enabled and then disabled on an interface, online 

802.1X users on the interface are forced off.  
• Condition: This symptom might occur if MAC-based VLAN is enabled and then disabled on an 

interface. 

201606240272 
• Symptom: The CLI stops responding when a 40-GE interface is split and then the breakout 

interfaces are combined. 
• Condition: This symptom might occur if a 40-GE interface is split and then the breakout 

interfaces are combined.  

201606230053 
• Symptom: An IRF fabric acts as a distributed VXLAN IP gateway. After a master/subordinate 

switchover, the IRF fabric cannot forward traffic in one direction.  
• Condition: This symptom might occur if IRF physical interfaces are shut down and then brought 

up to trigger a master/subordinate switchover. 

201606170381 
• Symptom: Two devices can establish a BFD session when they use different keys for BFD 

authentication. 
• Condition: This symptom might occur if two devices use different keys for BFD authentication. 

201606140140 
• Symptom: A 5940 IRF fabric acts as a VXLAN VTEP. Members in the IRF fabric reboot 

repeatedly when they start up with certain configuration.  
• Condition: This symptom might occur if 3000 VXLAN tunnels and 100 VSIs are configured on 

the IRF fabric. 

201606130518 

• Symptom: PEXs in an IRF 3.1 system fail to come online. 
• Condition: This symptom occurs if the following conditions exist: 

 The IRF 3.1 system is rebooted repeatedly. 
 The cascade port on the parent device flaps. 
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201606070318 

• Symptom: The CLI hangs. 
• Condition: This symptom occurs if a PEX port group is deleted by using the undo pex group 

command on the parent device in an IRF 3.1 system. 

201606070229 
• Symptom: In an IRF 3.1 system, l2mc entries still exist after ports on a PEX are removed from 

all VLANs. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Ports on the PEX are assigned to all VLANs by using the port trunk permit vlan all 
command. 

b. Ports are removed from all VLANs by using the undo port trunk permit vlan all command. 

201604270260 

• Symptom: In a VXLAN network, an IRF fabric acts as a VTEP. The VXLAN tunnel automatically 
created on the VTEP is deleted after a master/subordinate switchover occurs on the IRF fabric. 

• Condition: This symptom occurs if the following tasks are performed: 
a. Configure the 5940 IRF fabric as a VTEP. 
b. Assign the VTEP to a VTEP group. 
c. Configure ENDP on the VTEP. 
d. Save the configuration and initiate a master/subordinate switchover. 

201604260138 

• Symptom: In an EVPN network, the device learns incorrect MAC address entries from the 
remote sites. 

• Condition: This symptom occurs if the device receives MP-BGP routing information from 
remote sites. 

201608250605 
• Symptom: Layer 3 traffic cannot be forwarded in an EVPN network. 
• Condition: This symptom occurs if the following conditions exist: 

 A Layer 2 aggregation group is created on devices in the EVPN network. 
 A non-reference member port in the aggregation group receives Layer 3 packets. 

201608230326 
• Symptom: Tags of ARP packets are removed when the packets are forwarded out of an IRF 

fabric. 
• Condition: This symptom occurs if the following conditions exist: 

a. An aggregate group is created on the IRF fabric. 
b. An Ethernet service instance is created on the IRF fabric. 
c. A VM connected to the IRF fabric receives ARP packets and sends ARP responses out of 

an aggregation member port. 

201608230273 

• Symptom: A VM cannot ping the centralized EVPN gateway in an EVPN network. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Configure the device as an EVPN gateway. 
b. Configure link aggregation on the device. 
c. Configure an Ethernet service instance to match packets without VLAN tags. 
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d. Send ARP requests without VLAN tags from the VM. 

201608230100 

• Symptom: ACL configuration for known unicast packets is lost after an IRF fabric restarts. 
• Condition: This symptom occurs if the following conditions exist on the IRF fabric: 

 Cross-device link aggregation is configured. 
 Link aggregation management VLANs are specified. 
 A port is configured as a management port for the aggregation group. 

201608220102 

• Symptom: The aggregation protocol flaps continuously. 
• Condition: This symptom occurs if the following conditions exist: 

 Dynamic link aggregation is configured. 
 Link aggregation management VLANs are specified. 
 An aggregation member port is configured as a management port for its aggregation group. 

201608190050 

• Symptom: Traffic cannot be forwarded between Ethernet service instances in an EVPN 
network. 

• Condition: This symptom occurs if the following tasks are performed on the 5940 device: 
a. Create a VSI and an Ethernet service instance. 
b. Map the Ethernet service instance to the VSI. 
c. Delete configuration of the Ethernet service instance and that of the VSI. 
d. Create the same VSI and the same Ethernet service instance. 
e. Map the Ethernet service instance to the VSI. 

201608180224 

• Symptom: OpenFlow fails to deploy AC configuration. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Establish a connection between the device and the OpenFlow controller. 
b. Install a patch on the device and then reboot the device. 

201608050481 

• Symptom: The status of an aggregation member port on the device is block. 
• Condition: This symptom occurs if DLDP is enabled on the aggregation member port by using 

the dldp enable command. 

201608040353 
• Symptom: The device reboots unexpectedly. 
• Condition: This symptom occurs if a GRE tunnel interface is created on the device and VPN is 

configured in the view of the GRE tunnel interface. 

201608020443 
• Symptom: The device reboots unexpectedly. 
• Condition: This symptom occurs if the following conditions exist: 

a. Link aggregation management VLANs are specified. 
b. An aggregate interface is created. 
c. An aggregation member port is specified as the management port of the aggregation group. 
d. The aggregate interface receives a large number of ARP requests. 
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201608020421 

• Symptom: The CPU usage of the parent device in an IRF 3.1 system displayed by the display 
cpu command is high. 

• Condition: This symptom occurs if the parent device has multiple PEXs connected. 

201607280035 

• Symptom: A VM cannot ping an EVPN gateway in an EVPN network. 
• Condition: This symptom occurs if EVPN configuration is deployed through Neutron. 

201607120173 

• Symptom: Device information for PEXs in an IRF 3.1 system cannot be displayed by using the 
display device command. 

• Condition: This symptom occurs if the cascade port of the parent device is shut down by using 
the shutdown command. 

201607080440 

• Symptom: The device reboot unexpectedly after the peer port is shut down by using the 
shutdown command. 

• Condition: This symptom occurs if the following tasks are performed on a congested port: 
a. Limit the rate of outgoing packets to a relatively low value. 
b. Enable or disable PFC for an 802.1p priority value. 

201607070563 

• Symptom: In a VXLAN network with a centralized IP gateway, OpenFlow deploys flow entries 
containing different meter entries to the device. However, these flow entries fail to implement 
varied rate limiting. 

• Condition: None. 

201607070408 

• Symptom: PBR does not take effect after the device performs a software upgrade. 
• Condition: This symptom occurs if the device software is upgraded from Comware V5 to 

Comware V7. 

201607060328 

• Symptom: The LLDP process exits exceptionally after IRF physical interfaces are shut down 
and then brought up in bulk. 

• Condition: This symptom occurs if the following tasks are performed: 
a. Shut down IRF physical interfaces in bulk by using the shutdown command in interface 

range view. 
b. Assign the IRF physical interfaces to an IRF port. 
c. Bring up the IRF physical interfaces in bulk by using the undo shutdown command in 

interface range view. 

201607050560 

• Symptom: A Layer 3 aggregate subinterface on an IRF fabric cannot receive or forward packets 
after a master/subordinate switchover occurs on the IRF fabric. 

• Condition: This symptom occurs if the following tasks are performed: 
a. Configure a Layer 3 aggregate subinterface on the subordinate device in the IRF fabric. 
b. Save the configuration and initiate a master/subordinate switchover. 
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201606280491 

• Symptom: BFD flaps on an IRF fabric that has 32 BFD sessions established. 
• Condition: This symptom occurs if SP queuing is enabled and then disabled on more than eight 

interfaces that do not have BFD sessions established. 

201606280205 

• Symptom: An IRF fabric splits after an ACL match criterion for an IPv6 node of an IPv6 PBR 
policy is changed. 

• Condition: None. 

201606230238 

• Symptom: STP flaps in a PVST network. 
• Condition: This symptom occurs if the following conditions exist: 

 VLANs are created in bulk on the IRF fabric. 
 The device receives a large number of Layer 2 broadcast packets with different source MAC 

addresses. 

201605040410 

• Symptom: Layer 3 traffic cannot be forwarded on an IRF fabric. 
• Condition: This symptom occurs if a 40 GE interface on the master device in the IRF fabric is 

split into four 10 GE breakout interfaces. 

201603240004 

• Symptom: The device reboots unexpectedly. 
• Condition: This symptom occurs if the device acts as the centralized EVPN gateway and L3 

agent is enabled or disabled after the version of Neutron is updated. 

201604260454 

• Symptom: In a VXLAN network, the DHCP server receives duplicated DHCP requests. 
• Condition: This symptom occurs if the DHCP relay agent is enabled on both a distributed 

VXLAN IP gateway and the border gateway. 

201606060209 

• Symptom: In an IRF fabric, traffic cannot be correctly forwarded after a patch is installed.  
• Condition: This symptom occurs if the following conditions exist: 

a. The device has a hot patch installed to fix STP problems.  
b. The spanning tree protocol operates in PVST mode on the device.  
c. VLANs have been irregularly added and deleted on the device.  

201606290422/201606200288 
• Symptom: ARP requests are broadcasted on Layer 3 interfaces. 
• Condition: This symptom might occur if a Layer 3 interface receives an ARP request with a 

all-0s source MAC address. 

201606300317/201606270528 
• Symptom: When a Telnet user uses an overlength username, the switch might reboot for 

memory exhaustion.  
• Condition: This symptom might occur if a Telnet user uses an overlength username. 
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201606230194/201606230190 
• Symptom: On an IRF fabric, the display mac-address command does not display the MAC 

addresses learned on an aggregate interface.  
• Condition: This symptom might occur if the following conditions exist: 

 A multichassis aggregate interface is configured. 
 Traffic of the aggregate interface is forwarded by only one IRF member. 

201607160186 
• Symptom: A VTEP cannot establish automatic VXLAN tunnels with a centralized VXLAN IP 

gateway group.  
• Condition: This symptom might occur if the vtep group remote command specifies eight 

members for a centralized VXLAN IP gateway group on a VTEP. 

201607040265 

• Symptom: CVE-2016-4953 
• Condition: Fixed vulnerability in NTP 4.x before 4.2.8p8 allows remote attackers to cause a 

denial of service by sending a spoofed packet with incorrect authentication data at a certain 
time. 

• Symptom: CVE-2016-4954 
• Condition: Fixed vulnerability in ntpd in NTP 4.x before 4.2.8p8 allows remote attackers to 

cause a denial of service by sending spoofed packets from source IP addresses in a certain 
scenario. 

• Symptom: CVE-2016-4956 
• Condition: Fixed vulnerability in NTP 4.x before 4.2.8p8 allows remote attackers to cause a 

denial of service via a spoofed broadcast packet. 

201606030333 
• Symptom: CVE-2016-2105 
• Condition: Fixed vulnerability in “EVP Encode” in OpenSSL before 1.0.1t and 1.0.2 before 

1.0.2h allows remote attackers to cause a denial of service (heap memory corruption) via a 
large amount of binary data. 

• Symptom: CVE-2016-2106 
• Condition: Fixed vulnerability in “EVP Encrypt” in OpenSSL before 1.0.1t and 1.0.2 before 

1.0.2h allows remote attackers to cause a denial of service (heap memory corruption) via a 
large amount of binary data. 

• Symptom: CVE-2016-2107 
• Condition: Fixed vulnerability in OpenSSL before 1.0.1t and 1.02h allows remote attackers to 

obtain sensitive cleartext information via a padding-oracle attack against an AES CBC session. 
• Symptom: CVE-2016-2108 
• Condition: Fixed vulnerability in OpenSSL before 1.0.1o and 1.0.2 before 1.0.2c allows remote 

attackers to execute arbitrary code or cause a denial of service (buffer underflow and memory 
corruption). 

• Symptom: CVE-2016-2109  
• Condition: Fixed vulnerability in “asn” before 1.0.1t and 1.0.2 before 1.0.2h allows remote 

attackers to cause a denial of service (memory consumption) via a short invalid encoding. 
• Symptom: CVE-2016-2176  
• Condition: Fixed vulnerability in “X509” in OpenSSL before 1.0.1t and 1.0.2 before 1.0.2h 

allows remote attackers to obtain sensitive information from memory or cause a denial of 
service 
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Resolved problems in R2508 
201607060206 

• Symptom: A static MAC address entry cannot be configured on a Layer 2 aggregate interface. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Create a Layer 2 aggregation group and configure a static MAC address entry on the Layer 
2 aggregate interface. 

b. Delete the Layer 2 aggregation group. 
c. Create the same Layer 2 aggregation group and configure the same static MAC address 

entry on the Layer 2 aggregate interface. 

201607130166 
• Symptom: A host cannot ping a VSI interface or a loopback interface associated with the VPN 

instance of an L3VNI on the centralized EVPN gateway. 
• Condition: This symptom occurs if the device acts as the centralized EVPN gateway. 

201607130009 
• Symptom: A VM connected to a VTEP cannot ping a loopback interface on the master device in 

a two-chassis IRF fabric. 
• Condition: This symptom occurs if the following conditions exist: 

 A two-chassis IRF fabric acts as the VXLAN IP gateway. 
 A VTEP is connected to the subordinate device in the IRF fabric. 
 The outgoing port for VXLAN packets exchanged between the VTEP and the VXLAN IP 

gateway is an access port. 

201607010268 
• Symptom: The device cannot ping a Layer 3 aggregate subinterface on the peer device. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Configure a Layer 3 aggregation group on the device and the peer device. 
b. Create a Layer 3 aggregate subinterface on the peer device. 
c. Split a 40-GE aggregation member port in the Layer 3 aggregation group on the device. 

201606300512 
• Symptom: Flow entries do not take effect on an interface that hosts an AC when certain 

conditions exist. 
• Condition: This symptom might occur if the following conditions exist: 

a. The AC uses the encapsulation untagged criterion or the encapsulation s-vid criterion 
that matches the PVID of the interface that hosts the AC.  

b. VMs send untagged packets to the switch. 

201606300296 
• Symptom: A VXLAN tunnel cannot be established on an EVPN network. 
• Condition: This symptom occurs if 5940 switches and Cisco devices exist in the EVPN network. 

201606290422 
• Symptom: A Layer 3 interface broadcasts an ARP request whose source MAC address is all 0s 

to all the other Layer 3 interfaces. 
• Condition: This symptom occurs if a Layer 3 interface receives an ARP request whose source 

MAC address is all 0s. 
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201606280096 
• Symptom: Some traffic cannot be correctly forwarded by the border device on an EVPN 

network. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Configure an aggregation group on the border device and a VTEP. 
b. Shut down the aggregate interface by using the shutdown command. 
c. Bring up the aggregate interface by using the undo shutdown command. 

201606270576 
• Symptom: A 100-GE interface cannot be shut down. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Bind a 100-GE interface on the 5940 48XGT 6QSFP28/5940 48SFP+ 6QSFP28 device to 
an IRF port and then remove the 100-GE interface from the IRF port. 

b. Shut down and then bring up the 100-GE interface, and repeat the operation. 

201606270342 
• Symptom: ACL resources in the inbound direction cannot be released. 
• Condition: This symptom occurs if the following tasks are performed on a VLAN interface: 

a. Enable IPv6SG and verify the source IPv6 address and MAC address for dynamic IPv6SG 
by using the ipv6 verify source ip-address mac-address command. 

b. Disable IPv6SG by using the undo ipv6 verify source command. 

201606240272 
• Symptom: The CLI is stuck. 
• Condition: This symptom occurs if a 40-GE interface is split into 10-GE breakout interfaces and 

then the 10-GE breakout interfaces are combined. 

201606230053 
• Symptom: Traffic cannot be forwarded on a distributed EVPN gateway. 
• Condition: This symptom occurs if the following conditions exist: 

 A two-chassis IRF fabric acts as a distributed EVPN gateway. 
 A master/subordinate switchover occurs in the IRF fabric. 

201606210498 
• Symptom: The device reboots unexpectedly. 
• Condition: This symptom occurs if the following conditions exist: 

 The device operates in PEX mode. 
 A physical interface on the device is bound to an IRF port. 

201606170275 
• Symptom: When rules are dynamically added to an ACL, the system prompts that the ACL 

resources are insufficient, and all rules in the ACL fails to be applied. 
• Condition: This symptom occurs if the following conditions exist: 

 The ACL are applied to multiple ports. 
 Rules are dynamically added to the ACL. 

201606170060 
• Symptom: Packet filtering configuration on a Layer 3 aggregate interface or that on a member 

port in the aggregation group, whichever is earlier, takes effect. 
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• Condition: This symptom occurs if packet filtering is configured both on a Layer 3 aggregate 
interface and a member port in the aggregation group. 

201606160166 
• Symptom: After an ACL is removed from an interface, the ACL resources cannot be released. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Configure an interface to filter outgoing packets. 
b. Create an interface range by using the interface range command。 
c. Add the interface in step a to the interface range. 
d. Apply a user-defined ACL to filter packets on the interface range. 
e. Remove the user-defined ACL from the interface range. 

201606150402 
• Symptom: The device reboots unexpectedly. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Configure the device to operate in advance mode. 
b. Apply an IPv4 ACL to filter packets and a QoS policy on an interface. 
c. Apply an IPv6 ACL to filter packets on the interface. 
d. Remove the IPv4 ACL, the IPv6 ACL, and the QoS policy on the interface. 
e. Apply an IPv6 ACL to filter packets on the interface. 
f. Apply an IPv4 ACL to filter packets on the interface. 
g. Remove the IPv4 ACL and the IPv6 ACL on the interface. 
h. Repeat the steps b to g. 

201606140492 
• Symptom: Traffic cannot be forwarded out of a 10-GE interface. 
• Condition: This symptom occurs if the following tasks are performed: 

a. Connect the 10-GE interface to an interface on the peer device. 
b. Bind the 10-GE interface to an IRF port. 
c. Remove the 10-GE interface from the IRF port. 

201605040017 
• Symptom: When the OSPF cost of an interface is modified, BFD session flapping occurs.  
• Condition: This symptom might occur if the OSPF cost of an interface is modified when OSPF 

ECMP routes are load sharing traffic. 

201606040084 
• Symptom: On an IRF 3.1 system, the display device command displays information only about 

some PEXs. 
• Condition: This symptom might occur if the parent fabric of an IRF 3.1 system is connected to 

20 PEXs, and the cascade ports on the parent fabric are repeatedly shut down and brought up. 

201606040039/201603110411 
• Symptom: An IRF fabric does not respond to commands when a large number of ACLs exist. 
• Condition: This symptom might occur if a large number of ACLs are configured on an IRF fabric.  

201606020126/201605120177 
• Symptom: After certain operations, the system prompts that resources are insufficient when a 

centralized VXLAN IP gateway group is specified on the switch.  
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• Condition: This symptom might occur if the operations are performed: 
a. Execute the vtep group member remote command. VXLAN tunnels are automatically set 

up to the specified gateway group.  
b. Execute the undo vtep group member remote command. 
c. Restart the tunneld process. 
d. Execute the vtep group member remote command. 

201606010037/201606030468 
• Symptom: When member switches in an IRF fabric are rebooted, the BGP process restarts 

unexpectedly. 
• Condition: This symptom might occur if member switches in an IRF fabric are rebooted. 

201605300311 
• Symptom: When OpenFlow is enabled, an error is returned for the get event stream request. 
• Condition: This symptom might occur if OpenFlow is enabled. 

201605230206 
• Symptom: In an EVPN network, the switch cannot receive EVPN IMET routes from a peer. 
• Condition: This symptom might occur if EVPN is configured on the switch and its peer, and the 

two devices establish a BGP EVPN neighbor relationship. 

201605190637 
• Symptom: The ARP entry limit on an interface does not change after the table capacity mode is 

modified.  
• Condition: This symptom might occur if the following operations are performed: 

a. Configure an interface to send gratuitous ARP packets periodically.  
b. Change the table capacity mode by using the switch-mode command, save the 

configuration, and reboot the switch. 

201605130067 
• Symptom: Two VMs access an EVPN network through the same VTEP. When multipath 

detection is performed for the VMs, the VTEP displays an incorrect outgoing interface for the 
first hop. 

• Condition: This symptom might occur if multipath detection is performed for two VMs that 
access an EVPN network through the same VTEP. 

201605100350 
• Symptom: When the number of VSI interfaces exceeds the limit, the switch displays the 

incorrect notification "The parameter is incorrect." 
• Condition: This symptom might occur if the interface vsi-interface command is repeatedly 

executed to create VSI interfaces, and the number of VSI interfaces exceeds the limit. 

201605100029 
• Symptom: When a VSI interface on a VXLAN IP gateway uses multiple IP addresses to provide 

gateway service, hosts cannot obtain the ARP information for the secondary IP addresses of 
the VSI interface.  

• Condition: This symptom might occur if the following operations are performed: 
a. Configure the switch as a VXLAN IP gateway, and assign multiple IP addresses to a VSI 

interface.  
b. Repeatedly shut down and bring up the VSI interface. 
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201605070017 
• Symptom: The help information for the undo ip vpn-instance ? command is incorrect. 
• Condition: This symptom might occur if the following operations are performed: 

a. Create a VPN instance. 
b. Execute the undo ip vpn-instance ? command in system view. 

201605030136 
• Symptom: A merge operation by using invalid IfUnknownDomain data is successfully 

performed on the Domain/GlobalConfig table. 
• Condition: This symptom might occur if a merge operation by using invalid IfUnknownDomain 

data is performed on the Domain/GlobalConfig table. 

201604270260 
• Symptom: A centralized VXLAN IP gateway group provides gateway service for a two-chassis 

IRF fabric that acts as a VTEP. After a master/subordinate switchover, the IRF fabric cannot 
send packets to all gateways because not all tunnels automatically established between the 
IRF fabric and the gateway group are assigned to the corresponding VXLAN. 

• Condition: This symptom might occur if the following conditions exist: 
 A centralized VXLAN IP gateway group and an IRF fabric establish VXLAN tunnels 

automatically.  
 An IRF master/subordinate switchover occurs. 

201606080442 
• Symptom: LLDP cannot discover neighbors on an interface that uses an IPv6 address. 
• Condition: This symptom might occur if an IPv6 address is assigned to an interface, and LLDP 

is enabled. 

201604210596 
• Symptom: A two-chassis IRF fabric that acts as a VXLAN IP gateway cannot forward Layer 3 

traffic after a master/subordinate switchover. 
• Condition: This symptom might occur if a master/subordinate switchover occurs in a 

two-chassis IRF fabric that acts as a VXLAN IP gateway. 

201603310384 
• Symptom: The system image is damaged if the switch is rebooted after it is successfully 

upgraded from the BootWare menus. 
• Condition: This symptom might occur if the switch is rebooted after it is successfully upgraded 

from the BootWare menus.  

201601260147 
• Symptom: When local proxy ARP is enabled on distributed EVPN gateways, a gateway 

receives an ARP request for the ARP information of the gateway from a remote VM. 
• Condition: This symptom might occur if local proxy ARP is enabled on distributed EVPN 

gateways.  

201605070043 
• Symptom: When an IRF fabric acts as a VTEP in an EVPN network, an IRF member cannot 

forward untagged traffic.  
• Condition: This symptom might occur if a member in an IRF fabric receives untagged traffic. 
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201604110486 
• Symptom: ACL resources are not released when relay entries on the DHCP relay agent are 

cleared. 
• Condition: This symptom might occur if the following operations are performed: 

a. Enable DHCP relay agent. 
b. Execute the reset dhcp relay client-information command. 

201607070519 
• Symptom: After certain operations, a user-side aggregation group on two PEXs of the same 

PEX group cannot forward traffic. 
• Condition: This symptom might occur if the following operations are performed: 

a. Configure a user-side aggregation group on two PEXs by using the interface 
bridge-aggregation interface-number pex command. 

b. Assign one PEX to another PEX group, and then move it to the original PEX group. 

201606130518 
• Symptom: PEXs cannot come online when the parent fabric is repeatedly rebooted.  
• Condition: This symptom might occur if link aggregation protocol flapping occurs on cascade 

ports of the parent fabric when the parent fabric is repeatedly rebooted.  

201606030431 
• Symptom: On the parent fabric of an IRF system, some TRILL access ports cannot forward 

broadcast traffic.  
• Condition: This symptom might occur if the following operations are performed: 

a. Configure multiple TRILL access ports on the parent fabric of an IRF system.  
b. Disable TRILL globally. 
c. Roll back to the configuration before TRILL is globally disabled.  

201605310226 
• Symptom: The parent fabric of an IRF system cannot forward the tagged traffic received from 

PEXs. 
• Condition: This symptom might occur if tagged traffic received by PEXs is sent to a subordinate 

switch in the parent fabric. 

201605240294 
• Symptom: PEXs in an IRF system send traffic of VLAN 1 to the parent fabric. The traffic is 

flooded on TRILL access ports on IRF members except for the members that receive the traffic 
from the PEXs.  

• Condition: This symptom might occur if PEXs send traffic of VLAN 1 to the parent fabric. 

201605180288 
• Symptom: In the output from the display mac-address command, the nicknames of egress 

RBs are not displayed. 
• Condition: This symptom might occur if TRILL is enabled on an IRF 3.1 system. 

201605270226 
• Symptom: Specified port sends cc packet with rdi field set. 
• Condition:  

a. Configure cfd function. 
b. Cfd cc packet without optional tlv fields is received on specified port. 
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201604120253 

• Symptom: The switch cannot learn routes from two OSPF LSAs. 
• Condition: This symptom might occur if two OSPF LSAs from a neighbor contain different 

information for the same transnet link. 

201605120317/201605120311 
• Symptom: The controller connected to the switch fails to issue flow entries and reply to ARP 

requests after certain operations are performed.  
• Condition: This symptom occurs if the following conditions exist: 

 An interface of the switch is configured with a large number of VLAN-VXLAN mappings.  
 The switch receives unknown ARP packets.  

201605160326 

• Symptom: CVE-2016-1547 
• Condition: Fixed vulnerability where an off-path attacker can deny service to ntpd clients by 

demobilizing preemptable associations using spoofed crypto-NAK packets. 
• Symptom: CVE-2016-1548 
• Condition: Fixed vulnerability where an attacker can change the time of an ntpd client or deny 

service to an ntpd client by forcing it to change from basic client/server mode to interleaved 
symmetric mode. 

• Symptom: CVE-2016-1550 
• Condition: Fixed vulnerability in ntpd function allow an attacker to conduct a timing attack to 

compute the value of the valid authentication digest causing forged packets to be accepted by 
ntpd. 

• Symptom: CVE-2016-1551 
• Condition: Fixed vulnerability in ntpd allows unauthenticated network attackers to spoof refclock 

packets to ntpd processes on systems that do not implement bogon filtering. 
• Symptom: CVE-2016-2519 
• Condition: Fixed vulnerability in ntpd will abort if an attempt is made to read an oversized value. 
• Symptom: CVE-2015-7704 
• Condition: Fixed vulnerability in ntpd that a remote attacker could use, to send a packet to an 

ntpd client that would increase the client's polling interval value, and effectively disable 
synchronization with the server. 

201605090023 
• Symptom: CVE-2015-8138 
• Condition: Fixed vulnerability in ntpd which attackers may be able to disable time 

synchronization by sending a crafted NTP packet to the NTP client. 
• Symptom: CVE-2015-7979 
• Condition: Fixed vulnerability in ntpd allows attackers to send special crafted broadcast packets 

to broadcast clients, which may cause the affected NTP clients to become out of sync over a 
longer period of time. 

• Symptom: CVE-2015-7974 
• Condition: Fixed vulnerability in NTP 4.x before 4.2.8p6 and 4.3.x before 4.3.90 which might 

allow remote attackers to conduct impersonation attacks via an arbitrary trusted key. 
• Symptom: CVE-2015-7973 
• Condition: Fixed vulnerability when NTP is configured in broadcast mode, a man-in-the-middle 

attacker or a malicious client could replay packets received from the broadcast server to all 
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(other) clients, which cause the time on affected clients to become out of sync over a longer 
period of time. 

Resolved problems in R2507 
201606150562 

• Symptom: When a QSFP-40G-LR4L-WDM1300 or QSFP-40G-ER4-WDM1300 transceiver 
module is installed in an interface, the speed of the interface becomes 100000 Mbps. 

• Condition: This symptom might occur if a QSFP-40G-LR4L-WDM1300 or 
QSFP-40G-ER4-WDM1300 transceiver module is installed in an interface. 

201606150192 
• Symptom: Inter-device VXLAN connectivity is lost after certain operations. 
• Condition: This symptom might occur if the following operations are performed: 

a. Execute the tunnel all command in VXLAN view. 
b. Use the interface tunnel tunnel-number mode vxlan command in system view to create a 

VXLAN tunnel interface. 

201606130129 
• Symptom: On the front panel of an 5940 48XGT 6QSFP28 /5940 48SFP+ 6QSFP28 switch, 

the LEDs of the interfaces numbered 49, 51, and 54 do not flash when the interfaces are 
forwarding traffic or 40-GE cables are installed in the interfaces.  

• Condition: This symptom might occur if traffic is being forwarded by the interfaces numbered 49, 
51, and 54 on the front panel of an 5940 48XGT 6QSFP28 /5940 48SFP+ 6QSFP28 switch or 
40-GE cables are installed in the interfaces. 

201606020318 
• Symptom: The switch reboots multiple times after certain operations. 
• Condition: This symptom might occur if the following operations are performed: 

a. Configure the classification vlan vlan-id loosen command for an OpenFlow instance.  
b. Save the configuration and reboot the switch. 

201605240273 
• Symptom: Speed negotiation fails on a 10-GE fiber port that connects to a 1-Gbps copper port 

of a peer device. 
• Condition: This symptom might occur if a 10-GE fiber port installed with a 1000BASE-T 1G 

transceiver module is directly connected to a 1-Gbps copper port of a peer device. 

TB201605030419 
• Symptom: Routing policy configuration cannot be updated and hardware resources become 

insufficient after certain operations. 
• Condition: This symptom might occur if the following operations are performed: 

a. Apply a routing policy to a VXLAN tunnel interface to specify the next hop IP address. 
b. Shut down and bring up the outgoing interface to the next hop IP address.  

201605110274 
• Symptom: After an IRF master/subordinate switchover, the laggd process exits unexpectedly 

during the reboot process of IRF members. 
• Condition: This symptom might occur if an IRF master/subordinate switchover occurs, 
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201605100438 
• Symptom: The switch cannot forward underlay traffic when ACs are mapped to VXLAN VSIs 

and then the VXLAN VSIs are deleted.  
• Condition: This symptom might occur if ACs are mapped to VXLAN VSIs and then the VXLAN 

VSIs are deleted. 

201605100250 
• Symptom: When the switch acts as a VTEP and the VXLAN hardware resource allocation mode 

is set to Layer 2 gateway, an ACL cannot match incoming VXLAN packets by the inner IP 
header. 

• Condition: This symptom might occur if the VXLAN hardware resource allocation mode is set to 
Layer 2 gateway, and the VXLAN tunnel source interface is a Layer 3 interface. 

201605090001 
• Symptom: As a VTEP, the switch cannot correctly forward double tagged frames that match an 

Ethernet service instance. 
• Condition: This symptom might occur if the encapsulation s-vid vlan-id c-vid vlan-id-list 

command is configured for an Ethernet service instance.  

201605060500 
• Symptom: When certain operations are performed on an IRF fabric that acts as a VTEP, ECMP 

resources are exhausted, and VXLAN tunnels cannot come up. 
• Condition: This symptom might occur if the following operations are performed: 

a. Connect the IRF fabric to a gateway device through two Layer 3 aggregate interfaces.  
b. Repeatedly shut down and bring up the Layer 3 aggregate interfaces on the gateway 

device. 

201605040504 
• Symptom: On an IRF fabric formed by 5940 48XGT 6QSFP+ and 5940 48SFP+ 6QSFP+ 

switches, the management Ethernet interface of the master cannot be pinged after a 
master/subordinate switchover. 

• Condition: This symptom might occur if a master/subordinate switchover occurs in an IRF fabric 
formed by 5940 48XGT 6QSFP+ and 5940 48SFP+ 6QSFP+ switches. 

TB201604210608 
• Symptom: When all interfaces on the switch are shut down and then brought up, VXLAN tunnel 

configuration cannot be restored. 
• Condition: This symptom might occur if all interfaces on the switch are shut down and then 

brought up. 

201604220313 
• Symptom: On a transport switch of a VXLAN network, an ACL cannot match VXLAN packets by 

the inner IP header.  
• Condition: This symptom might occur if an ACL is configured to match VXLAN packets on a 

transport switch of a VXLAN network.  

201603290139 
• Symptom: The switch reboots unexpectedly when a Layer 3 Ethernet interface is split into four 

breakout interfaces. 
• Condition: This symptom might occur if a Layer 3 Ethernet interface is split into four breakout 

interfaces while the interface is under attack of packets.  

22 



201512091309 
• Symptom: The switch does not respond to commands in TCL configuration view when SSH 

login is used.  
• Condition: This symptom might occur if SSH is used to log in to the switch and commands are 

executed in TCL configuration view.  

201603250305 
• Symptom: The switch fails to issue an ACL that contains the fragment parameter.  
• Condition: This symptom might occur if the fragment parameter is specified for an ACL. 

201603160814 
• Symptom: On a 5940 IRF fabric configured with VXLANs, an aggregate interface sends the 

ARP packets received on a member port out of another member port. 
• Condition: This symptom might occur if the following conditions exist: 

a. VXLANs and a multichassis aggregate interface are configured on a 5940 IRF fabric. 
b. Aggregation member ports have state changes when some IRF member switches are 

rebooted or some aggregation member ports are shut down. 

201603090500 
• Symptom: STP status of a port is not correct. 
• Condition: This symptom occurs after the following operations are performed: 

a. Create an aggregation group. 
b. Enable or disable STP globally on the local device. 
c. Bring up or shut down an aggregation member port in the aggregation group on the peer 

device. 

201603030346 
• Symptom: A user-defined queue scheduling profile uses byte-count WRR for a queue. After a 

reboot, weight-based WRR is used for the queue. 
• Condition: This symptom might occur if the following operations are performed: 

a. Create a queue scheduling profile, and configure byte-count WRR for a queue. 
b. Delete the .mdb configuration file. 
c. Save the running configuration and reboot the switch. 

201604200046 
• Symptom: In an IRF fabric with multidevice link aggregation, protocol flapping occurs on all link 

aggregation groups. 
• Condition: This symptom occurs after the following operations are performed on an aggregation 

group: 
a. Configure the aggregate interface as a trunk port and assign it to all VLANs by using the 

port trunk permit vlan all command. 
b. Configure the aggregation group to operate in dynamic aggregation mode by using the 

link-aggregation mode dynamic command. 
c. Configure the aggregation group to operate in static aggregation mode by using the undo 

link-aggregation mode command. 
d. Configure the aggregation group to operate in dynamic aggregation mode by using the 

link-aggregation mode dynamic command. 
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TB201604250473 
• Symptom: After an Ethernet service instance on an aggregate interface is deleted, the 

aggregate interface cannot forward traffic.  
• Condition: This symptom occurs if the following operations are performed: 

a. Create an Ethernet service instance on a Layer 2 aggregate interface.  
b. Use the encapsulation untagged command to configure the Ethernet service instance to 

match packets without VLAN tags.  
c. Use the undo service-instance command to delete the Ethernet service instance on the 

Layer 2 aggregate interface.  

201604161241 
• Symptom: CVE-2016-0800 
• Condition: Fixed vulnerability where an attacker will decrypt TLS sessions by using a server 

supporting SSLv2 and EXPORT cipher suites. 
• Symptom: CVE-2016-0705 
• Condition: Fixed vulnerability when OpenSSL parses malformed DSA private keys and could 

lead to a DoS attack or memory corruption for applications that receive DSA private keys from 
untrusted sources. 

• Symptom: CVE-2016-0798 
• Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g allows 

remote attackers to cause a denial of service (memory consumption) by providing an invalid 
username in a connection attempt. 

• Symptom: CVE-2016-0797 
• Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g allow 

remote attackers to cause a denial of service (heap memory corruption or NULL pointer 
dereference). 

• Symptom: CVE-2016-0799 
• Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g 

improperly calculates string lengths, which allows remote attackers to cause a denial of service 
which could lead to memory allocation failure or memory leaks. 

• Symptom: CVE-2016-0702 
• Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g which 

makes it easier for local users to discover RSA keys leveraging cache-bank conflicts, aka a 
"CacheBleed" attack. 

• Symptom: CVE-2016-0703 
• Condition: Fixed vulnerability if an eavesdropper has intercepted an SSLv2 handshake, they 

can use the server as an oracle to determine the SSLv2 master-key. 
• Symptom: CVE-2016-0704 
• Condition: Fixed vulnerability in the SSLv2 implementation in OpenSSL before 0.9.8zf, 1.0.0 

before 1.0.0r, 1.0.1 before 1.0.1m, and 1.0.2 before 1.0.2a overwrites incorrect MASTER-KEY 
bytes during use of export cipher suites, which makes it easier for remote attackers to decrypt 
TLS ciphertext data. 

• Symptom: CVE-2016-2842 
• Condition: Fixed vulnerability in the doapr_outch function in crypto/bio/b_print.c, which allows 

remote attackers to cause a denial of service (out-of-bounds write or memory consumption) or 
possibly have unspecified other impact via a long string. 
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Resolved problems in R2506 
First release. 

Support and other resources 

Accessing Hewlett Packard Enterprise Support 
• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 

www.hpe.com/assistance  
• To access documentation and support services, go to the Hewlett Packard Enterprise Support 

Center website: 
www.hpe.com/support/hpesc  

Information to collect: 
• Technical support registration number (if applicable). 
• Product name, model or version, and serial number. 
• Operating system name and version. 
• Firmware version. 
• Error messages. 
• Product-specific reports and logs. 
• Add-on products or components. 
• Third-party products or components. 

Documents 
To find related documents, see the Hewlett Packard Enterprise Support Center website 
at http://www.hpe.com/support/hpesc. 
• Enter your product name or number and click Go. If necessary, select your product from the 

resulting list. 
• For a complete list of acronyms and their definitions, see HPE FlexNetwork technology 

acronyms. 

Related documents 
The following documents provide related information: 
• About the HPE FlexFabric 5940 Switch Series Command References 
• About the HPE FlexFabric 5940 Switch Series Configuration Guides 
• HPE FlexFabric 5940 Switch Series ACL and QoS Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series ACL and QoS Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series Configuration Guides Index-Release 2508 
• HPE FlexFabric 5940 Switch Series Fundamentals Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series Fundamentals Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series High Availability Command Reference-Release 2508 

25 

http://www.hpe.com/assistance
http://www.hpe.com/support/hpesc
http://www.hpe.com/support/hpesc


26 

• HPE FlexFabric 5940 Switch Series High Availability Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series IP Multicast Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series IP Multicast Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series IRF Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series IRF Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series Layer 2 - LAN Switching Command Reference-Release 

2508 
• HPE FlexFabric 5940 Switch Series Layer 2 - LAN Switching Configuration Guide-Release 

2508 
• HPE FlexFabric 5940 Switch Series Layer 3 - IP Routing Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series Layer 3 - IP Routing Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series Layer 3 - IP Services Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series Layer 3 - IP Services Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series MCE Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series MCE Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series Network Management and Monitoring Command 

Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series Network Management and Monitoring Configuration 

Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series OpenFlow Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series OpenFlow Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series Security Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series Security Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series VXLAN Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series VXLAN Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series EVPN Command Reference-Release 2508 
• HPE FlexFabric 5940 Switch Series EVPN Configuration Guide-Release 2508 
• HPE FlexFabric 5940 Switch Series Installation Guide 
• HPE FlexFabric 5940 Switch Series Compliance and Safety Manual 

Documentation feedback 
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 
part number, edition, and publication date located on the front cover of the document. For online help 
content, include the product name, product version, help edition, and publication date located on the 
legal notices page. 



Appendix A Feature list  
Hardware features 

Table 5 5940 series hardware features 

Item 

FlexFabric 
5940 
32QSFP+  
JH396A 

FlexFabric 
5940 48SFP+ 
6QSFP+ 
JH395A 

FlexFabric 
5940 48XGT 
6QSFP+ 
JH394A 

FlexFabric 
5940 48SFP+ 
6QSFP28  
JH390A 

FlexFabric 
5940 48XGT 
6QSFP28 
JH391A 

Dimensio
ns (H × W 
× D) 

43.6 × 440 × 
660 mm (1.72 × 
17.32 × 25.98 
in) 

43.6 × 440 × 
460 mm (1.72 × 
17.32 × 18.11 
in) 

43.6 × 440 × 
660 mm (1.72 × 
17.32 × 25.98 
in) 

43.6 × 440 × 
460 mm (1.72 × 
17.32 × 18.11 
in) 

43.6 × 440 × 
660 mm (1.72 × 
17.32 × 25.98 
in) 

Weight ≤ 13.0 kg 
(28.66 lb) 

≤10kg
（22.04lb） 

≤ 13.0 kg 
(28.66 lb) 

≤10kg
（22.04lb） 

≤ 13.0 kg 
(28.66 lb) 

Console 
ports 1 1 1 1 1 

Mini 
USB(Con
sole) 

1 N/A N/A 1 1 

Managem
ent 
Ethernet 
ports 

1 1 1 2 2 

USB ports 1 

10G 
Base-T 
Ethernet 
ports 

N/A N/A 48 N/A 48 

SFP+ 
ports N/A 48 N/A 48 N/A 

QSFP+ 
ports 32 6 6 N/A N/A 

Fan trays 2 2 2 2 2 

interface 
card 
model 

N/A N/A N/A N/A N/A 

Power 
modules 2 2 2 2 2 

AC-input 
voltage 

Rated voltage:  
100 VAC to 240 V AC @ 50 or 60 Hz 
Max voltage:  
90 VAC to 264 V AC @ 47 to 63 Hz 

DC-input 
voltage 

Rated voltage: –40 VDC to –60 VDC 
Max voltage: –40 VDC to –72 VDC 
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Item 

FlexFabric 
5940 
32QSFP+  
JH396A 

FlexFabric 
5940 48SFP+ 
6QSFP+ 
JH395A 

FlexFabric 
5940 48XGT 
6QSFP+ 
JH394A 

FlexFabric 
5940 48SFP+ 
6QSFP28  
JH390A 

FlexFabric 
5940 48XGT 
6QSFP28 
JH391A 

Minimum 
power 
consumpti
on 

Single-AC:  
175W 
Dual-AC:  
190W 
Single-DC: 
172W 
Dual-AC:  
183W 

Single AC input: 
114W 
Dual-DC:  
121W 
Single AC input: 
121W 
Dual AC inputs: 
121W 

Single DC input: 
155W 
Dual DC inputs: 
170W 
Single DC input: 
160W 
Dual AC inputs: 
180W 

Single DC input: 
89W 
Dual DC inputs: 
95W 
Single DC input: 
91W 
Dual AC inputs: 
99W 

Single DC input: 
142W 
Dual DC inputs: 
157W 
Single DC input: 
135W 
Dual AC inputs: 
150W 

Maximum 
power 
consumpti
on 

Single-AC: 
394W 
Dual-AC:  
409W 
Single-DC: 
398W 
Dual-DC: 
399W 

Single AC input: 
208W 
Dual AC inputs: 
213W 
Single DC input: 
211W 
Dual DC inputs: 
216W 

Single-AC: 
360W 
Dual-AC:  
370W 
Single-DC: 
365W 
Dual-DC: 
380W 

Single-AC: 
186W 
Dual-AC:  
196W 
Single-DC: 
187W 
Dual-DC: 
192W 

Single-AC: 
310W 
Dual-AC:  
320W 
Single-DC: 
294W 
Dual-DC: 
301W 

Operating 
temperatu
re 

0°C to 45°C (32°F to 113°F) 

Operating 
humidity 10% to 90%, noncondensing 

 

Software features 
Table 6 Software features of the 5940 series 

Feature 

FlexFabric 
5940 
32QSFP+  
JH396A 

FlexFabric 
5940 48SFP+ 
6QSFP+ 
JH395A 

FlexFabric 
5940 48XGT 
6QSFP+ 
JH394A 

FlexFabric 
5940 48SFP+ 
6QSFP28  
JH390A 

FlexFabric 
5940 48XGT 
6QSFP28 
JH391A 

Full duplex 
Wire speed 
L2 switching 
capacity 

2560Gbps 2160Gbps 2160Gbps 1440Gbps 1440Gbps 

Whole 
system Wire 
speed L2 
switching 
Packet 
forwarding 
rate  

1904.64 1607.04 1607.04 1011.84 1011.84 

Forwarding 
mode  Store-forward and cut-through 
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IRF 

• Ring topology 
• Daisy chain topology 
• LACP MAD 
• ARP MAD 
• ND MAD 
• BFD MAD 
• ISSU 
• IRF comprised of different models 

Link 
aggregation 

• Aggregation of 10-GE ports 
• Aggregation of 40-GE ports 
• Static link aggregation 
• Dynamic link aggregation 
• When stacked, supports up to 128 aggregation groups, each supporting up to 16 ports

Flow control IEEE 802.3x flow control and back pressure 

Data center 

• PFC 
• DCBX 
• FCoE(FCF/Transit/NPV) 
• EVB 
• TRILL 
• OpenFlow 
• VxLAN 
• VxLAN L3 Gateway 
• EVPN 

Jumbo Frame Supports maximum frame size of 10000 

MAC address 
table 

• 288K MAC addresses 
• 1K static MAC addresses 
• Blackhole MAC addresses 
• MAC address learning limit on a port 

VLAN 
• Port-based VLANs (4094 VLANs) 
• QinQ and selective QinQ 

VLAN 
mapping 

• One-to-one VLAN mapping  
• Many-to-one VLAN mapping  
• Two-to-two VLAN mapping  

ARP 

• 128K entries 
• 1K static entries  
• Gratuitous ARP 
• Standard proxy ARP and local proxy ARP 
• ARP source suppression 
• ARP black hole 
• ARP detection (based on DHCP snooping entries/802.1x security entries/static 

IP-to-MAC bindings) 
• Multicast ARP 
• ARP logging 
• IRDP 
• ARP proxy 

ND 
• 64K entries 
• 1K static entries 

VLAN virtual 
interface 2K 
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DHCP 

• DHCP client 
• DHCP snooping 
• DHCP relay agent 
• DHCP server 
• DHCPv6 server 

UDP helper Supported 

DNS 
• Dynamic domain name resolution 
• Dynamic domain name resolution client 
• IPv4/IPv6 addresses 

IPv4 routing 

• 1K static routes  
• RIP (Routing Information Protocol)  v1/v2; up to 2K IPv4 routes 
• OSPF (Open Shortest Path First) v1/v2; up to 16K IPv4 routes 
• BGP (Border Gateway Protocol); up to 16K IPv4 routes 
• ISIS（Intermediate System to Intermediate system; up to 16K IPv4 routes 
• Configurable maximum number of equal-cost routes; up to 4K equal-cost routes 
• VRRP 
• PBR 

IPv6 routing 

• 1K static routes  
• RIPng: Supports up to 2K IPv6 routes 
• OSPF v3: Supports up to 8K IPv6 routes 
• ISISv6: Supports up to 8K IPv6 routes 
• Up to 4K ECMP routes; each ECMP route supports up to 32 next hops 
• Routing policy 
• VRRP 
• PBR 

URPF Reverse route check strict mode and loose mode 

MCE Supported 

BFD 

• OSPF/OSPFv3 
• BGP/BGP4 
• IS-IS/IS-ISv6 
• PIM/IPM for IPv6  
• Static route 
• MAD 

Tunnel 

• IPv4 over IPv4 tunnel 
• IPv4 over IPv6 tunnel 
• IPv6 over IPv4 manual tunnel 
• IPv6 over IPv4 6to4 tunnel 
• IPv6 over IPv4 ISATAP tunnel 
• IPv6 over IPv6 tunnel 
• GRE tunnel 

IPv4 
multicast 

• IGMP snooping v1/v2/v3 
• IGMP v1/v2/v3 
• PIM-DM  
• PIM-SM 

IPv6 
multicast 

• MLD snooping v1/v2 
• MLD v1/v2 
• PIM-DM/SM for IPv6  
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Broadcast/m
ulticast/unica
st storm 
control 

• Storm control based on port rate percentage  
• PPS-based storm control 
• Bps-based storm control  

MSTP 
• STP/RSTP/MSTP protocol 
• STP Root Guard 
• BPDU Guard 

QoS/ACL 

• Restriction of the rates at which a port sends and receives packets, with a granularity 
of 8 kbps. 

• Packet redirect 
• Committed access rate (CAR), with a granularity of traffic limit 8 kbps.  
• Eight output queues for each port  
• Flexible queue scheduling algorithms based on port and queue, including strict priority 

(SP), Weighted Deficit Round Robin (WDRR), Weighted Fair Queuing (WFQ), SP + 
WDRR, and SP + WFQ.  

• Remarking of 802.1p and DSCP priorities 
• Packet filtering at L2 (Layer 2) through L4 (Layer 4); flow classification based on 

source MAC address, destination MAC address, source IP (IPv4/IPv6) address, 
destination IP (IPv4/IPv6) address, port, protocol, and VLAN. 

• Time range 
• Weighted Random Early Detection (WRED) 
• Queue shaping 
• User profile 
• COPP 
• Explicit Congestion Notification (ECN) 

Mirroring 
• Flow mirroring 
• Port mirroring 
• Multiple mirror observing port 

Remote 
mirroring 

• Port remote mirroring (RSPAN) 
• ERSAPN 

Security  

• Hierarchical management and password protection of users 
• AAA authentication 
• RADIUS authentication 
• HWTACACS 
• SSH 2.0 
• Port isolation 
• Port security 
• IP-MAC-port binding 
• IP Source Guard 
• HTTPS 
• SSL 
• PKI 
• Boot ROM access control (password recovery) 

802.1X 
• Up to 2,048 users  
• Port-based and MAC address-based authentication 
• Trunk port authentication 

Traffic 
Management • sFlow 

Loading and 
upgrading 

• Loading and upgrading through XModem protocol 
• Loading and upgrading through FTP 
• Loading and upgrading through the trivial file transfer protocol (TFTP) 
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Management 

• Configuration at the command line interface 
• Remote configuration through Telnet 
• Configuration through Console port 
• Python 
• NETCONF 
• Simple network management protocol (SNMP) 
• System log 
• Hierarchical alarms 
• NTP 
• Power supply alarm function 
• Fan and temperature alarms 

Maintenance 

• Debugging information output 
• Ping and Tracert 
• NQA 
• Track 
• Remote maintenance through Telnet 
• 802.1ag 
• 802.3ah 
• DLDP 
• File download and upload through USB port 

 

 



Appendix B Upgrading software  
This section describes how to upgrade system software while the router is operating normally or 
when the router cannot correctly start up.  

System software file types 
Software required for starting up the switch includes:  
• Boot ROM image—A .bin file that comprises a basic section and an extended section. The 

basic section is the minimum code that bootstraps the system. The extended section enables 
hardware initialization and provides system management menus. You can use these menus to 
load software and the startup configuration file or manage files when the switch cannot correctly 
start up.  

• Software images—Includes boot images and system images.  
 Boot image—A .bin file that contains the operating system kernel. It provides process 

management, memory management, file system management, and the emergency shell. 
 System image—A .bin file that contains the main application code required for device 

operation.  This includes device management, interface management, configuration 
management, and routing management. 

The software images that have been loaded are called "current software images." The software 
images specified to load at next startup are called "startup software images." 

These images might be released separately or as a whole in one .ipe package file. If an .ipe file is 
used, the system automatically decompresses the file, loads the .bin boot and system images in the 
file and sets them as startup software images. Typically, the Boot ROM and software images for this 
switch series are released in an .ipe file named main.ipe.  

In addition to these images, HPE irregularly releases patch packages for you to fix bugs without 
rebooting the switch. A patch package does not add new features or functions.  

System startup process 
Upon power-on, the Boot ROM image runs to initialize hardware and then the software images run to 
start up the entire system, as shown in Figure 1.  
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Figure 1 System startup process 
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Upgrade methods 
You can upgrade system software by using one of the following methods:  
 

Upgrading method Software types Remarks 

Upgrading from the CLI 

Software images 

• You must reboot the switch to 
complete the upgrade.  

• This method can interrupt ongoing 
network services. 

Patch packages 

The upgrade does not interrupt ongoing 
services. 
Make sure the patch packages match 
the current software images. A patch 
package can fix bugs only for its 
matching software image version.  

Upgrading from the Boot menu 
• Boot ROM image 
• Software images 

Use this method when the switch cannot 
correctly start up.  

 CAUTION: 
Upgrading an IRF fabric from the CLI 
rather than the Boot menu.  
The Boot menu approach requires that 
you upgrade the member switches one 
by one and has larger impact on services 
than the CLI approach.  

 

The output in this document is for illustration only and might vary with software releases. For 
example, this document uses boot.bin and system.bin to represent boot and system image names, 
whereas the actual software image name format is chassis_software platform version_image 
type_release, for example, 5940-cmw710-boot-r2506.bin and 5940-cmw710-system-r2506.bin. 
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Upgrading from the CLI 
This section uses a two-member IRF fabric as an example to describe how to upgrade software from 
the CLI. If you have more than two subordinate switches, repeat the steps for the subordinate switch 
to upgrade their software. If you are upgrading a standalone switch, ignore the steps for upgrading 
the subordinate switch.  

Preparing for the upgrade 
Before you upgrade software, complete the following tasks:  
1. Log in to the IRF fabric through Telnet or the console port (details not shown).  
2. Perform the display irf command in any view to identify the number of IRF members, each 

member switch’s role and IRF member ID.  
<Sysname> display irf 

MemberID   Role   Priority  CPU-Mac         Description 

 *+1      Master  5         0023-8927-afdc  --- 

   2      Standby 1         0023-8927-af43  --- 

-------------------------------------------------- 

 * indicates the device is the master. 

 + indicates the device through which the user logs in. 

 

 The Bridge MAC of the IRF is: 0023-8927-afdb 

 Auto upgrade                : no 

 Mac persistent              : 6 min 

 Domain ID                   : 0   

3. Perform the dir command in user view to identify the free storage space of each member 
switch.  

4. Identify the free Flash space of the master switch. 
<Sysname> dir 

Directory of flash: 

     0      -rw-       41424  Aug 23 2013 00:33:57     startup.mdb 

     1      -rw-        3792  Aug 23 2013 00:33:56     startup.cfg 

     2      -rw-    53555200  Aug 23 2013 16:04:08     system.bin 

     3      drw-           -  Aug 23 2013 00:03:07     seclog 

     4      drw-           -  Aug 23 2013 00:03:07     diagfile 

     5      drw-           -  Aug 23 2013 00:03:07     logfile 

     6      -rw-     9959424  Aug 23 2013 16:04:08     boot.bin 

     7      -rw-     9012224  Aug 21 2013 09:54:27     backup.bin 

 

1048576 KB total (977704 KB free)   

5. Identify the free Flash space of each subordinate switch, for example, switch 2. 
<Sysname> dir slot2#flash:/ 

Directory of slot2#flash:/ 

     0      -rw-       41424  Aug 23 2013 00:33:57     startup.mdb 

     1      -rw-        3792  Aug 23 2013 00:33:56     startup.cfg 

     2      -rw-    93871104  Aug 23 2013 16:00:08     system.bin 

     3      drw-           -  Aug 23 2013 00:03:07     seclog 

     4      drw-           -  Aug 23 2013 00:03:07     diagfile 
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     5      drw-           -  Aug 23 2013 00:03:07     logfile 

     6      -rw-    13611008  Aug 23 2013 15:59:00     boot.bin 

     7      -rw-     9012224  Aug 21 2013 09:54:27     backup.bin 

 

1048576 KB total (934767 KB free) 

6. Compare the free Flash space of each member switch with the size of the software file to load. 
If the space is sufficient, start the upgrade process. If not, go to the next step.  

7. Delete obsolete files in Flash to free space:  
 

 CAUTION: 
• To avoid data loss, do not delete the current configuration file. For information about the current 

configuration file, perform the display startup command. Hewlett Packard Enterprise recommends that 
you preferentially delete obsolete software images. To avoid inadvertent delete of the current software 
images, perform the display boot-loader command in any view to identify them.  

• The delete /unreserved file-url command deletes a file permanently and the action cannot be undone. 

• The delete file-url command moves a file to the recycle bin and the file still occupies storage space. To 
permanently delete the file from the recycle bin, first perform the undelete command to restore the file and
then perform the delete /unreserved file-url command.  

 

8. Delete obsolete files from the Flash memory of the master switch.  
<Sysname> delete /unreserved flash:/backup.bin 

The file cannot be restored. Delete flash:/backup.bin?[Y/N]:y 

Deleting the file permanently will take a long time. Please wait... 

Deleting file flash:/backup.bin...Done. 

9. Delete obsolete files from the Flash memory of the subordinate switch.  
<Sysname> delete /unreserved slot2#flash:/backup.bin 

The file cannot be restored. Delete slot2#flash:/backup.bin?[Y/N]:y 

Deleting the file permanently will take a long time. Please wait... 

Deleting file slot2#flash:/backup.bin...Done. 

Downloading software to the master switch 
Before you start upgrading software images or patch packages, make sure you have downloaded 
the upgrading software files to the root directory in Flash memory. This section describes 
downloading an .ipe software file as an example.  

The following are ways to download, upload, or copy files to the master switch:  
• FTP download from a server 
• FTP upload from a client 
• TFTP download from a server 
• Copying files from a USB flash drive 

Prerequisites 
If FTP or TFTP is used, the IRF fabric and the PC working as the FTP/TFTP server or FTP client can 
reach each other.  

Prepare the FTP server or TFTP server program yourself for the PC. The switch series does not 
come with these software programs. 

FTP download from a server 
You can use the switch as an FTP client to download files from an FTP server.  

To download a file from an FTP server, for example, the server at 10.10.110.1:  
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1. Run an FTP server program on the server, configure an FTP username and password, specify 
the working directory and copy the file, for example, newest.ipe, to the directory.  

2. Perform the ftp command in user view on the IRF fabric to access the FTP server.  
<Sysname> ftp 10.10.110.1 

Trying 10.10.110.1... 

Press CTRL+K to abort 

Connected to 10.10.110.1 

220 FTP service ready.  

User(10.10.110.1:(none)):username  

331 Password required for username. 

Password:  

230 User logged in 

3. Enable the binary transfer mode.  
ftp> binary 

  200 Type set to I. 

4. Perform the get command in FTP client view to download the file from the FTP server. 
ftp> get newest.ipe 

  227 Entering Passive Mode (10,10,110,1,17,97). 

  125 BINARY mode data connection already open, transfer starting for /newest.ipe 

  226 Transfer complete. 

  63521792 bytes received in 35 seconds (896. 0 kbyte/s) 

ftp> bye 

221 Server closing. 

FTP upload from a client 
You can use the IRF fabric as an FTP server and upload files from a client to the IRF fabric.  

To FTP upload a file from a client:  
1. On the IRF fabric:  
2. Enable FTP server.  

<Sysname> system-view 

[Sysname] ftp server enable 

3. Add a local FTP user account, set its password and access service type, and assign it to the 
user role network-admin for uploading file to the working directory of the server.  

[Sysname] local-user abc 

[Sysname-luser-manage-abc] password simple pwd 

[Sysname-luser-manage-abc] service-type ftp 

[Sysname-luser-manage-abc] authorization-attribute user-role network-admin 

[Sysname-luser-manage-abc] quit 

[Sysname] quit 

4. On the PC: 
5. FTP to the IRF fabric (the FTP server).  

c:\> ftp 1.1.1.1 

Connected to 1.1.1.1.  

220 FTP service ready. 

User(1.1.1.1:(none)):abc                                

331 Password required for abc. 

Password:                                               

230 User logged in. 
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6. Enable the binary file transfer mode.  
ftp> binary 

200 TYPE is now 8-bit binary. 

7. Upload the file (for example, newest.ipe) to the root directory in the Flash memory of the 
master switch.  

ftp> put newest.ipe 

200 PORT command successful 

150 Connecting to port 10002 

226 File successfully transferred 

ftp: 63521792 bytes sent in 64.58 secs (497.60 Kbytes/sec). 

TFTP download from a server 
To download a file from a TFTP server, for example, the server at 10.10.110.1: 
1. Run a TFTP server program on the server, specify the working directory, and copy the file, for 

example, newest.ipe, to the directory.  
2. On the IRF fabric, perform the tftp command in user view to download the file to the root 

directory in the Flash memory of the master switch.  
<Sysname> tftp 10.10.110.1 get newest.ipe 

Press CTRL+C to abort. 

  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    Left  Speed 

100 60.5M    0 60.5M    0     0   143k      0 --:--:--  0:03:38 --:--:--  142k 

Copying files from a USB flash drive 
Every 5940 switch provides a USB port for you to copy files from a USB flash drive.  

To copy a file from a USB flash drive to the Flash memory of the master switch:  
1. Plug the USB flash drive in the USB port of the switch. 
2. Copy the file (for example, newest.ipe) to the Flash memory of the switch. 

<Sysname> cd usba: 

<Sysname> copy usba:/newest.ipe newest.ipe 

Copy usba:/newest.ipe to flash:/newest.ipe?[Y/N]:y 

Start to copy usba:/newest.ipe to flash:/newest.ipe... Done. 

Upgrading the software images 
To upgrade the software images:  
1. Specify the upgrading image file (newest.ipe in this example) used at the next startup for the 

master switch, and assign the M attribute to the boot and system images in the file.  
<Sysname> boot-loader file flash:/newest.ipe slot 1 main 

Verifying image file....Done. 

Images in IPE: 

  boot.bin 

  system.bin 

This command will set the main startup software images. Continue? [Y/N]:y 

Add images to target slot. 

The images that have passed all examinations will be used as the main startup software 
images at the next reboot on slot 1. 

2. Specify the upgrading image file used at next startup for the subordinate switch, and assign the 
M attribute to the boot and system images in the file. (As a result, the subordinate switch 
automatically copies the file to the root directory in its Flash memory.) 
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<Sysname> boot-loader file flash:/newest.ipe slot 2 main 

Verifying image file....Done. 

Images in IPE: 

  boot.bin 

  system.bin 

This command will set the main startup software images. Continue? [Y/N]:y 

Add images to target slot. 

The images that have passed all examinations will be used as the main startup software 
images at the next reboot on slot 2. 

3. (Optional) If the IRF fabric size has a lot of members, enable the software auto-update function.  
<Sysname> system-view 

[Sysname] irf auto-update enable  

[Sysname] quit 

Software auto-update is typically used for synchronizing the software images of the master switch to 
new member switches when you expand the IRF fabric. This function enables a subordinate switch 
to compare its main startup software image version with that of the IRF master. If the versions are 
different, the subordinate switch automatically downloads the current software images from the 
master, sets the downloaded images as the main software images at the next reboot, and 
automatically reboots with the new images to re-join the IRF fabric. In this upgrade process, the 
function avoids the failure of assign all the subordinate switch the same main software image file as 
the master switch causing an upgrade failure.  
4. Save the current configuration in any view to prevent data loss.  

<Sysname> save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[flash:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

flash:/startup.cfg exists, overwrite? [Y/N]:y 

Validating file. Please wait................. 

Saved the current configuration to mainboard device successfully. 

Slot 2: 

Save next configuration file successfully. 

5. Reboot the IRF fabric to complete the upgrade.  
<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE! 

This command will reboot the device. Continue? [Y/N]:y 

 Now rebooting, please wait... 

The system automatically loads the .bin boot and system images in the .ipe file and sets them 
as the startup software images. 

6. Perform the display version command in any view to verify that the current main software 
images have been updated (details not shown). 

 

 NOTE: 
The system automatically checks the compatibility of the Boot ROM image and the boot and system
images during the reboot. If you are prompted that the Boot ROM image in the upgrading image file
is different than the current Boot ROM image, upgrade both the basic and extended sections of the
Boot ROM image for compatibility. If you choose to not upgrade the Boot ROM image, the system 
will ask for an upgrade at the next reboot performed by powering on the switch or rebooting from the
CLI (promptly or as scheduled). If you fail to make any choice in the required time, the system 
upgrades the entire Boot ROM image.  
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Installing a patch package 
To install a patch package, for example, system-patch.bin:  
1. Activate the patch package on the master switch and the subordinate switch.  

<Sysname> install activate patch flash:/system-patch.bin slot 1 

<Sysname> install activate patch flash:/system-patch.bin slot 2 

2. Verify that the patch package has been activated.  
<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot.bin 

  flash:/system.bin 

  flash:/system-patch.bin 

Active packages on slot 2: 

  flash:/boot.bin 

  flash:/system.bin 

  flash:/system-patch.bin 

3. Commit the installation so the patch package continues to take effect after a reboot.  
<Sysname> install commit 

4. Verify that the patch package installation has been committed.  
<Sysname> display install committed 

Committed packages on slot 1: 

  flash:/boot.bin 

  flash:/system.bin 

  flash:/system-patch.bin 

Committed packages on slot 2: 

  flash:/boot.bin 

  flash:/system.bin 

  flash:/system-patch.bin  

For more information about installing patch packages, see HPE FlexFabric 5940 Switch Series 
Fundamentals Configuration Guide.  

Upgrading from the Boot menu 
You can upgrade the Boot ROM image and software images but not patch packages from the Boot 
menu.  

In this approach, you must access the Boot menu of each member switch to upgrade their software 
one by one. If you are upgrading software images for an IRF fabric, using the CLI is a better choice.  

The following sections describe the methods of upgrading software images:  
• Using TFTP to upgrade software images through the management Ethernet port 
• Using FTP to upgrade software through the management Ethernet port 
• Using XMODEM to upgrade software through the console port 

The following sections describe the methods of upgrading Boot ROM images: 
• Using TFTP to upgrade Boot ROM through the management Ethernet port 
• Using FTP to upgrade Boot ROM through the management Ethernet port 
• Using XMODEM to upgrade Boot ROM through the console port 
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 TIP: 
Upgrading through an Ethernet port is faster than through the console port. 
 

Prerequisites 
Make sure that the prerequisites are met before you start upgrading software from the Boot menu.  

Upgrading environment 
Use a console cable to connect the console terminal, for example, a PC, to the console port on the 
switch. Run a terminal emulator program on the console terminal and set the following terminal 
settings:  
• Bits per second—9,600 
• Data bits—8 
• Parity—None 
• Stop bits—1 
• Flow control—None 
• Emulation—VT100 

TFTP/FTP download 
To use TFTP or FTP:  
• Run a TFTP or FTP server program on the file server or the console terminal. 
• Copy the upgrade file to the file server. 
• Correctly set the working directory on the TFTP or FTP server.  
• Make sure that the file server and the switch can reach each other.  

Storage space 
Make sure that sufficient space is available for the upgrading software file. If no sufficient space is 
available, delete obsolete files as described in "Managing files from the Boot menu." 

Upgrading time 
Make sure that the upgrade has minimal impact on the network services. During the upgrade, the 
switch cannot provide any services. 

Accessing the Boot menu 
Power on the switch (for example, an HPE FF 5940-32QSFP+ Switch), and you can see the 
following information: 
Starting...... 

Press Ctrl+D to access BASIC BOOT MENU... 

Press Ctrl+T to start heavy memory test 

 

******************************************************************************** 

*                                                                              * 

*              HPE FF 5940-32QSFP+ Switch BOOTROM, Version 205                  * 

*                                                                              * 

******************************************************************************** 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 
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Creation Date   : Jan  6 2013, 14:25:58 

CPU Clock Speed : 1000MHz                                                        

Memory Size     : 4096MB                                                         

Flash Size      : 1024MB                                                         

CPLD Version    : 002/002                                                        

PCB Version     : Ver.A 

Mac Address     : 00E0FC005800 

 

 

Press Ctrl+B to access EXTENDED BOOT MENU...1 

Press one of the shortcut key combinations at prompt. 

Table 7 Shortcut keys 

Shortcut 
keys Prompt message Function Remarks 

Ctrl+B Press Ctrl+B to enter 
Extended Boot menu...

Accesses the extended Boot 
menu. 

Press the keys within 1 
second (in fast startup mode) 
or 5 seconds (in full startup 
mode) after the message 
appears. 
You can upgrade and 
manage system software and 
Boot ROM from this menu. 

Ctrl+D Press Ctrl+D to access 
BASIC BOOT MENU 

Accesses the basic Boot 
menu. 

Press the keys within 1 
seconds after the message 
appears. 
You can upgrade Boot ROM 
or access the extended Boot 
ROM segment from this 
menu. 

Ctrl+T Press Ctrl+T to start 
heavy memory test 

Performs a RAM pressure 
test. 

Press the keys within 1 
second after the message 
appears. 

 

Accessing the basic Boot menu 
If the extended Boot ROM segment has corrupted, you can repair or upgrade it from the basic Boot 
menu. 

Press Ctrl+D within 1 seconds after the "Press Ctrl+D to access BASIC BOOT MENU" prompt 
message appears. If you fail to do this within the time limit, the system starts to run the extended 
Boot ROM segment. 
******************************************************************************** 

*                                                                              * 

*                             BASIC BOOTROM, Version 205                       * 

*                                                                              * 

******************************************************************************** 

 

   BASIC BOOT MENU 

 

1. Update full BootRom 

2. Update extended BootRom 
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3. Update basic BootRom 

4. Boot extended BootRom 

0. Reboot 

Ctrl+U: Access BASIC ASSISTANT MENU 

 

Enter your choice(0-4): 

Table 8 Basic Boot ROM menu options 

Option Task 

1. Update full BootRom 

Update the entire Boot ROM, including the basic segment 
and the extended segment. To do so, you must use 
XMODEM and the console port. For more information, 
see Using XMODEM to upgrade Boot ROM through the 
console port. 

2. Update extended BootRom 

Update the extended Boot ROM segment. To do so, you 
must use XMODEM and the console port. For more 
information, see Using XMODEM to upgrade Boot ROM 
through the console port. 

3. Update basic BootRom 

Update the basic Boot ROM segment. To do so, you must 
use XMODEM and the console port. For more information, 
see Using XMODEM to upgrade Boot ROM through the 
console port. 

4. Boot extended BootRom 
Access the extended Boot ROM segment.  
For more information, see Accessing the extended Boot 
menu. 

0. Reboot Reboot the switch. 

Ctrl+U: Access BASIC ASSISTANT MENU Press Ctrl + U to access the BASIC ASSISTANT menu 
(see Table 9).  

 

Table 9 BASIC ASSISTANT menu options 

Option Task 

1. RAM Test Perform a RAM self-test. 

0. Return to boot menu Return to the basic Boot menu. 
 

Accessing the extended Boot menu 
Press Ctrl+B within 1 second (in fast startup mode) or 5 seconds (in full startup mode) after the 
"Press Ctrl-B to enter Extended Boot menu..." prompt message appears. If you fail to do this, the 
system starts decompressing the system software. 

Alternatively, you can enter 4 in the basic Boot menu to access the extended Boot menu. 

The "Password recovery capability is enabled." or "Password recovery capability is disabled." 
message appears, followed by the extended Boot menu. Availability of some menu options depends 
on the state of password recovery capability (see Table 10). For more information about password 
recovery capability, see HPE FlexFabric 5940 Switch Series Fundamentals Configuration Guide. 
Password recovery capability is enabled. 

 

   EXTENDED BOOT MENU  

 

1. Download image to flash  
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2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+Y: Change Work Mode 

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 

 

Table 10 Extended Boot ROM menu options 

Option Tasks 

1. Download image to flash Download a software image file to the flash. 

2. Select image to boot 

• Specify the main and backup software image file for the next 
startup. 

• Specify the main and backup configuration files for the next 
startup. This task can be performed only if password recovery 
capability is enabled. 

3. Display all files in flash Display files on the flash. 

4. Delete file from flash Delete files to free storage space. 

5. Restore to factory default 
configuration 

Delete the current next-startup configuration files and restore the 
factory-default configuration.  
This option is available only if password recovery capability is disabled.

6. Enter BootRom upgrade menu Access the Boot ROM upgrade menu. 

7. Skip current system 
configuration 

Start the switch without loading any configuration file. 
This is a one-time operation and takes effect only for the first system 
boot or reboot after you choose this option. 
This option is available only if password recovery capability is enabled.

8. Set switch startup mode Set the startup mode to fast startup mode or full startup mode. 

0. Reboot Reboot the switch. 

Ctrl+F: Format file system Format the current storage medium. 

Ctrl+P: Change authentication for 
console login 

Skip the authentication for console login. 
This is a one-time operation and takes effect only for the first system 
boot or reboot after you choose this option. 
This option is available only if password recovery capability is enabled.

Ctrl+Y: Change the operating 
mode 

If PEX mode is enabled, the operation disables PEX mode. 
If PEX mode is disabled, the operation enables PEX mode. 

Ctrl+R: Download image to 
SDRAM and run 

Download a system software image and start the switch with the 
image. 
This option is available only if password recovery capability is enabled.
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Option Tasks 

Ctrl+Z: Access EXTENDED 
ASSISTANT MENU 

Access the EXTENDED ASSISTANT MENU.  
For options in the menu, see Table 11. 

 

Table 11 EXTENDED ASSISTANT menu options 

Option Task 

1. Display Memory Display data in the memory. 

2. Search Memory Search the memory for a specific data segment. 

0. Return to boot menu Return to the extended Boot ROM menu. 
 

Using TFTP to upgrade software images through the 
management Ethernet port 

1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  
1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 1 to set the TFTP parameters.  
Load File Name      :update.ipe  

Server IP Address   :192.168.0.3  

Local IP Address    :192.168.0.2  

Subnet Mask         :255.255.255.0 

Gateway IP Address  :0.0.0.0 

Table 12 TFTP parameter description  

Item Description 
Load File Name Name of the file to download (for example, update.ipe).  

Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address IP address of the gateway (in this example, no gateway is required because 
the server and the switch are on the same subnet). 

 

 NOTE: 
• To use the default setting for a field, press Enter without entering any value.  

• If the switch and the server are on different subnets, you must specify a gateway address for the switch.
 

3. Enter all required parameters, and enter Y to confirm the settings. The following prompt 
appears:  
Are you sure to download file to flash? Yes or No (Y/N):Y 

4. Enter Y to start downloading the image file. To return to the Boot menu, enter N.  
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Loading......................................................................... 

................................................................................ 

................................................................................ 

................................................................Done! 

5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 
main attribute to the images.  
Please input the file attribute (Main/Backup/None) M 

Image file boot.bin is self-decompressing... 

Free space: 534980608 bytes 

Writing flash................................................................... 

................................................................................ 

...................................................................Done! 

Image file system.bin is self-decompressing... 

Free space: 525981696 bytes 

Writing flash................................................................... 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

.......................................................................Done! 
 

 NOTE: 
• The switch always attempts to boot first with the main images, and if the attempt fails, for example, because

the main images are not available, the switch tries to boot with the backup images. An image with the none
attribute is just stored in Flash memory for backup and you must change its attribute to make it usable at 
reboot. 

• If an image with the same attribute as the image you are loading is already in Flash memory, the attribute of
the old image changes to none after the new image becomes valid. 

 

6. Enter 0 in the Boot menu to reboot the switch with the new software images.  
   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+Y: Change Work Mode 

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8):0 
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Using FTP to upgrade software through the management 
Ethernet port  

1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  
1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 2 to set the FTP parameters.  
Load File Name      :update.ipe  

Server IP Address   :192.168.0.3  

Local IP Address    :192.168.0.2 

Subnet Mask         :255.255.255.0 

Gateway IP Address  :0.0.0.0 

FTP User Name       :switch 

FTP User Password   :*** 

Table 13 FTP parameter description 

Item Description 
Load File Name  Name of the file to download (for example, update.ipe).  

Server IP Address IP address of the FTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address IP address of the gateway (in this example, no gateway is required because 
the server and the switch are on the same subnet). 

FTP User Name Username for accessing the FTP server, which must be the same as 
configured on the FTP server. 

FTP User Password Password for accessing the FTP server, which must be the same as 
configured on the FTP server. 

 

 NOTE: 
• To use the default setting for a field, press Enter without entering any value.  

• If the switch and the server are on different subnets, you must specify a gateway address for the switch.
 

3. Enter all required parameters, and enter Y to confirm the settings. The following prompt 
appears:  
Are you sure to download file to flash? Yes or No (Y/N):Y 

4. Enter Y to start downloading the image file. To return to the Boot menu, enter N.  
Loading......................................................................... 

................................................................................ 

................................................................................ 

................................................................Done! 

5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 
main attribute to the images.  
Please input the file attribute (Main/Backup/None) M 
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Image file boot.bin is self-decompressing... 

Free space: 534980608 bytes 

Writing flash................................................................... 

................................................................................ 

...................................................................Done! 

Image file system.bin is self-decompressing... 

Free space: 525981696 bytes 

Writing flash................................................................... 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

.......................................................................Done! 

 

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+Y: Change Work Mode 

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8):0 
 

 NOTE: 
• The switch always attempts to boot first with the main images, and if the attempt fails, for example, because

the main images not available, the switch tries to boot with the backup images. An image with the none 
attribute is just stored in Flash memory for backup and you must change its attribute to make it usable at 
reboot. 

• If an image with the same attribute as the image you are loading is already in Flash memory, the attribute of
the old image changes to none after the new image becomes valid. 

 

6. Enter 0 in the Boot menu to reboot the switch with the new software images.  

Using XMODEM to upgrade software through the console 
port  

XMODEM download through the console port is slower than TFTP or FTP download through the 
management Ethernet port. To save time, use the management Ethernet port as long as possible.  
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1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  
1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 3 to set the XMODEM download baud rate. 
Please select your download baudrate: 

1.* 9600 

2.  19200 

3.  38400 

4.  57600 

5.  115200 

0.  Return to boot menu 

 

Enter your choice(0-5):5 

3. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  
Download baudrate is 115200 bps                                

Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 

Press enter key when ready 

4. Set the serial port on the terminal to use the same baud rate and protocol as the console port. If 
you select 9600 bps as the download rate for the console port, skip this task. 

5. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 
switch. 

Figure 2 Disconnecting the terminal from the switch 

 
 

6. Select File > Properties, and in the Properties dialog box, click Configure. 
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Figure 3 Properties dialog box 

 
 

7. Select 115200 from the Bits per second list and click OK. 
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Figure 4 Modifying the baud rate 

 

 

 
 

8. Select Call > Call to reestablish the connection. 

Figure 5 Reestablishing the connection

 
 

9. Press Enter. The following prompt appears:  
Are you sure to download file to flash? Yes or No (Y/N):Y 

10. Enter Y to start downloading the file. (To return to the Boot menu, enter N.)  
Now please start transfer file with XMODEM protocol 

If you want to exit, Press <Ctrl+X> 

Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   

11. Select Transfer > Send File in the HyperTerminal window.  

Figure 6 Transfer menu
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12. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 
the Protocol list. 

Figure 7 File transmission dialog box 

 

 
 

13. Click Send. The following dialog box appears: 

Figure 8 File transfer progress

 
 

14. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 
main attribute to the images.  
Please input the file attribute (Main/Backup/None) m 

The boot.bin image is self-decompressing... 

At the Load File name prompt, enter a name for the Boot image to be saved to Flash 
memory.  

Load File name  : default_file boot-update.bin        

Free space: 470519808 bytes 

Writing flash................................................................... 

.............Done! 

The system-update.bin image is self-decompressing... 

At the Load File name prompt, enter a name for the system image to be saved to Flash 
memory. 

Load File name  : default_file system-update.bin       

Free space: 461522944 bytes 

Writing flash................................................................... 

.............Done! 

Your baudrate should be set to 9600 bps again! 

Press enter key when ready 
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 NOTE: 
• The switch always attempts to boot first with the main images, and if the attempt fails, for example, because

the main images not available, the switch tries to boot with the backup images. An image with the none 
attribute is just stored in Flash memory for backup and you must change its attribute to make it usable at 
reboot. 

• If an image with the same attribute as the image you are loading is already in Flash memory, the attribute of
the old image changes to none after the new image becomes valid. 

 

15. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps. If the baud rate is 
9600 bps, skip this step. 

To access the switch through the console port after a reboot, you must perform this step, because 
the console port rate reverts to 9600 bps at a reboot.  
16. Press Enter to access the Boot menu.  

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+Y: Change Work Mode 

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8):0 

17. Enter 0 to reboot the system with the new software images.  

Using TFTP to upgrade Boot ROM through the management 
Ethernet port  

1. Enter 6 in the Boot menu to access the Boot ROM update menu. 
1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  

The file transfer protocol submenu appears: 
1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 
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0. Return to boot menu 

 

Enter your choice(0-3): 

3. Enter 1 to set the TFTP parameters. 
Load File Name      :update.btm 

Server IP Address   :192.168.0.3  

Local IP Address    :192.168.0.2 

Subnet Mask         :255.255.255.0 

Gateway IP Address  :0.0.0.0 

Table 14 TFTP parameter description  

Item Description 
Load File Name Name of the file to download (for example, update.btm).  

Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address IP address of the gateway (in this example, no gateway is required because 
the server and the switch are on the same subnet). 

 

 NOTE: 
• To use the default setting for a field, press Enter without entering any value.  

• If the switch and the server are on different subnets, you must specify a gateway address for the switch.
 

4. Enter all required parameters and press Enter to start downloading the file.  
Loading.................................................Done!   

5. Enter Y at the prompt to upgrade the basic Boot ROM section. 
Will you Update Basic BootRom? (Y/N):Y 

Updating Basic BootRom...........Done. 

6. Enter Y at the prompt to upgrade the extended Boot ROM section. 
Updating extended BootRom? (Y/N):Y 

Updating extended BootRom.........Done. 

7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  
1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 

8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  

Using FTP to upgrade Boot ROM through the management 
Ethernet port 

1. Enter 6 in the Boot menu to access the Boot ROM update menu. 
1. Update full BootRom 

2. Update extended BootRom 
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3. Update basic BootRom 

0. Return to boot menu 

o upgrade the full Boot ROM.  

The  

arameters 

 Return to boot menu 

3. 

55.0 

h 

Table 15 FTP parameter description 

 

Enter your choice(0-3): 

2. Enter 1 in the Boot ROM update menu t

file transfer protocol submenu appears:
1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol p

0.

 

Enter your choice(0-3): 

Enter 2 to set the FTP parameters. 
Load File Name     :update.btm 

Server IP Address  :192.168.0.3 

Local IP Address   :192.168.0.2 

Subnet Mask        :255.255.2

Gateway IP Address :0.0.0.0 

FTP User Name      :switc

FTP User Password  :*** 

Item Description 
Load File Name  Name of the file to download (for example, update.btm).  

Server IP Address 3).  IP address of the FTP server (for example, 192.168.0.

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address ay is required because IP address of the gateway (in this example, no gatew
the server and the switch are on the same subnet). 

FTP User Name P server, which must be the same as Username for accessing the FT
configured on the FTP server. 

FTP User Password P server, which must be the same as 
configured on the FTP server. 
Password for accessing the FT

 

s for the switch.

 NOTE: 
• To use the default setting for a field, press Enter without entering any value.  

• If the switch and the server are on different subnets, you must specify a gateway addres
 

4. .  
.Done!   

5. ot ROM section. 

6. nded Boot ROM section. 

7. u to return to the Boot menu.  

Enter all required parameters and press Enter to start downloading the file
Loading................................................

Enter Y at the prompt to upgrade the basic Bo
Will you Update Basic BootRom? (Y/N):Y 

Updating Basic BootRom...........Done. 

Enter Y at the prompt to upgrade the exte
Updating extended BootRom? (Y/N):Y 

Updating extended BootRom.........Done. 

Enter 0 in the Boot ROM update men
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1. Update full BootRom 

2. Update extended BootRom 

 Return to boot menu 

 
t port as long as possible. 

1.  access the Boot ROM update menu. 

m 

 Return to boot menu 

o upgrade the full Boot ROM.  

The  

arameters 

 Return to boot menu 

3. rate.  
ect your download baudrate: 

  Return to boot menu 

4. s.  

 baudrate to 115200 bps and select XMODEM protocol 

 console port. If 

all > Disconnect in the HyperTerminal window to disconnect the terminal from the 
switch. 

3. Update basic BootRom 

0.

 

Enter your choice(0-3): 

8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  

Using XMODEM to upgrade Boot ROM through the console 
port 

XMODEM download through the console port is slower than TFTP or FTP download through the
management Ethernet port. To save time, use the management Etherne

Enter 6 in the Boot menu to
1. Update full BootRom 

2. Update extended BootRo

3. Update basic BootRom 

0.

 

Enter your choice(0-3): 

2. Enter 1 in the Boot ROM update menu t

file transfer protocol submenu appears:
1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol p

0.

 

Enter your choice(0-3): 

Enter 3 to set the XMODEM download baud 
Please sel

1.* 9600 

2.  19200 

3.  38400 

4.  57600 

5.  115200 

0.

 

Enter your choice(0-5):5 

Select an appropriate download rate, for example, enter 5 to select 115200 bp
Download baudrate is 115200 bps                                

Please change the terminal's

Press enter key when ready 

5. Set the serial port on the terminal to use the same baud rate and protocol as the
you select 9600 bps as the download rate for the console port, skip this task. 

6. Select C
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Figure 9 Disconnecting the terminal from the switch 

 

 
 

7. Select File > Properties, and in the Properties dialog box, click Configure. 

Figure 10 Properties dialog box

 
 

8. Select 115200 from the Bits per second list and click OK. 
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Figure 11 Modifying the baud rate 

 

 

 
 

9. Select Call > Call to reestablish the connection. 

Figure 12 Reestablishing the connection

 
 

10. Press Enter to start downloading the file.  
Now please start transfer file with XMODEM protocol 

If you want to exit, Press <Ctrl+X> 

Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   

11. Select Transfer > Send File in the HyperTerminal window.  

Figure 13 Transfer menu

 
 

12. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 
the Protocol list. 
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Figure 14 File transmission dialog box 

 

 
 

13. Click Send. The following dialog box appears: 

Figure 15 File transfer progress

 
 

14. Enter Y at the prompt to upgrade the basic Boot ROM section. 
Loading ...CCCCCCCCCCCCCC  ...Done!   

Will you Update Basic BootRom? (Y/N):Y 

Updating Basic BootRom...........Done. 

15. Enter Y at the prompt to upgrade the extended Boot ROM section. 
Updating extended BootRom? (Y/N):Y 

Updating extended BootRom.........Done. 

16. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps at the prompt. If the 
baud rate is 9600 bps, skip this step. 
Please change the terminal's baudrate to 9600 bps, press ENTER when ready. 

To access the switch through the console port after a reboot, you must perform this step, because 
the console port rate reverts to 9600 bps at a reboot. 
17. Press Enter to access the Boot ROM update menu. 
18. Enter 0 in the Boot ROM update menu to return to the Boot menu.  

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 
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19. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image. 

Managing files from the Boot menu 
From the Boot menu, you can display files in Flash memory to check for obsolete files, incorrect files, 
or space insufficiency, delete files to release storage space, or change the attributes of software 
images.  

Displaying all files 
Enter 3 in the Boot menu to display all files in Flash memory and identify the free space size. 
   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+Y: Change Work Mode 

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 3 

The following is a sample output:  
Display all file(s) in flash: 

 

File Number    File Size(bytes)     File Name 

================================================================================ 

1              8177                 flash:/testbackup.cfg 

2(*)           53555200             flash:/system.bin 

3(*)           9959424              flash:/boot.bin 

4              3678                 flash:/startup.cfg_backup 

5              30033                flash:/default.mdb 

6              42424                flash:/startup.mdb 

7              18                   flash:/.pathfile 

8              232311               flash:/logfile/logfile.log 

9              5981                 flash:/startup.cfg_back 

10(*)          6098                 flash:/startup.cfg 

11             20                   flash:/.snmpboots 

Free space: 1009906637 bytes 

The current image is boot.bin 

(*)-with main attribute 
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(b)-with backup attribute 

(*b)-with both main and backup attribute 

Deleting files 
If storage space is insufficient, delete obsolete files to free up storage space. 

To delete files:  
1. Enter 4 in the Boot menu:  

Deleting the file in flash: 

 

File Number    File Size(bytes)     File Name 

================================================================================ 

1              8177                 flash:/testbackup.cfg 

2(*)           53555200             flash:/system.bin 

3(*)           9959424              flash:/boot.bin 

4              3678                 flash:/startup.cfg_backup 

5              30033                flash:/default.mdb 

6              42424                flash:/startup.mdb 

7              18                   flash:/.pathfile 

8              232311               flash:/logfile/logfile.log 

9              5981                 flash:/startup.cfg_back 

10(*)          6098                 flash:/startup.cfg 

11             20                   flash:/.snmpboots 

Free space: 1009906637 bytes 

The current image is boot.bin 

(*)-with main attribute 

(b)-with backup attribute 

(*b)-with both main and backup attribute 

2. Enter the number of the file to delete. For example, enter 1 to select the file testbackup.cfg.  
Please input the file number to change: 1 

3. Enter Y at the confirmation prompt.  
The file you selected is testbackup.cfg,Delete it? (Y/N):Y 

Deleting....................................Done! 

Changing the attribute of software images 
Software image attributes include main (M), backup (B), and none (N). System software and boot 
software can each have multiple none-attribute images but only one main image and one backup 
image on the switch. You can assign both the M and B attributes to one image. If the M or B attribute 
you are assigning has been assigned to another image, the assignment removes the attribute from 
that image. If the removed attribute is the sole attribute of the image, its attribute changes to N. 

For example, the system image system.bin has the M attribute and the system image 
system-update.bin has the B attribute. After you assign the M attribute to system-update.bin, the 
attribute of system-update.bin changes to M+B and the attribute of system.bin changes to N.  

To change the attribute of a system or boot image:  
1. Enter 2 in the Boot menu.  

   EXTENDED BOOT MENU  
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1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+Y: Change Work Mode 

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 2 

 

2. Enter 1 or 2 at the prompt to set the attribute of a software image. (The following output is based 
on the option 2. To set the attribute of a configuration file, enter 3.) 
1. Set image file 

2. Set bin file  

3. Set configuration file 

0. Return to boot menu 

 

Enter your choice(0-3): 2 

 

File Number    File Size(bytes)     File Name 

================================================================================ 

1(*)              53555200              flash:/system.bin 

2(*)              9959424              flash:/boot.bin 

3                 13105152              flash:/boot-update.bin 

4                 91273216             flash:/system-update.bin 

Free space: 905848832 bytes 

(*)-with main attribute 

(b)-with backup attribute 

(*b)-with both main and backup attribute 

Note:Select .bin files. One but only one boot image and system image must be included. 

3. Enter the number of the file you are working with. For example, enter 3 to select the boot image 
boot-update.bin and enter 4 to select the system image system-update.bin. 
Enter file No.(Allows multiple selection):3  

Enter another file No.(0-Finish choice):4 

4. Enter 0 to finish the selection. 
Enter another file No.(0-Finish choice):0 

You have selected:  

flash:/boot-update.bin  

flash:/system-update.bin 

5. Enter M or B to change its attribute to main or backup. If you change its attribute to M, the 
attribute of boot.bin changes to none.  
Please input the file attribute (Main/Backup) M 
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This operation may take several minutes. Please wait.... 

Next time, boot-update.bin will become default boot file! 

Next time, system-update.bin will become default boot file!   

Set the file attribute success! 

Handling software upgrade failures 
If a software upgrade fails, the system runs the old software version.  

To handle a software upgrade failure:  
1. Verify that the software release is compatible with the switch model and the correct file is used. 
2. Verify that the software release and the Boot ROM release are compatible. For software and 

Boot ROM compatibility, see the hardware and software compatibility matrix in the correct 
release notes.  

3. Check the physical ports for a loose or incorrect connection.  
4. If you are using the console port for file transfer, check the HyperTerminal settings (including 

the baud rate and data bits) for any wrong setting.  
5. Check the file transfer settings:  

 If XMODEM is used, you must set the same baud rate for the terminal as for the console 
port.  

 If TFTP is used, you must enter the same server IP addresses, file name, and working 
directory as set on the TFTP server. 

 If FTP is used, you must enter the same FTP server IP address, source file name, working 
directory, and FTP username and password as set on the FTP server. 

6. Check the FTP or TFTP server for any incorrect setting.  
7. Check that the storage device has sufficient space for the upgrade file.  
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Release 2509 
This software version has the following changes: 
• New feature: ND attack detection 
• New feature: On-demand remote MAC entry generation 
• New feature: MAC address configuration for Layer 3 aggregate interfaces and VLAN interfaces 
• New feature: Packet dropping in a VLAN 
• New feature: Conversational learning-based FIB entry generation 
• New feature: ARP direct route advertisement 
• New feature: DHCP flood attack protection (supported by DHCP server and DHCP relay agent) 
• New feature: MAC address check on DHCP servers 
• New feature: ND snooping 
• New feature: Routing policy-based recursive lookup 
• New feature: Creation of RabbitMQ durable queues 
• New feature: CFD port collaboration 
• New feature: EVPN-DCI 
• New feature: EVPN support for communication between private and public networks 
• New feature: Import routing policy for EVPN on a VPN instance 
• New feature: NETCONF support for subscribing to monitor events and module notification 

events 
• Modified feature: Software patching 
• Modified feature: ISSU command prompt information 
• Modified feature: Hardware resource modes for MAC address table, ARP/ND table, and routing 

tables 
• Modified feature: Collecting operating information for features and hardware modules 
• Modified feature: Static routing 
• Modified feature: Interface PBR 
• Modified feature: Advertising the COMMUNITY attribute to a peer or peer group 
• Modified feature: Applying a routing policy to routes incoming from or outgoing to a peer or peer 

group 
• Modified feature: Static source check for MAC address table 
• Modified feature: Displaying PIM snooping router port information 
• Modified feature: Displaying IPv6 PIM snooping router port information 
• Modified feature: Displaying IGMP snooping static router port information 
• Modified feature: Displaying MLD snooping static router port information 
• Modified feature: Setting the rule numbering step 
• Modified feature: Setting the port priority 
• Modified feature: NTP support for ACL 
• Modified feature: Setting a DSCP value for OpenFlow packets 
• Modified feature: Command output for VSI MAC address entries 
• Modified feature: VSI flood confining 
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• Modified feature: Displaying default settings in command output for running configuration 

New feature: ND attack detection 

Configuring ND attack detection 

About ND attack detection 

ND attack detection checks incoming ND messages for user validity to prevent spoofing attacks. It is 
typically configured on access devices. 

ND attack detection defines the following types of interfaces: 
• ND trusted interface—The device directly forwards ND messages or data packets received by 

ND trusted interfaces. It does not perform user validity check. 
• ND untrusted interface—The device discards RA and redirect messages received by ND 

untrusted interfaces. For other types of ND messages received by the ND untrusted interfaces, 
the device checks the user validity. 

ND attack detection compares the source IPv6 address and the source MAC address in an incoming 
ND message against security entries from other modules. 
• If a match is found, the device verifies the user as legal in the receiving VLAN, and it forwards 

the packet. 
• If no match is found, the device verifies the user as illegal, and it discards the ND message. 

ND attack detection uses the following security entries for user validity check: 
• Static IPv6 source guard binding entries, which are created by using the ipv6 source binding 

command. For information about IPv6 source guard, see "Configuring IP source guard." 
• ND snooping entries. For information about ND snooping, see "New feature: ND snooping." 
• DHCPv6 snooping entries. For information about DHCPv6 snooping, see Layer 3–IP Services 

Configuration Guide. 

Restrictions and guidelines 

When you configure ND attack detection, follow these restrictions and guidelines: 
• Make sure one or more of the following features are configured to prevent ND untrusted 

interfaces from dropping all received ND messages: 
 IPv6 source guard static bindings. 
 DHCPv6 snooping. 
 ND snooping. 

• To make the IPv6 source guard static bindings effective for ND attack detection, you must 
perform the following operations: 

 Specify the vlan vlan-id option in the ipv6 source binding command. 
 Enable ND attack detection for the same VLAN. 

Configuration procedure 

To configure ND attack detection: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 
2. Enter VLAN view. vlan vlan-id N/A 

3. Enable ND attack detection. ipv6 nd detection enable By default, ND attack detection is 
disabled. 

4. Return to system view. quit N/A 

5. Enter Layer 2 Ethernet or 
aggregate interface view. 

interface interface-type 
interface-number N/A 

6. (Optional.) Configure the 
interface as ND trusted 
interface. 

ipv6 nd detection trust By default, all interfaces are ND 
untrusted interfaces. 

 

Displaying and maintaining ND attack detection 

Execute display commands in any view and reset commands in user view. 
 

Task Command 
Display statistics for ND messages 
dropped by ND attack detection. 

display ipv6 nd detection statistics [ interface interface-type 
interface-number ] 

Clear ND attack detection statistics. reset ipv6 nd detection statistics [ interface interface-type 
interface-number ] 

 

ND attack detection configuration example 

Network requirements 
As shown in Figure 1, configure ND attack detection on Device B to check user validity for ND 
messages from Host A and Host B. 

Figure 1 Network diagram 
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Configuration procedure 
1. Configure Device A: 

# Create VLAN 10. 
<DeviceA> system-view 

[DeviceA] vlan 10 

[DeviceA-vlan10] quit 

# Configure Ten-GigabitEthernet 1/0/3 to trunk VLAN 10. 
[DeviceA] interface ten-gigabitethernet 1/0/3 

[DeviceA-Ten-GigabitEthernet1/0/3] port link-type trunk 

[DeviceA-Ten-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceA-Ten-GigabitEthernet1/0/3] quit 

# Assign IPv6 address 10::1/64 to VLAN-interface 10. 
[DeviceA] interface vlan-interface 10 

[DeviceA-Vlan-interface10] ipv6 address 10::1/64 

[DeviceA-Vlan-interface10] quit 

2. Configure Device B: 
# Create VLAN 10. 
<DeviceB> system-view 

[DeviceB] vlan 10 

[DeviceB-vlan10] quit 

# Configure Ten-GigabitEthernet 1/0/1, Ten-GigabitEthernet 1/0/2, and Ten-GigabitEthernet 
1/0/3 to trunk VLAN 10. 
[DeviceB] interface ten-gigabitethernet 1/0/1 

[DeviceB-Ten-GigabitEthernet1/0/1] port link-type access 

[DeviceB-Ten-GigabitEthernet1/0/1] port access vlan 10 

[DeviceB-Ten-GigabitEthernet1/0/1] quit 

[DeviceB] interface ten-gigabitethernet 1/0/2 

[DeviceB-Ten-GigabitEthernet1/0/2] port link-type access 

[DeviceB-Ten-GigabitEthernet1/0/2] port access vlan 10 

[DeviceB-Ten-GigabitEthernet1/0/2] quit 

[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] port link-type trunk 

[DeviceB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceB-Ten-GigabitEthernet1/0/3] quit 

# Enable ND attack detection for VLAN 10. 
[DeviceB] vlan 10 

[DeviceB-vlan10] ipv6 nd detection enable 

# Enable ND snooping for IPv6 global unicast addresses and ND snooping for IPv6 link-local 
addresses in VLAN 10. 
[DeviceB-vlan10] ipv6 nd snooping enable global 

[DeviceB-vlan10] ipv6 nd snooping enable link-local 

[DeviceB-vlan10] quit 

# Configure Ten-GigabitEthernet 1/0/3 as ND trusted interface. 
[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] ipv6 nd detection trust 



5 

Verifying the configuration 
Verify that Device B inspects all ND messages received by Ten-GigabitEthernet 1/0/1 and 
Ten-GigabitEthernet 1/0/2 based on the ND snooping entries. (Details not shown.) 

Command reference 

display ipv6 nd detection statistics 

Use display ipv6 nd detection statistics to display statistics for ND messages dropped by ND 
attack detection. 

Syntax 
display ipv6 nd detection statistics [ interface interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

Parameters 
interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays statistics for ND messages dropped by ND attack 
detection on all interfaces. 

Examples 
# Display statistics for all ND messages dropped by ND attack detection. 
<Sysname> display ipv6 nd detection statistics 

ND packets dropped by ND detection: 

Interface          Packets dropped 

XGE1/0/1           78 

XGE1/0/2           0 

XGE1/0/3           0 

XGE1/0/4           0 

Table 1 Command output 

Field Description 
Interface Input interface of the ND messages. 

Packets dropped Number of ND messages dropped by ND attack detection. 
 

ipv6 nd detection enable 

Use ipv6 nd detection enable to enable ND attack detection. This feature checks the ND message 
validity. 

Use undo ipv6 nd detection enable to disable ND attack detection. 

Syntax 
ipv6 nd detection enable 

undo ipv6 nd detection enable 
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Default 
ND attack detection is disabled. 

Views 
VLAN view 

Predefined user roles 
network-admin 

Examples 
# Enable ND attack detection for VLAN 10. 
<Sysname> system-view 

[Sysname] vlan 10 

[Sysname-vlan10] ipv6 nd detection enable 

ipv6 nd detection trust 

Use ipv6 nd detection trust to configure an interface as an ND trusted interface. 

Use undo ipv6 nd detection trust to restore the default. 

Syntax 
ipv6 nd detection trust 

undo ipv6 nd detection trust 

Default 
All interfaces are ND untrusted interfaces. 

Views 
Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 
network-admin 

Examples 
# Configure Ten-GigabitEthernet 1/0/1 as an ND trusted interface. 
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] ipv6 nd detection trust 

# Configure Bridge-Aggregation 1 as an ND trusted interface. 
<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] ipv6 nd detection trust 

reset ipv6 nd detection statistics 

Use reset ipv6 nd detection statistics to clear ND attack detection statistics. 

Syntax 
reset ipv6 nd detection statistics [ interface interface-type interface-number ] 
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Views 
User view 

Predefined user roles 
network-admin 

Parameters 
interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command clears ND attack detection statistics for all interfaces. 

Examples 
# Clear all ND attack detection statistics. 
<Sysname> reset ipv6 nd detection statistics 

New feature: On-demand remote MAC entry generation 

Enabling on-demand remote MAC entry generation 
By default, when the device receives a packet from an unknown MAC address of a remote VXLAN 
network site, the device directly generates a remote MAC address entry. When this feature is 
enabled, the device will generate a remote MAC address entry only when the entry is used in packet 
forwarding. This feature saves memory resources of the device. 

After this feature is enabled, the generated remote MAC address entries will automatically age out 
when the timer set by using the mac-address timer aging seconds command expires. 

To enable on-demand remote MAC entry generation: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable on-demand remote 
MAC entry generation. 

mac-address 
forwarding-conversational-learning

By default, on-demand remote 
MAC entry generation is 
disabled. 

 

Command reference 

mac-address forwarding-conversational-learning 

Use mac-address forwarding-conversational-learning to enable on-demand remote MAC entry 
generation. 

Use undo mac-address forwarding-conversational-learning to disable on-demand remote MAC 
entry generation. 

Syntax 
mac-address forwarding-conversational-learning 

undo mac-address forwarding-conversational-learning 

Default 
On-demand remote MAC entry generation is disabled. 

Views 
System view 
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Predefined user roles 
network-admin 

Usage guidelines 
By default, when the device receives a packet from an unknown MAC address of a remote VXLAN 
network site, the device directly generates a remote MAC address entry. 

This command enables the device to generate a remote MAC address entry only when the entry is 
used in packet forwarding. The on-demand remote MAC entry generation feature saves memory 
resources of the device. 

After this command is executed, the generated remote MAC address entries will automatically age 
out when the timer set by using the mac-address timer aging seconds command expires. 

Examples 
# Enable on-demand remote MAC entry generation. 
<Sysname> system-view 

[Sysname] mac-address forwarding-conversational-learning 

New feature: MAC address configuration for Layer 3 
aggregate interfaces and VLAN interfaces 

Assigning a MAC address to a Layer 3 aggregate interface or VLAN 
interface 

This software version allows you to assign MAC addresses to Layer 3 aggregate interfaces and 
VLAN interfaces. 

To assign a MAC address to a Layer 3 aggregate interface or VLAN interface: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. 

• Enter Layer 3 aggregate 
interface view: 
interface route-aggregation 
interface-number 

• Enter VLAN interface view: 
interface vlan-interface 
interface-number 

N/A 

3. Assign a MAC address to 
the interface. mac-address mac-address 

By default, no MAC address is 
assigned to a Layer 3 aggregate 
interface or VLAN interface. 

 

Command reference 

mac-address 

Use mac-address to assign a MAC address to a Layer 3 aggregate interface or VLAN interface. 

Use undo mac-address to restore the default. 

Syntax 
mac-address mac-address 
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undo mac-address 

Default 
No MAC address is assigned to a Layer 3 aggregate interface or VLAN interface. 

Views 
Layer 3 aggregate interface view 

VLAN interface view 

Predefined user roles 
network-admin 

Parameters 
mac-address: Specifies a MAC address in the H-H-H format. 

Usage guidelines 
If the VXLAN hardware resource allocation mode is set to border, you cannot assign MAC addresses 
to Layer 3 aggregate interfaces. For more information about the VXLAN hardware resource 
allocation mode, see VXLAN Configuration Guide.  

Examples 
# Assign MAC address 0001-0001-0001 to Layer 3 aggregate interface Route-Aggregation 1. 
<Sysname> system-view 

[Sysname] interface route-aggregation 1 

[Sysname-Route-Aggregation1] mac-address 1-1-1 

New feature: Packet dropping in a VLAN 

Enabling packet dropping in a VLAN 
This feature enables the device to drop Layer 3 packets in a VLAN and packets originating from the 
device. To drop all packets that are received and transmitted in the VLAN, you must configure a QoS 
policy. For more information about configuring QoS policies, see the QoS policy configuration in ACL 
and QoS Configuration Guide. 

To enable packet dropping in a VLAN: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter VLAN view. vlan vlan-id N/A 

3. Enable packet dropping in 
the VLAN. block outbound By default, packet dropping is 

disabled in a VLAN. 
 

Command reference 

block outbound 

Use block outbound to enable packet dropping in a VLAN. 

Use undo block outbound to disable packet dropping in a VLAN. 

Syntax 
block outbound 
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undo block outbound 

Default 
Packet dropping is disabled in a VLAN. 

Views 
VLAN view 

Predefined user roles 
network-admin 

Usage guidelines 
This command enables the device to drop Layer 3 packets in a VLAN or packets originating from the 
device. To drop all packets that are received and transmitted in the VLAN, you must configure a QoS 
policy. For more information about configuring QoS policies, see the QoS policy configuration in ACL 
and QoS Configuration Guide. 

Examples 
# Enable packet dropping in VLAN 2. 
<Sysname> system-view 

[Sysname] vlan 2 

[Sysname-vlan2] block outbound 

New feature: Conversational learning-based FIB entry 
generation 

Enabling conversational learning-based FIB entry generation 
In VXLAN, the device generates host route FIB entries by default. With conversational 
learning-based FIB entry generation enabled, the device generates a host route FIB entry only when 
this host route is required for packet forwarding. This feature saves hardware resources of the 
device. 

To enable conversational learning-based FIB entry generation: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable conversational 
learning-based FIB entry 
generation 

ip 
forwarding-conversational-lear
ning 

By default, conversational 
learning-based FIB entry 
generation is disabled 

 

Command reference 

ip forwarding-conversational-learning 

Use ip forwarding-conversational-learning to enable conversational learning-based FIB entry 
generation. 

Use undo ip forwarding-conversational-learning to disable conversational learning-based FIB 
entry generation. 

Syntax 
ip forwarding-conversational-learning [ aging aging-time ] 
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undo ip forwarding-conversational-learning 

Default 
Conversational learning-based FIB entry generation is disabled. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
aging aging-time: Specifies the aging time for host route FIB entries. The value range is 60 to 1440 
minutes, and the default value is 60 minutes. 

Usage guidelines 
In VXLAN, the device generates host route FIB entries by default. With conversational 
learning-based FIB entry generation enabled, the device generates a host route FIB entry only when 
this host route is required for packet forwarding. This feature saves hardware resources of the 
device. 

Set a proper aging time according to your network. A much longer or shorter aging time will degrade 
the device performance. 
• If you set a long aging time, the device will save many host route FIB entries that are not 

updated based on the network change. These entries cannot be used for correct packet 
forwarding and exhaust FIB resources. 

• If you set a very short aging time, the device will delete those host route FIB entries that are still 
effective for packet forwarding. As a result, the FIB entry flapping will occur, and the device 
performance will be affected. 

Examples 
# Enable conversational learning-based FIB entry generation 
<Sysname> system-view 

[Sysname] ip forwarding-conversational-learning 

New feature: ARP direct route advertisement 

Enabling ARP direct route advertisement 
This feature enables the device to learn direct routes from the ARP table. Then the direct routes can 
be used for packet forwarding or advertised by a routing protocol. 

Cooperation with BGP 

As shown in Figure 2, this feature can cooperate with BGP in an EVPN network. The Layer 3 
Ethernet interfaces of the leaf nodes and the spine nodes borrow IP addresses with subnet masks 
255.255.255.255, for example, from loopback interfaces. 

The device acts as a leaf node. To communicate with the directly connected spine node, a leaf node 
learns the ARP entry of the spine node through LLDP. Because the interface IP addresses on the 
spine node and the leaf node belong to different subnets, the leaf node does not have the direct route 
to the spine node. If BGP is used to transmit underlay network routes, BGP cannot perform correct 
route recursion. To resolve this problem, enable ARP direct route advertisement on the Layer 3 
Ethernet interface that connects to the spine node. The leaf node generates a direct route to the 
spine node and BGP can perform correct route recursion. 
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For information about EVPN, see EVPN Configuration Guide. For information about LLDP, see Layer 
2—LAN Switching Configuration Guide. For information about BGP, see Layer 3—IP Routing 
Configuration Guide. 

Figure 2 ARP direct route with BGP 

 
 

Configuration procedure 

To enable the ARP direct route advertisement feature: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number 

The following interface types are 
supported: 
• Layer 3 Ethernet interface. 
• Layer 3 Ethernet subinterface. 
• Layer 3 aggregate interface. 
• Layer 3 aggregate subinterface. 

3. Enable the ARP direct 
route advertisement 
feature. 

arp route-direct advertise By default, the ARP direct route 
advertisement feature is disabled. 

 

Command reference 

arp route-direct advertise 

Use arp route-direct advertise to enable ARP direct route advertisement. 

Use undo arp route-direct advertise to disable ARP direct route advertisement. 

Syntax 
arp route-direct advertise 

undo arp route-direct advertise 

Default 
ARP direct route advertisement is disabled. 
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Views 
Layer 3 Ethernet interface view 

Layer 3 Ethernet subinterface view 

Layer 3 aggregate interface view 

Layer 3 aggregate subinterface view 

Predefined user roles 
network-admin 

Examples 
# Enable ARP direct route advertisement on Ten-GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] arp route-direct advertise 

New feature: DHCP flood attack protection (supported 
by DHCP server and DHCP relay agent) 

Configuring DHCP flood attack protection 

About DHCP flood attack protection 

The DHCP flood attack protection enables the DHCP device to count incoming DHCP packets based 
on their source MAC addresses. When the number of incoming DHCP packets from a MAC address 
reaches the specified rate threshold, the device determines that the DHCP client is performing an 
attack. The device generates a DHCP flood attack entry for the MAC address and discards the 
DHCP packets from the DHCP client. When the aging time of the DHCP attack entry is reached, the 
device deletes the entry. If the device receives DHCP packets from that source MAC later, the device 
starts packet counting for the source again. 

Procedure 

To configure DHCP flood attack protection: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. (Optional.) Set the DHCP 
flood attack packet rate 
threshold. 

dhcp flood-protection threshold 
packet-number milliseconds 

By default, the DHCP packet 
rate threshold is 6 DHCP 
packets in 5000 millisecond. 

3. (Optional.) Set the aging 
time for DHCP flood 
attack entries. 

dhcp flood-protection aging-time 
time 

The default aging time is 300 
seconds. 

4. Enter interface view. interface interface-type 
interface-number N/A 

5. Enable DHCP flood 
attack protection. dhcp flood-protection enable By default, DHCP flood attack 

protection is disabled. 
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Command reference 

dhcp flood-protection aging-time 

Use dhcp flood-protection aging-time to set the aging time for DHCP flood attack entries. 

Use undo dhcp flood-protection aging-time to restore the default. 

Syntax 
dhcp flood-protection aging-time time 

undo dhcp flood-protection aging-time 

Default 
The aging time of DHCP flood attack entries is 300 seconds. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
time: Specifies the aging time in the range of 30 to 600 seconds. 

Usage guidelines 
When the aging time of a DHCP flood attack entry is reached, the device deletes the entry. If the 
device receives DHCP packets from the source MAC address in that entry later, the device starts 
packet counting again. 

This command takes effect only after you execute the dhcp flood-protection enable command. 

If you execute the command multiple times, the most recent configuration takes effect. 

Examples 
# Set the aging time to 90 seconds for DHCP flood attack entries. 
<Sysname> system-view 

[Sysname] dhcp flood-protection aging-time 90 

Related commands 
dhcp flood-protection enable  

dhcp flood-protection threshold 

dhcp flood-protection enable 

Use dhcp flood-protection enable to enable DHCP flood attack protection. 

Use undo dhcp flood-protection enable to disable DHCP flood attack protection. 

Syntax 
dhcp flood-protection enable 

undo dhcp flood-protection enable 

Default 
DHCP flood attack protection is disabled. 
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Views 
Interface view 

Predefined user roles 
network-admin 

Examples 
# Enable DHCP flood attack protection on VLAN-interface 10. 
<Sysname> system-view 

[Sysname] interface vlan-interface 10 

[Sysname-Vlan-interface10] dhcp flood-protection enable 

Related commands 
dhcp flood-protection threshold 

dhcp flood-protection aging-time 

dhcp flood-protection threshold 

Use dhcp flood-protection threshold to set the DHCP flood attack packet rate threshold. 

Use undo dhcp flood-protection threshold to restore the default. 

Syntax 
dhcp flood-protection threshold packet-number milliseconds  

undo dhcp flood-protection threshold 

Default 
The DHCP packet rate threshold is 6 DHCP packets in 5000 millisecond. 

Views 
System view 

Predefined user roles 
network-admin 

Parameters 
packet-number: Specifies the maximum number of allowed DHCP packets in the range of 2 to 200. 

milliseconds: DHCP flood attack detection period in the range of 1000 to 10000 milliseconds. 

Usage guidelines 
When the number of incoming DHCP packets from a source MAC address reaches the specified rate 
threshold, the device determines that the DHCP client is launching a DHCP flood attack. 

This command takes effect only after you execute the dhcp flood-protection enable command. 

If you execute the command multiple times, the most recent configuration takes effect. 

Examples 
# Set the DHCP packet rate threshold to 2 DHCP packets in 9000 millisecond. 
<Sysname> system-view 

[Sysname] dhcp flood-protection threshold 2 9000 

Related commands 
dhcp flood-protection aging-time 

dhcp flood-protection enable 
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New feature: MAC address check on DHCP servers 

Enabling MAC address check on DHCP servers 

About MAC address check 

A DHCP starvation attack occurs when an attacker constantly sends forged DHCP requests using 
different MAC addresses in the chaddr field to a DHCP server. This exhausts the IP address 
resources of the DHCP server so legitimate DHCP clients cannot obtain IP addresses. The DHCP 
server might also fail to work because of exhaustion of system resources.  

The following methods are available to relieve or prevent such attacks.  
• To relieve a DHCP starvation attack that uses DHCP packets encapsulated with different 

source MAC addresses, you can use one of the following methods: 
 Limit the number of MAC addresses that a port can learn by executing the mac-address 

max-mac-count command. For more information about the command, see Layer 2—LAN 
Switching Command Reference. 

 Configure an interface that has learned the maximum MAC addresses to discard packets 
whose source MAC addresses are not in the MAC address table. 

If a port does not see the DHCP starvation attack, the DHCP clients connecting to it can obtain 
IP addresses. If such attack occurs on the port, DHCP clients connecting to the port cannot 
obtain IP addresses. 

• To prevent a DHCP starvation attack that uses DHCP requests encapsulated with the same 
source MAC address, you can enable MAC address check on the DHCP server. The DHCP 
server compares the chaddr field of a received DHCP request with the source MAC address in 
the frame header. If they are the same, the DHCP server continues the service processing. If 
not, the relay agent discards the request. 

Procedure 

To enable MAC address check on a DHCP server: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable MAC address check 
on the DHCP server. 

dhcp server check 
mac-address 

By default, MAC address check is 
disabled on a DHCP server. 

 

Command reference 

dhcp server check mac-address 

Use dhcp server check mac-address to enable MAC address check on a DHCP server. 

Use undo dhcp server check mac-address to disable MAC address check on a DHCP server. 

Syntax 
dhcp server check mac-address 

undo dhcp server check mac-address 
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Default 
MAC address check is disabled on a DHCP server. 

Views 
Interface view 

Predefined user roles 
network-admin 

Usage guidelines 
This feature enables the DHCP server to compare the chaddr field of a received DHCP request with 
the source MAC address in the frame header.  
• If they are the same, the DHCP server continues the service processing.  
• If not, the relay agent discards the request. 

Examples 
# Enable MAC address check on VLAN-interface 10. 
<Sysname> system-view 

[Sysname] interface vlan-interface 10 

[Sysname-Vlan-interface10] dhcp server check mac-address 

New feature: ND snooping 

Configuring ND snooping 

About ND snooping 

The ND snooping feature is used in Layer 2 switching networks. It learns the source MAC addresses, 
source IPv6 addresses, input interfaces, and VLANs of arriving ND messages and data packets to 
build the ND snooping table. ND snooping entries can be used by ND detection and IPv6 source 
guard to prevent spoofing attacks. 

ND detection processes the ND messages received on ND trusted and untrusted interfaces as 
follows: 
• ND detection forwards all ND messages received on an ND trusted interface. 
• ND detection compares all ND messages received on an ND untrusted interface with the ND 

snooping entries except for RA and redirect messages. 

You can use the ipv6 nd detection trust command to specify a Layer 2 Ethernet or aggregate port 
as an ND trusted interface. 

ND snooping provides device liveness tracking so that the ND snooping table can be updated in a 
timely manner. After ND snooping is enabled for a VLAN, the device uses the following mechanisms 
to create, update, and delete ND snooping entries. The following example uses ND messages for 
illustration.  
• Creating an ND snooping entry 

Upon receiving an ND message or data packet from an unknown source, the device creates a 
tentative ND snooping entry and performs DAD for the source IPv6 address. The device sends 
NS messages out of the ND trusted interfaces in the VLAN every 250 milliseconds.  

 If the device does not receive an NA message within 500 milliseconds, it validates the entry.  
 If the device receives an NA message within 500 milliseconds, it deletes the entry. 

• Updating an ND snooping entry 
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When the receiving ND untrusted interface of an ND message is different from that in the entry 
for an IPv6 address, the device performs DAD for the entry. It sends NS messages every 250 
milliseconds.  

 If the device does not receive an NA message within 500 milliseconds, it updates the entry 
with the new receiving interface. 

 If the device receives an NA message within 500 milliseconds, the ND snooping entry 
remains unchanged. 

• Deleting an ND snooping entry 
 When an ND trusted interface in the VLAN receives an ND message from the IPv6 address 

in a learned ND snooping entry, it performs DAD for the entry. The device sends NS 
messages every 250 milliseconds.  
− If the device does not receive an NA message within 500 milliseconds, it deletes the 

entry. 
− If the device receives an NA message within 500 milliseconds, the ND snooping entry 

remains unchanged. 
 If an ND snooping entry has no matching ND messages within 5 minutes, the device 

performs DAD for the entry. The device sends NS messages out of the interface in the entry 
every 250 milliseconds.  
− If the device does not receive an NA message within 500 milliseconds, it deletes the 

entry. 
− If the device receives an NA message within 500 milliseconds, the ND snooping entry 

remains unchanged. 

Configuration procedure 

To configure ND snooping: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter VLAN view. vlan vlan-id N/A 

3. Enable ND snooping for 
IPv6 addresses. 

• For global unicast addresses: 
ipv6 nd snooping enable 
global 

• For link-local addresses: 
ipv6 nd snooping enable 
link-local 

You can enable ND snooping for 
both address types. 
By default, ND snooping is 
disabled for IPv6 global unicast 
addresses and link-local 
addresses. 

4. (Optional.) Enable ND 
snooping for data packets 
from unknown sources. 

ipv6 nd snooping glean source 
By default, ND snooping is 
disabled for data packets from 
unknown sources. 

5. Quit system view. quit N/A 

6. Enter Layer 2 Ethernet or 
aggregate interface view. 

interface interface-type 
interface-number N/A 

7. (Optional.) Set the 
maximum number of ND 
snooping entries that an 
interface can learn. 

ipv6 nd snooping 
max-learning-num max-number 

By default, an interface can learn 
a maximum of 8192 ND snooping 
entries. 

 

Displaying and maintaining ND snooping 

Execute display commands in any view and reset commands in user view. 
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Task Command 

Display IPv6 ND snooping entries. 
display ipv6 nd snooping [ [ [ vlan vlan-id | interface 
interface-type interface-number ] [ global | link-local ] ] 
| ipv6-address ] [ verbose ] 

Display the number of IPv6 ND snooping entries. display ipv6 nd snooping count [ interface 
interface-type interface-number ] 

Clear IPv6 ND snooping entries. reset ipv6 nd snooping [ [ vlan vlan-id ] [ global | 
link-local ] | vlan vlan-id ipv6-address ] 

 

ND snooping configuration example 

Network requirements 
As shown in Figure 3, Host A and Host B are connected to the gateway through Device B. Enable ND 
snooping on Device B to learn ND snooping entries about Host A and Host B. 

Figure 3 Network diagram 

 
 

Configuration procedure 
1. Configure Device A: 

# Create VLAN 10. 
<DeviceA> system-view 

[DeviceA] vlan 10 

[DeviceA-vlan10] quit 

# Configure Ten-GigabitEthernet 1/0/3 to trunk VLAN 10. 
[DeviceA] interface ten-gigabitethernet 1/0/3 

[DeviceA-Ten-GigabitEthernet1/0/3] port link-type trunk 

[DeviceA-Ten-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceA-Ten-GigabitEthernet1/0/3] quit 

# Assign IPv6 address 10::1/64 to VLAN-interface 10. 
[DeviceA] interface vlan-interface 10 

[DeviceA-Vlan-interface10] ipv6 address 10::1/64 

Internet

Device A

XGE1/0/3
Vlan-int10
10::1/64

ND snooping
Device B XGE1/0/3

XGE1/0/1 XGE1/0/2

Host A
10::5/64

0001-0203-0405

VLAN 10

Host B
10::6/64

0001-0203-0607

Gateway
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[DeviceA-Vlan-interface10] quit 

2. Configure Device B: 
# Create VLAN 10. 
[DeviceB] vlan 10 

[DeviceB-vlan10] quit 

# Configure Ten-GigabitEthernet 1/0/1, Ten-GigabitEthernet 1/0/2, and Ten-GigabitEthernet 
1/0/3 to trunk VLAN 10. 
[DeviceB] interface ten-gigabitethernet 1/0/1 

[DeviceB-Ten-GigabitEthernet1/0/1] port link-type access 

[DeviceB-Ten-GigabitEthernet1/0/1] port access vlan 10 

[DeviceB-Ten-GigabitEthernet1/0/1] quit 

[DeviceB] interface ten-gigabitethernet 1/0/2 

[DeviceB-Ten-GigabitEthernet1/0/2] port link-type access 

[DeviceB-Ten-GigabitEthernet1/0/2] port access vlan 10 

[DeviceB-Ten-GigabitEthernet1/0/2] quit 

[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] port link-type trunk 

[DeviceB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceB-Ten-GigabitEthernet1/0/3] quit 

# Enable ND snooping for global unicast addresses and link-local addresses in VLAN 10. 
[DeviceB] vlan 10 

[DeviceB-vlan10] ipv6 nd snooping enable global 

[DeviceB-vlan10] ipv6 nd snooping enable link-local 

# Enable ND snooping for data packets from unknown sources in VLAN 10. 
[DeviceB-vlan10] ipv6 nd snooping glean source 

[DeviceB-vlan10] quit 

# Configure Ten-GigabitEthernet 1/0/3 as ND trusted interface. 
[DeviceB] interface ten-gigabitethernet 1/0/3 

[DeviceB-Ten-GigabitEthernet1/0/3] ipv6 nd detection trust 

[DeviceB-Ten-GigabitEthernet1/0/3] quit 

# Configure Ten-GigabitEthernet 1/0/1 to learn a maximum number of 200 ND snooping 
entries. 
[DeviceB] interface ten-gigabitethernet 1/0/1 

[DeviceB-Ten-GigabitEthernet1/0/1] ipv6 nd snooping max-learning-num 200 

[DeviceB-Ten-GigabitEthernet1/0/1] quit 

# Configure Ten-GigabitEthernet 1/0/2 to learn a maximum number of 200 ND snooping 
entries. 
[DeviceB] interface ten-gigabitethernet 1/0/2 

[DeviceB-Ten-GigabitEthernet1/0/2] ipv6 nd snooping max-learning-num 200 

[DeviceB-Ten-GigabitEthernet1/0/2] quit 

Verifying the configuration 
# Verify that Device B has learned ND snooping entries for Host A and Host B. 
[DeviceB] display ipv6 nd snooping vlan 10 

IPv6 address              MAC address     VID  Interface     Status       Age 

10::5                     0001-0203-0405  10   XGE1/0/1      VALID        157 

10::6                     0001-0203-0607  10   XGE1/0/2      VALID        105 
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Command reference 

display ipv6 nd snooping 

Use display ipv6 nd snooping to display IPv6 ND snooping entries. 

Syntax 
display ipv6 nd snooping [ [ [ vlan vlan-id | interface interface-type interface-number ] [ global | 
link-local ] ] | ipv6-address ] [ verbose ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

Parameters 
vlan vlan-id: Displays ND snooping entries for the specified VLAN. The value range for the VLAN ID 
is 1 to 4094. 

interface interface-type interface-number: Displays ND snooping entries for the specified interface. 
The interface-type interface-number argument specifies an interface by its type and number. 

ipv6-address: Displays the ND snooping entry for the specified IPv6 address. 

global: Displays ND snooping entries for global unicast addresses. 

link-local: Displays ND snooping entries for link-local addresses. 

verbose: Displays detailed information about ND snooping entries. If you do not specify the keyword, 
this command displays brief information about ND snooping entries. 

Examples 
# Display IPv6 ND snooping entries for VLAN 1. 
<Sysname> display ipv6 nd snooping vlan 1 

IPv6 address              MAC address     VID  Interface     Status       Age 

1::2                       0000-1234-0c01  1    XGE1/0/2       VALID        57 

# Display detailed information about IPv6 ND snooping entries for VLAN 1. 
<Sysname> display ipv6 nd snooping vlan 1 verbose 

IPv6 address: 1::2 

MAC address: 0000-1234-0c01 

Interface: XGE1/0/2 

First VLAN ID: 1   Second VLAN ID: N/A 

Status: VALID   Age: 57 

Table 2 Command output 

Filed Description 
IPv6 address IPv6 address in the ND snooping entry. 

MAC address MAC address in the ND snooping entry. 

VID ID of the VLAN to which the ND snooping entry belongs. 

First VLAN ID ID of the SVLAN to which the ND snooping entry belongs. 

Second VLAN ID ID of the CVLAN to which the ND snooping entry belongs. If no CVLAN is configured, 
this field displays N/A. For more information about the SVLAN and CVLAN, see Layer 
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Filed Description 
2–LAN Switching Configuration Guide. 

Interface Input interface in the ND snooping entry. 

Status 

Status of the ND snooping entry: 
• TENTATIVE—The entry is ineffective. 
• VALID—The entry is effective. 
• TESTING TPLT—The entry is being tested by DAD. The device performs DAD for 

the entry in the following situations: 
 The entry ages out 
 An ND trusted interface in the VLAN receives an ND message from the IPv6 

address in the entry. 
• TESTING VP—The entry is being tested by DAD. The device performs DAD when 

an ND untrusted interface in the VLAN receives an ND message from the IPv6 
address in the entry. 

Age For an ND snooping entry in VALID status, this field displays its aging time in seconds. 
For an ND snooping entry in other status, this field displays a pound sign (#). 

 

display ipv6 nd snooping count 

Use display ipv6 nd snooping count to display the number of IPv6 ND snooping entries. 

Syntax 
display ipv6 nd snooping count [ interface interface-type interface-number ] 

Views 
Any view 

Predefined user roles 
network-admin 

network-operator 

Parameters 
interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays the total number of ND snooping entries. 

Examples 
# Display the total number of IPv6 ND snooping entries. 
<Sysname> display ipv6 nd snooping count 

Total number of entries: 5 

# Display the total number of IPv6 ND snooping entries on Ten-GigabitEthernet 1/0/1. 
<Sysname> display ipv6 nd snooping count interface ten-gigabitethernet 1/0/1 

Total number of entries on interface: 2 

ipv6 nd snooping enable global 

Use ipv6 nd snooping enable global to enable ND snooping for global unicast addresses. 

Use undo ipv6 nd snooping enable global to disable ND snooping for global unicast addresses. 

Syntax 
ipv6 nd snooping enable global 

undo ipv6 nd snooping enable global 
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Default 
ND snooping is disabled for global unicast addresses. 

Views 
VLAN view 

Predefined user roles 
network-admin 

Examples 
# Enable ND snooping for global unicast addresses. 
<Sysname> system-view 

[Sysname] vlan 2 

[Sysname-vlan2] ipv6 nd snooping enable global 

ipv6 nd snooping enable link-local 

Use ipv6 nd snooping enable link-local to enable ND snooping for link-local addresses. 

Use undo ipv6 nd snooping enable link-local to disable ND snooping for link-local addresses. 

Syntax 
ipv6 nd snooping enable link-local 

undo ipv6 nd snooping enable link-local 

Default 
ND snooping is disabled for link-local addresses. 

Views 
VLAN view 

Predefined user roles 
network-admin 

Examples 
# Enable ND snooping for link-local addresses. 
<Sysname> system-view 

[Sysname] vlan 2 

[Sysname-vlan2] ipv6 nd snooping enable link-local 

ipv6 nd snooping glean source 

Use ipv6 nd snooping glean source to enable ND snooping for data packets from unknown 
sources. 

Use undo ipv6 nd snooping glean source to disable ND snooping for data packets from unknown 
sources. 

Syntax 
ipv6 nd snooping glean source 

undo ipv6 nd snooping glean source 

Default 
ND snooping is disabled for data packets from unknown sources. 
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Views 
VLAN view 

Predefined user roles 
network-admin 

Usage guidelines 
This command enables the device to learn ND snooping entries from data packets originated by 
unknown sources. 

For this command to take effect, execute the ipv6 nd snooping enable global command or the 
ipv6 nd snooping enable link-local command. 

Before enabling ND snooping entries learning from data packets for a VLAN, you must configure 
IPv6 source guard on all untrusted interfaces in the same VLAN. This operation ensures correct 
forwarding of the data packets received all these interfaces. 

Examples 
# Enable ND snooping for data packets from unknown sources. 
<Sysname> system-view 

[Sysname] vlan 2 

[Sysname-vlan2] ipv6 nd snooping glean source 

ipv6 nd snooping max-learning-num 

Use ipv6 nd snooping max-learning-num to set the maximum number of ND snooping entries that 
an interface can learn. 

Use undo ipv6 nd snooping max-learning-num to restore the default. 

Syntax 
ipv6 nd snooping max-learning-num max-number 

undo ipv6 nd snooping max-learning-num 

Default 
An interface can learn a maximum of 8192 ND snooping entries. 

Views 
Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 
network-admin 

Parameters 
max-number: Specifies the maximum number of ND snooping entries that an interface can learn, in 
the range of 1 to 8192. 

Examples 
# Allow Ten-GigabitEthernet 1/0/1 to learn a maximum of 64 ND snooping entries. 
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] ipv6 nd snooping max-learning-num 64 
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reset ipv6 nd snooping 

Use reset ipv6 nd snooping to clear ND snooping entries. 

Syntax 
reset ipv6 nd snooping [ [ vlan vlan-id ] [ global | link-local ] | vlan vlan-id ipv6-address ] 

Views 
User view 

Predefined user roles 
network-admin 

Parameters 
ipv6-address: Clears ND snooping entries for the specified IPv6 address. 

vlan vlan-id: Clears ND snooping entries for the specified VLAN. The value range for the VLAN ID is 
1 to 4094. 

global: Clears ND snooping entries for global unicast addresses. 

link-local: Clears ND snooping entries for link-local addresses. 

Usage guidelines 
If no option is specified, this command clears all ND snooping entries. 

Examples 
# Clear all ND snooping entries. 
<Sysname> reset ipv6 nd snooping 

New feature: Routing policy-based recursive lookup 

Configuring routing policy-based recursive lookup 
When a route changes, the routing protocol has to perform a route recursion if the next hop is 
indirectly connected. The routing protocol might select an incorrect path, which can cause traffic loss. 
To prevent this problem, you can use a routing policy to verify the recursive route. If the recursive 
route fails to match the routing policy, the routing protocol invalidates the route and marks it as 
unreachable. 

When you configure a routing policy, make sure all desired routes can match the routing policy. 
Otherwise, the device might not be able to use the exact routes to forward the traffic. 

To configure routing policy-based recursive lookup: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter RIB view. rib N/A 

3. Create the RIB IPv4 address 
family and enter its view. address-family ipv4 By default, no RIB IPv4 address 

family exists. 

4. Configure routing 
policy-based recursive 
lookup. 

protocol protocol nexthop 
recursive-lookup route-policy 
route-policy-name 

By default, routing policy-based 
recursive lookup is not 
configured. 
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Command reference 

protocol nexthop recursive-lookup 

Use protocol nexthop recursive-lookup to configure routing policy-based recursive lookup. 

Use undo protocol nexthop recursive-lookup to remove the configuration. 

Syntax 
protocol protocol nexthop recursive-lookup route-policy route-policy-name 

undo protocol protocol nexthop recursive-lookup route-policy 

Default 
Routing policy-based recursive lookup is not configured. 

Views 
RIB IPv4 address family view 

Predefined user roles 
network-admin 

Parameters 
protocol: Specifies a routing protocol, which can only be bgp or static. 

route-policy-name: Specifies a routing policy by its name, a case-sensitive string of 1 to 63 
characters. 

Usage guidelines 
When a route changes, the routing protocol has to perform a route recursion if the next hop is 
indirectly connected. The routing protocol might select an incorrect path, which can cause traffic loss. 
To prevent this problem, you can use a routing policy to verify the recursive route. If the recursive 
route fails to match the routing policy, the routing protocol invalidates the route and marks it as 
unreachable. 

When you configure a routing policy, make sure all desired routes can match the routing policy. 
Otherwise, the device might not be able to use the exact routes to forward the traffic. 

Examples 
# Configure recursive lookup based on routing policy policy1 for BGP. 
<Sysname> system-view 

[Sysname] rib 

[Sysname-rib] address-family ipv4 

[Sysname-rib-ipv4] protocol bgp nexthop recursive-lookup route-policy policy1 

New feature: Creation of RabbitMQ durable queues 

Enabling creation of RabbitMQ durable queues 
In a Neutron network, the device communicates with the Neutron server through RabbitMQ to obtain 
the configuration for deploying the overlay network. You must configure RabbitMQ server-related 
settings on the device and make sure the settings are the same as those on the Neutron server. If the 
durable attribute of RabbitMQ queues is set on the Neutron server, you must enable creation of 
RabbitMQ durable queues on the device so that RabbitMQ queues can be correctly created. 

To enable creation of RabbitMQ durable queues: 
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Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enable Neutron and enter 
Neutron view. neutron By default, Neutron is disabled. 

3. Enable creation of RabbitMQ 
durable queues. rabbit durable-queue enable 

By default, RabbitMQ 
non-durable queues are 
created. 

 

Command reference 

rabbit durable-queue enable 

Use rabbit durable-queue enable to enable creation of RabbitMQ durable queues. 

Use undo rabbit durable-queue enable to disable creation of RabbitMQ durable queues. 

Syntax 
rabbit durable-queue enable 

undo rabbit durable-queue enable 

Default 
Creation of RabbitMQ durable queues is disabled. RabbitMQ non-durable queues are created and 
stored in the memory of the RabbitMQ server. 

Views 
Neutron view 

Predefined user roles 
network-admin 

Usage guidelines 
In a Neutron network, the device communicates with the Neutron server through RabbitMQ to obtain 
the configuration for deploying the overlay network. You must configure RabbitMQ server-related 
settings on the device and make sure the settings are the same as those on the Neutron server. If the 
durable attribute of RabbitMQ queues is set on the Neutron server, you must enable creation of 
RabbitMQ durable queues on the device so that RabbitMQ queues can be correctly created. The 
created RabbitMQ durable queues are stored in the disk of the RabbitMQ server. 

Examples 
# Enable creation of RabbitMQ durable queues. 
<Sysname> system-view 

[Sysname] neutron 

[Sysname-neutron] rabbit durable-queue enable 

New feature: CFD port collaboration 

Configuring port collaboration 
Port collaboration shuts down or blocks ports based on the result of link detection performed by 
outward-facing MEPs.  

Port collaboration can be triggered by the following events: 
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• Continuity check expires.  
• The CCMs with the RDI flag bits set are received.  

You can specify both triggered events for an interface. Both triggered events can take effect. 

Port collaboration takes one of the following triggered actions:  
• Blocks the port by changing its link layer state to DOWN. Data packets are not allowed to be 

sent and received on the port.  
• Shuts down the port by changing its state to CFD DOWN. Data packets and protocol packets 

are not allowed to be sent and received on the port.  

With a triggered event specified, a port takes the preconfigured triggered action when the 
outward-facing MEP on the port detects a link fault. If the port is blocked, it recovers when the link 
recovers. If the port is shut down, for the port to recover when the link recovers, you must first 
execute the undo shutdown or undo cfd port-trigger { cc-expire | rdi } action command on the 
port 

Port collaboration takes effect only on the ports with outward-facing MEPs configured. 

To configure port collaboration: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter Layer 2 Ethernet 
interface view or Layer 2 
aggregate interface view.  

interface interface-type 
interface-number N/A 

3. Configure port collaboration.  cfd port-trigger { cc-expire | rdi } 
action { block | shutdown } 

By default, port collaboration is 
not configured.  

 

Command reference 

cfd port-trigger 

Use cfd port-trigger to specify the triggered event and triggered action for port collaboration.  

Use undo cfd port-trigger to cancel the triggered event and triggered action for port collaboration.  

Syntax 
cfd port-trigger { cc-expire | rdi } action { block | shutdown } 

undo cfd port-trigger { cc-expire | rdi } action 

Default 
The triggered event and triggered action are not specified for port collaboration. 

Views 
Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 
network-admin 

Parameters 
cc-expire: Triggers port collaboration when continuity check expires. 

rdi: Triggers port collaboration when the CCMs with the RDI flag bits set are received.  
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block: Blocks the port by changing its link layer state to DOWN. Data packets are not allowed to be 
sent and received on the port.  

shutdown: Shuts down the port by changing its state to CFD DOWN. Data packets and protocol 
packets are not allowed to be sent and received on the port.  

Usage guidelines 
With this command configured, a port takes the specified triggered action when the outward-facing 
MEP on the port detects a link fault. If the port is blocked, it recovers when the link recovers. If the 
port is shut down, for the port to recover when the link recovers, you must first execute the undo 
shutdown or undo cfd port-trigger { cc-expire | rdi } action command on the port. 

You can specify multiple triggered events for an interface. All the triggered events can take effect. 
When you specify multiple triggered actions for a triggered event on an interface, the most recent 
configuration takes effect.  

The command takes effect only on the ports with outward-facing MEPs configured. 

Configurations in Ethernet interface view take effect only on the current interface.  

Configurations in aggregate interface view take effect only on the current aggregate interface.  

If the MEP belongs to an MA that does not carry the VLAN attribute, configurations on a member port 
of an aggregation group take effect only on the current member port.  

If the MEP belongs to an MA that carries the VLAN attribute, configurations on a member port of an 
aggregation group take effect only when the member port leaves the aggregation group. 

Examples 
# Specify the triggered event as cc-expire and triggered action as block for port collaboration on 
Ten-GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] cfd port-trigger cc-expire action block 

# Specify the triggered event as cc-expire and triggered action as shutdown for port collaboration 
on Ten-GigabitEthernet 1/0/1.  
<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] cfd port-trigger cc-expire action shutdown 

Related commands 
cfd cc enable 

cfd mep 

New feature: EVPN-DCI 

Overview 
EVPN data center interconnect (EVPN-DCI) uses VXLAN-DCI tunnels to provide connectivity for 
data centers over an IP transport network. 

EVPN-DCI network model 

As shown in Figure 4, the EVPN-DCI network contains VTEPs and edge devices (EDs) located at 
the edge of the transport network. A VXLAN tunnel is established between a VTEP and an ED, and a 
VXLAN-DCI tunnel is established between two EDs. VXLAN-DCI tunnels use VXLAN encapsulation. 
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Each ED de-encapsulates incoming VXLAN packets and re-encapsulates them based on the 
destination before forwarding the packets through a VXLAN or VXLAN-DCI tunnel. 

Figure 4 EVPN-DCI network model 

 
 

Working mechanisms 

In an EVPN-DCI network, BGP EVPN peer relationships are established between EDs and between 
EDs and VTEPs. When advertising routes to a VTEP or another ED, an ED replaces the routes' 
nexthop IP address and router MAC address with its IP address and router MAC address. 

In an EVPN-DCI network, a VTEP and an ED use a VXLAN tunnel to send traffic, and two EDs use a 
VXLAN-DCI tunnel to send traffic. An ED de-encapsulates incoming VXLAN packets and 
re-encapsulates them before forwarding the packets through a VXLAN or VXLAN-DCI tunnel. 

EVPN-DCI configuration task list 
Perform all EVPN-DCI configuration tasks on EDs. 
 

Tasks at a glance 

(Required.) Enabling DCI 

(Required.) Enabling route nexthop replacement and route router MAC replacement 

(Optional.) Configuring VXLAN mapping 
 

Configuration prerequisites 
Before you configure EVPN-DCI, complete basic EVPN configuration for each data center. 

Enabling DCI 
For EDs to automatically establish VXLAN-DCI tunnels, you must enable DCI on the Layer 2 
Ethernet interfaces that connect the EDs. If DCI is disabled on the Layer 2 Ethernet interfaces, EDs 
establish VXLAN tunnels. 

To enable DCI: 
 

Data center 1

VTEP ED

VXLAN network

Server

Data center 2

ED

VXLAN network

Core network

VTEP

Server

VXLAN-DCI tunnelVXLAN tunnel VXLAN tunnel

VM VM
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type 
interface-number N/A 

3. Enable DCI. dci enable 

By default, DCI is disabled on an 
interface. 
You cannot enable DCI on a 
subinterface. Subinterfaces of a 
DCI-enabled interface inherit 
configuration of the interface. 

 

Enabling route nexthop replacement and route router MAC 
replacement 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure a global router ID. router id router-id By default, no global router ID is 
configured. 

3. Enable a BGP instance and 
enter BGP instance view. 

bgp as-number [ instance 
instance-name ] 
[ multi-session-thread ] 

By default, BGP is disabled, and 
no BGP instances exist. 

4. Specify local VTEPs and 
remote EDs as BGP peers. 

peer { group-name | ipv4-address 
[ mask-length ] } as-number 
as-number 

By default, no BGP peers are 
specified. 

5. Create the BGP EVPN 
address family and enter 
BGP EVPN address family 
view. 

address-family l2vpn evpn By default, the BGP EVPN 
address family does not exist. 

6. Enable BGP to exchange 
BGP EVPN routes with a 
peer or peer group. 

peer { group-name | ipv4-address 
[ mask-length ] } enable 

By default, BGP does not 
exchange BGP EVPN routes with 
peers. 

7. Set the local router as the 
next hop for routes 
advertised to a peer or peer 
group. 

peer { group-name | ipv4-address 
[ mask-length ] } next-hop-local 

The default settings for this 
command are as follows: 
• BGP sets the local router as 

the next hop for all routes 
advertised to an EBGP peer 
or peer group. 

• BGP does not modify the 
next hop for EBGP routes 
advertised to an IBGP peer 
or peer group. 

The peers specified in this task 
must be VTEPs in the local data 
center. 

8. Enable route router MAC 
replacement for a peer or 
peer group. 

peer { group-name | ipv4-address 
[ mask-length ] } router-mac-local

By default, the device does not 
modify the router MAC address of 
routes before advertising the 
routes. 
This command enables the 
device to use its router MAC 
address to replace the router 
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Step Command Remarks 
MAC address of routes received 
from and advertised to a peer or 
peer group. 
The peers specified in this task 
must be remote EDs. 

 

Configuring VXLAN mapping 

Overview 

The VXLAN mapping feature provides Layer 2 connectivity for a tenant subnet that uses different 
VXLAN IDs in multiple data centers.  

If you map a local VXLAN to a remote VXLAN on an ED, the ED processes routes as follows: 
• When the ED receives the local VXLAN's MAC/IP advertisement routes from local VTEPs, it 

performs the following operations: 
 Adds the routes to the local VXLAN. 
 Replaces the VXLAN ID of the routes with the remote VXLAN ID and advertises the routes 

to remote EDs. 
• When the ED receives the remote VXLAN's MAC/IP advertisement routes from a remote data 

center, it adds the routes to the local VXLAN. 

VXLAN mapping includes the following types: 
• Non-intermediate VXLAN mapping—When two data centers use different VXLAN IDs for a 

subnet, map the local VXLAN to the remote VXLAN on the ED of one data center. For example, 
for VXLAN 10 of data center 1 to communicate with VXLAN 20 of data center 2, map VXLAN 10 
to VXLAN 20 on the ED of data center 1. 

• Intermediate VXLAN mapping—When multiple data centers use different VXLAN IDs for a 
subnet, map the VXLANs to an intermediate VXLAN on all EDs. For example, data center 1 
uses VXLAN 10, data center 2 uses VXLAN 20, and data center 3 uses VXLAN 30. To provide 
connectivity for the VXLANs, map them to intermediate VXLAN 500 on EDs of the data centers. 
You must use intermediate VXLAN mapping if more than two data centers use different VXLAN 
IDs. 

Configuration restrictions and guidelines 

You must create mapped remote VXLANs on the device, create an EVPN instance for each remote 
VXLAN, and configure RD and route target settings for the EVPN instances. 

Configuration procedure 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter VSI view. vsi vsi-name N/A 

3. Enter EVPN instance view. evpn encapsulation vxlan N/A 

4. Map the local VXLAN to a 
remote VXLAN. mapping vni vxlan-id By default, a local VXLAN is not 

mapped to any remote VXLAN. 
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EVPN-DCI configuration examples 

Basic EVPN-DCI configuration example 

Network requirements 
As shown in Figure 5: 
• Configure VXLAN 10 on Switch A through Switch D to provide connectivity for the VMs in the 

data centers. 
• Configure Switch A and Switch D as VTEPs, and configure Switch B and Switch C as EDs. 

Figure 5 Network diagram 

 
 

Configuration procedure 
1. Configure IP addresses and unicast routing settings: 

# Assign IP addresses to interfaces, as shown in Figure 5. (Details not shown.) 
# Configure OSPF on the transport network for the switches to reach one another. (Details not 
shown.) 

2. Configure Switch A: 
# Enable L2VPN. 
<SwitchA> system-view 

[SwitchA] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchA] vxlan tunnel mac-learning disable 

# Create VXLAN 10 on VSI vpna. 
[SwitchA] vsi vpna 

[SwitchA-vsi-vpna] vxlan 10 

[SwitchA-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD, 
and manually configure a route target for the EVPN instance. 
[SwitchA-vsi-vpna] evpn encapsulation vxlan 

[SwitchA-vsi-vpna-evpn-vxlan] route-distinguisher auto 
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[SwitchA-vsi-vpna-evpn-vxlan] vpn-target 123:456 

[SwitchA-vsi-vpna-evpn-vxlan] quit 

[SwitchA-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. 
[SwitchA] bgp 100 

[SwitchA-bgp-default] peer 2.2.2.2 as-number 100 

[SwitchA-bgp-default] peer 2.2.2.2 connect-interface loopback 0 

[SwitchA-bgp-default] address-family l2vpn evpn 

[SwitchA-bgp-default-evpn] peer 2.2.2.2 enable 

[SwitchA-bgp-default-evpn] quit 

[SwitchA-bgp-default] quit 

# On Ten-GigabitEthernet 1/0/1, create Ethernet service instance 1000 to match VLAN 100. 
[SwitchA] interface ten-gigabitethernet 1/0/1 

[SwitchA-Ten-GigabitEthernet1/0/1] service-instance 1000 

[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] encapsulation s-vid 100 

# Map Ethernet service instance 1000 to VSI vpna. 
[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] xconnect vsi vpna 

[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] quit 

3. Configure Switch B: 
# Enable L2VPN. 
<SwitchB> system-view 

[SwitchB] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchB] vxlan tunnel mac-learning disable 

# Enable DCI on Ten-GigabitEthernet 1/0/1 for Switch B to establish a VXLAN-DCI tunnel with 
Switch C. 
[SwitchB] interface ten-gigabitethernet 1/0/1 

[SwitchB-Ten-GigabitEthernet1/0/1] dci enable 

[SwitchB-Ten-GigabitEthernet1/0/1] quit 

# Create VXLAN 10 on VSI vpna. 
[SwitchB] vsi vpna 

[SwitchB-vsi-vpna] vxlan 10 

[SwitchB-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD, 
and manually configure a route target for the EVPN instance. 
[SwitchB-vsi-vpna] evpn encapsulation vxlan 

[SwitchB-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchB-vsi-vpna-evpn-vxlan] vpn-target 123:456 

[SwitchB-vsi-vpna-evpn-vxlan] quit 

[SwitchB-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. Enable nexthop replacement for routes advertised 
to Switch A, and enable router MAC replacement for routes advertised to and received from 
Switch C. 
[SwitchB] bgp 100 

[SwitchB-bgp-default] peer 3.3.3.3 as-number 200 

[SwitchB-bgp-default] peer 3.3.3.3 connect-interface loopback 0 

[SwitchB-bgp-default] peer 3.3.3.3 ebgp-max-hop 64 

[SwitchB-bgp-default] peer 1.1.1.1 as-number 100 
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[SwitchB-bgp-default] peer 1.1.1.1 connect-interface loopback 0 

[SwitchB-bgp-default] address-family l2vpn evpn 

[SwitchB-bgp-default-evpn] peer 3.3.3.3 enable 

[SwitchB-bgp-default-evpn] peer 3.3.3.3 router-mac-local 

[SwitchB-bgp-default-evpn] peer 1.1.1.1 enable 

[SwitchB-bgp-default-evpn] peer 1.1.1.1 next-hop-local 

[SwitchB-bgp-default-evpn] quit 

[SwitchB-bgp-default] quit 

4. Configure Switch C: 
# Enable L2VPN. 
<SwitchC> system-view 

[SwitchC] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchC] vxlan tunnel mac-learning disable 

# Enable DCI on Ten-GigabitEthernet 1/0/1 for Switch C to establish a VXLAN-DCI tunnel with 
Switch B.  
[SwitchC] interface ten-gigabitethernet 1/0/1 

[SwitchC-Ten-GigabitEthernet1/0/1] dci enable 

[SwitchC-Ten-GigabitEthernet1/0/1] quit 

# Create VXLAN 10 on VSI vpna. 
[SwitchC] vsi vpna 

[SwitchC-vsi-vpna] vxlan 10 

[SwitchC-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD, 
and manually configure a route target for the EVPN instance. 
[SwitchC-vsi-vpna] evpn encapsulation vxlan 

[SwitchC-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchC-vsi-vpna-evpn-vxlan] vpn-target 123:456 

[SwitchC-vsi-vpna-evpn-vxlan] quit 

[SwitchC-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. Enable nexthop replacement for routes advertised 
to Switch D, and enable router MAC replacement for routes advertised to and received from 
Switch B. 
[SwitchC] bgp 200 

[SwitchC-bgp-default] peer 2.2.2.2 as-number 100 

[SwitchC-bgp-default] peer 2.2.2.2 connect-interface loopback 0 

[SwitchC-bgp-default] peer 2.2.2.2 ebgp-max-hop 64 

[SwitchC-bgp-default] peer 4.4.4.4 as-number 200 

[SwitchC-bgp-default] peer 4.4.4.4 connect-interface loopback 0 

[SwitchC-bgp-default] address-family l2vpn evpn 

[SwitchC-bgp-default-evpn] peer 2.2.2.2 enable 

[SwitchC-bgp-default-evpn] peer 2.2.2.2 router-mac-local 

[SwitchC-bgp-default-evpn] peer 4.4.4.4 enable 

[SwitchC-bgp-default-evpn] peer 4.4.4.4 next-hop-local 

[SwitchC-bgp-default-evpn] quit 

[SwitchC-bgp-default] quit 

5. Configure Switch D: 
# Enable L2VPN. 
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<SwitchD> system-view 

[SwitchD] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchD] vxlan tunnel mac-learning disable 

# Create VXLAN 10 on VSI vpna. 
[SwitchD] vsi vpna 

[SwitchD-vsi-vpna] vxlan 10 

[SwitchD-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD, 
and manually configure a route target for the EVPN instance. 
[SwitchD-vsi-vpna] evpn encapsulation vxlan 

[SwitchD-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchD-vsi-vpna-evpn-vxlan] vpn-target 123:456 

[SwitchD-vsi-vpna-evpn-vxlan] quit 

[SwitchD-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. 
[SwitchD] bgp 200 

[SwitchD-bgp-default] peer 3.3.3.3 as-number 200 

[SwitchD-bgp-default] peer 3.3.3.3 connect-interface Loopback 0 

[SwitchD-bgp-default] address-family l2vpn evpn 

[SwitchD-bgp-default-evpn] peer 3.3.3.3 enable 

[SwitchD-bgp-default-evpn] quit 

[SwitchD-bgp-default] quit 

# On Ten-GigabitEthernet 1/0/1, create Ethernet service instance 1000 to match VLAN 200. 
[SwitchD] interface ten-gigabitethernet 1/0/1 

[SwitchD-Ten-GigabitEthernet1/0/1] service-instance 1000 

[SwitchD-Ten-GigabitEthernet1/0/1-srv1000] encapsulation s-vid 200 

# Map Ethernet service instance 1000 to VSI vpna. 
[SwitchD-Ten-GigabitEthernet1/0/1-srv1000] xconnect vsi vpna 

[SwitchD-Ten-GigabitEthernet1/0/1-srv1000] quit 

Verifying the configuration 
1. Verify the configuration on EDs. (This example uses Switch B.) 

# Verify that the ED has discovered Switch A and Switch C through IMET routes and has 
established VXLAN and VXLAN-DCI tunnels to the switches. 
[SwitchB] display evpn auto-discovery imet 

Total number of automatically discovered peers: 2 

 

VSI name: vpna 

RD                    PE_address      Tunnel_address  Tunnel mode VXLAN ID 

1:10                  1.1.1.1         1.1.1.1         VXLAN       10 

1:10                  3.3.3.3         3.3.3.3         VXLAN-DCI   10 

# Verify that the VXLAN and VXLAN-DCI tunnels on the ED are up. 
[SwitchB] display interface tunnel 

Tunnel0 

Current state: UP 

Line protocol state: UP 

Description: Tunnel0 Interface 
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Bandwidth: 64kbps 

Maximum transmission unit: 64000 

Internet protocol processing: Disabled 

Last clearing of counters: Never 

Tunnel source 2.2.2.2, destination 1.1.1.1 

Tunnel protocol/transport UDP_VXLAN/IP 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

 

Tunnel1 

Current state: UP 

Line protocol state: UP 

Description: Tunnel1 Interface 

Bandwidth: 64kbps 

Maximum transmission unit: 64000 

Internet protocol processing: Disabled 

Last clearing of counters: Never 

Tunnel source 2.2.2.2, destination 3.3.3.3 

Tunnel protocol/transport UDP_VXLAN-DCI/IP 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

# Verify that the VXLAN and VXLAN-DCI tunnels have been assigned to the VXLAN. 
[SwitchB] display l2vpn vsi name vpna verbose 

VSI Name: vpna 

  VSI Index               : 0 

  VSI State               : Up 

  MTU                     : 1500 

  Bandwidth               : - 

  Broadcast Restrain      : 5120 kbps 

  Multicast Restrain      : 5120 kbps 

  Unknown Unicast Restrain: 5120 kbps 

  MAC Learning            : Enabled 

  MAC Table Limit         : - 

  MAC Learning rate       : - 

  Drop Unknown            : - 

  Flooding                : Enabled 

  Statistics              : Disabled 

  VXLAN ID                : 10 

  Tunnels: 

    Tunnel Name          Link ID    State    Type        Flood proxy 

    Tunnel0              0x5000000  UP       Auto        Disabled 

    Tunnel1              0x5000001  UP       Auto        Disabled 

# Verify that the ED has generated EVPN MAC address entries for the VMs.  
[SwitchB] display evpn route mac 
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Flags: D - Dynamic   B - BGP   G - Gateway   L - Local active   M - Mapping 

 

VSI name: vpna 

MAC address     Link ID/Name    Flags   Next hop 

0001-0001-0011  Tunnel0         B       1.1.1.1 

0001-0001-0033  Tunnel1         B       3.3.3.3 

2. Verify that VM 1 and VM 2 can communicate. (Details not shown.) 

EVPN-DCI intermediate VXLAN mapping configuration example 

Network requirements 
As shown in Figure 6: 
• Configure VXLAN 10 on VTEP Switch A and ED Switch B, and configure VXLAN 30 on VTEP 

Switch D and ED Switch C. 
• Configure intermediate VXLAN mapping for VXLAN 10 and VXLAN 30 to have Layer 2 

connectivity: 
 Map VXLAN 10 to intermediate VXLAN 500 on Switch B. 
 Map VXLAN 30 to intermediate VXLAN 500 on Switch C. 

Figure 6 Network diagram 

 
 

Configuration procedure 
1. Configure IP addresses and unicast routing settings: 

# Assign IP addresses to interfaces, as shown in Figure 6. (Details not shown.) 
# Configure OSPF on the transport network for the switches to reach one another. (Details not 
shown.) 

2. Configure Switch A: 
# Enable L2VPN. 
<SwitchA> system-view 

[SwitchA] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchA] vxlan tunnel mac-learning disable 
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# Create VXLAN 10 on VSI vpna. 
[SwitchA] vsi vpna 

[SwitchA-vsi-vpna] vxlan 10 

[SwitchA-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD 
and a route target for the EVPN instance. 
[SwitchA-vsi-vpna] evpn encapsulation vxlan 

[SwitchA-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchA-vsi-vpna-evpn-vxlan] vpn-target auto 

[SwitchA-vsi-vpna-evpn-vxlan] quit 

[SwitchA-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. 
[SwitchA] bgp 100 

[SwitchA-bgp-default] peer 2.2.2.2 as-number 100 

[SwitchA-bgp-default] peer 2.2.2.2 connect-interface loopback 0 

[SwitchA-bgp-default] address-family l2vpn evpn 

[SwitchA-bgp-default-evpn] peer 2.2.2.2 enable 

[SwitchA-bgp-default-evpn] quit 

[SwitchA-bgp-default] quit 

# On Ten-GigabitEthernet 1/0/1, create Ethernet service instance 1000 to match VLAN 100. 
[SwitchA] interface ten-gigabitethernet 1/0/1 

[SwitchA-Ten-GigabitEthernet1/0/1] service-instance 1000 

[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] encapsulation s-vid 100 

# Map Ethernet service instance 1000 to VSI vpna. 
[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] xconnect vsi vpna 

[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] quit 

3. Configure Switch B: 
# Enable L2VPN. 
<SwitchB> system-view 

[SwitchB] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchB] vxlan tunnel mac-learning disable 

# Enable DCI on Ten-GigabitEthernet 1/0/1 for Switch B to establish a VXLAN-DCI tunnel with 
Switch C. 
[SwitchB] interface ten-gigabitethernet 1/0/1 

[SwitchB-Ten-GigabitEthernet1/0/1] dci enable 

[SwitchB-Ten-GigabitEthernet1/0/1] quit 

# Create VXLAN 10 on VSI vpna. 
[SwitchB] vsi vpna 

[SwitchB-vsi-vpna] vxlan 10 

[SwitchB-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD 
and a route target for the EVPN instance. 
[SwitchB-vsi-vpna] evpn encapsulation vxlan 

[SwitchB-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchB-vsi-vpna-evpn-vxlan] vpn-target auto 

# Map local VXLAN 10 to intermediate VXLAN 500. 
[SwitchB-vsi-vpna-evpn-vxlan] mapping vni 500 
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[SwitchB-vsi-vpna-evpn-vxlan] quit 

[SwitchB-vsi-vpna] quit 

# Create VXLAN 500 on VSI vpnb. The switch will replace the VXLAN ID of VXLAN 10's traffic 
with VXLAN ID 500 when performing Layer 2 forwarding. 
[SwitchB] vsi vpnb 

[SwitchB-vsi-vpnb] vxlan 500 

[SwitchB-vsi-vpnb-vxlan-500] quit 

# Create an EVPN instance on VSI vpnb. Configure the switch to automatically generate an RD, 
and manually configure a route target for the EVPN instance. 
[SwitchB-vsi-vpnb] evpn encapsulation vxlan 

[SwitchB-vsi-vpnb-evpn-vxlan] route-distinguisher auto 

[SwitchB-vsi-vpnb-evpn-vxlan] vpn-target 123:456 

[SwitchB-vsi-vpnb-evpn-vxlan] quit 

[SwitchB-vsi-vpnb] quit 

# Configure BGP to advertise EVPN routes. Enable nexthop replacement for routes advertised 
to Switch A, and enable router MAC replacement for routes advertised to and received from 
Switch C. 
[SwitchB] bgp 100 

[SwitchB-bgp-default] peer 3.3.3.3 as-number 200 

[SwitchB-bgp-default] peer 3.3.3.3 connect-interface loopback 0 

[SwitchB-bgp-default] peer 3.3.3.3 ebgp-max-hop 64 

[SwitchB-bgp-default] peer 1.1.1.1 as-number 100 

[SwitchB-bgp-default] peer 1.1.1.1 connect-interface loopback 0 

[SwitchB-bgp-default] address-family l2vpn evpn 

[SwitchB-bgp-default-evpn] peer 3.3.3.3 enable 

[SwitchB-bgp-default-evpn] peer 3.3.3.3 router-mac-local 

[SwitchB-bgp-default-evpn] peer 1.1.1.1 enable 

[SwitchB-bgp-default-evpn] peer 1.1.1.1 next-hop-local 

[SwitchB-bgp-default-evpn] quit 

[SwitchB-bgp-default] quit 

4. Configure Switch C: 
# Enable L2VPN. 
<SwitchC> system-view 

[SwitchC] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchC] vxlan tunnel mac-learning disable 

# Enable DCI on Ten-GigabitEthernet 1/0/1 for Switch C to establish a VXLAN-DCI tunnel with 
Switch B.  
[SwitchC] interface ten-gigabitethernet 1/0/1 

[SwitchC-Ten-GigabitEthernet1/0/1] dci enable 

[SwitchC-Ten-GigabitEthernet1/0/1] quit 

# Create VXLAN 30 on VSI vpna. 
[SwitchC] vsi vpna 

[SwitchC-vsi-vpna] vxlan 30 

[SwitchC-vsi-vpna-vxlan-30] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD 
and a route target for the EVPN instance. 
[SwitchC-vsi-vpna] evpn encapsulation vxlan 

[SwitchC-vsi-vpna-evpn-vxlan] route-distinguisher auto 
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[SwitchC-vsi-vpna-evpn-vxlan] vpn-target auto 

# Map local VXLAN 30 to intermediate VXLAN 500. 
[SwitchC-vsi-vpna-evpn-vxlan] mapping vni 500 

[SwitchC-vsi-vpna-evpn-vxlan] quit 

[SwitchC-vsi-vpna] quit 

# Create VXLAN 500 on VSI vpnb. The switch will replace the VXLAN ID of VXLAN 30's traffic 
with VXLAN ID 500 when performing Layer 2 forwarding. 
[SwitchC] vsi vpnb 

[SwitchC-vsi-vpnb] vxlan 500 

[SwitchC-vsi-vpnb-vxlan-500] quit 

# Create an EVPN instance on VSI vpnb. Configure the switch to automatically generate an RD, 
and manually configure a route target for the EVPN instance. 
[SwitchC-vsi-vpnb] evpn encapsulation vxlan 

[SwitchC-vsi-vpnb-evpn-vxlan] route-distinguisher auto 

[SwitchC-vsi-vpnb-evpn-vxlan] vpn-target 123:456 

[SwitchC-vsi-vpnb-evpn-vxlan] quit 

[SwitchC-vsi-vpnb] quit 

# Configure BGP to advertise EVPN routes. Enable nexthop replacement for routes advertised 
to Switch D, and enable router MAC replacement for routes advertised to and received from 
Switch B. 
[SwitchC] bgp 200 

[SwitchC-bgp-default] peer 2.2.2.2 as-number 100 

[SwitchC-bgp-default] peer 2.2.2.2 connect-interface loopback 0 

[SwitchC-bgp-default] peer 2.2.2.2 ebgp-max-hop 64 

[SwitchC-bgp-default] peer 4.4.4.4 as-number 200 

[SwitchC-bgp-default] peer 4.4.4.4 connect-interface loopback 0 

[SwitchC-bgp-default] address-family l2vpn evpn 

[SwitchC-bgp-default-evpn] peer 2.2.2.2 enable 

[SwitchC-bgp-default-evpn] peer 2.2.2.2 router-mac-local  

[SwitchC-bgp-default-evpn] peer 4.4.4.4 enable 

[SwitchC-bgp-default-evpn] peer 4.4.4.4 next-hop-local 

[SwitchC-bgp-default-evpn] quit 

[SwitchC-bgp-default] quit 

5. Configure Switch D: 
# Enable L2VPN. 
<SwitchD> system-view 

[SwitchD] l2vpn enable 

# Disable remote MAC address learning. 
[SwitchD] vxlan tunnel mac-learning disable 

# Create VXLAN 30 on VSI vpna. 
[SwitchD] vsi vpna 

[SwitchD-vsi-vpna] vxlan 30 

[SwitchD-vsi-vpna-vxlan-30] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD 
and a route target for the EVPN instance. 
[SwitchD-vsi-vpna] evpn encapsulation vxlan 

[SwitchD-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchD-vsi-vpna-evpn-vxlan] vpn-target auto 
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[SwitchD-vsi-vpna-evpn-vxlan] quit 

[SwitchD-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. 
[SwitchD] bgp 200 

[SwitchD-bgp-default] peer 3.3.3.3 as-number 200 

[SwitchD-bgp-default] peer 3.3.3.3 connect-interface Loopback 0 

[SwitchD-bgp-default] address-family l2vpn evpn 

[SwitchD-bgp-default-evpn] peer 3.3.3.3 enable 

[SwitchD-bgp-default-evpn] quit 

[SwitchD-bgp-default] quit 

# On Ten-GigabitEthernet 1/0/1, create Ethernet service instance 1000 to match VLAN 200. 
[SwitchD] interface ten-gigabitethernet 1/0/1 

[SwitchD-Ten-GigabitEthernet1/0/1] service-instance 1000 

[SwitchD-Ten-GigabitEthernet1/0/1-srv1000] encapsulation s-vid 200 

# Map Ethernet service instance 1000 to VSI vpna. 
[SwitchD-Ten-GigabitEthernet1/0/1-srv1000] xconnect vsi vpna 

[SwitchD-Ten-GigabitEthernet1/0/1-srv1000] quit 

Verifying the configuration 
1. Verify the configuration on EDs. (This example uses Switch B.) 

# Verify that the ED has discovered Switch A and Switch C through IMET routes and has 
established VXLAN and VXLAN-DCI tunnels to the switches. 
[SwitchB] display evpn auto-discovery imet 

Total number of automatically discovered peers: 2 

 

VSI name: vpna 

RD                    PE_address      Tunnel_address  Tunnel mode VXLAN ID 

1:10                  1.1.1.1         1.1.1.1         VXLAN       10 

1:500                 3.3.3.3         3.3.3.3         VXLAN-DCI   500 

# Verify that the VXLAN and VXLAN-DCI tunnels on the ED are up. 
[SwitchB] display interface tunnel 

Tunnel0 

Current state: UP 

Line protocol state: UP 

Description: Tunnel0 Interface 

Bandwidth: 64kbps 

Maximum transmission unit: 64000 

Internet protocol processing: Disabled 

Last clearing of counters: Never 

Tunnel source 2.2.2.2, destination 1.1.1.1 

Tunnel protocol/transport UDP_VXLAN/IP 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

 

Tunnel1 

Current state: UP 
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Line protocol state: UP 

Description: Tunnel1 Interface 

Bandwidth: 64kbps 

Maximum transmission unit: 64000 

Internet protocol processing: Disabled 

Last clearing of counters: Never 

Tunnel source 2.2.2.2, destination 3.3.3.3 

Tunnel protocol/transport UDP_VXLAN-DCI/IP 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

# Verify that the VXLAN and VXLAN-DCI tunnels have been assigned to VXLAN 10, and that no 
tunnels are assigned to intermediate VXLAN 500. 
[SwitchB] display l2vpn vsi verbose 

VSI Name: vpna 

  VSI Index               : 0 

  VSI State               : Up 

  MTU                     : 1500 

  Bandwidth               : - 

  Broadcast Restrain      : 5120 kbps 

  Multicast Restrain      : 5120 kbps 

  Unknown Unicast Restrain: 5120 kbps 

  MAC Learning            : Enabled 

  MAC Table Limit         : - 

  MAC Learning rate       : - 

  Drop Unknown            : - 

  Flooding                : Enabled 

  Statistics              : Disabled 

  VXLAN ID                : 10 

  Tunnels: 

    Tunnel Name          Link ID    State    Type        Flood proxy 

    Tunnel0              0x5000000  UP       Auto        Disabled 

    Tunnel1              0x5000001  UP       Auto        Disabled 

 

VSI Name: vpnb 

  VSI Index               : 1 

  VSI State               : Up 

  MTU                     : 1500 

  Bandwidth               : - 

  Broadcast Restrain      : 5120 kbps 

  Multicast Restrain      : 5120 kbps 

  Unknown Unicast Restrain: 5120 kbps 

  MAC Learning            : Enabled 

  MAC Table Limit         : - 

  MAC Learning rate       : - 

  Drop Unknown            : - 

  Flooding                : Enabled 

  Statistics              : Disabled 
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  VXLAN ID                : 500 

# Verify that the ED has generate EVPN MAC address entries for the VMs, and the remote 
MAC address entry has the M flag.  
[SwitchB] display evpn route mac 

Flags: D - Dynamic   B - BGP   G - Gateway   L - Local active   M - Mapping 

 

VSI name: vpna 

MAC address     Link ID/Name    Flags   Next hop 

0001-0001-0011  Tunnel0         B       1.1.1.1 

0001-0001-0033  Tunnel1         BM      3.3.3.3 

2. Verify that VM 1 and VM 2 can communicate. (Details not shown.) 

EVPN-DCI Layer 3 communication configuration example 

Network requirements 
As shown in Figure 7: 
• Configure VXLAN 10 for data center 1, and configure VXLAN 20 for data center 2. 
• Configure Switch A and Switch D as distributed EVPN gateways to perform Layer 3 forwarding 

between VXLAN 10 and VXLAN 20. 
• Configure Switch B and Switch C as EDs. 

Figure 7 Network diagram 

 
 

Configuration procedure 
1. Configure IP addresses and unicast routing settings: 

# On VM 1, specify 10.1.1.1 as the gateway address. On VM 2, specify 10.1.2.1 as the gateway 
address. (Details not shown.) 
# Assign IP addresses to interfaces, as shown in Figure 7. (Details not shown.) 
# Configure OSPF on the transport network for the switches to reach one another. (Details not 
shown.) 

2. Configure Switch A: 
# Enable L2VPN. 
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<SwitchA> system-view 

[SwitchA] l2vpn enable 

# Disable remote MAC address learning and remote ARP learning.  
[SwitchA] vxlan tunnel mac-learning disable 

[SwitchA] vxlan tunnel arp-learning disable 

# Create VXLAN 10 on VSI vpna. 
[SwitchA] vsi vpna 

[SwitchA-vsi-vpna] vxlan 10 

[SwitchA-vsi-vpna-vxlan-10] quit 

# Create an EVPN instance on VSI vpna. Configure the switch to automatically generate an RD 
and a route target for the EVPN instance. 
[SwitchA-vsi-vpna] evpn encapsulation vxlan 

[SwitchA-vsi-vpna-evpn-vxlan] route-distinguisher auto 

[SwitchA-vsi-vpna-evpn-vxlan] vpn-target auto 

[SwitchA-vsi-vpna-evpn-vxlan] quit 

[SwitchA-vsi-vpna] quit 

# Configure BGP to advertise EVPN routes. 
[SwitchA] bgp 100 

[SwitchA-bgp-default] peer 2.2.2.2 as-number 100 

[SwitchA-bgp-default] peer 2.2.2.2 connect-interface loopback 0 

[SwitchA-bgp-default] address-family l2vpn evpn 

[SwitchA-bgp-default-evpn] peer 2.2.2.2 enable 

[SwitchA-bgp-default-evpn] quit 

[SwitchA-bgp-default] quit 

# On Ten-GigabitEthernet 1/0/1, create Ethernet service instance 1000 to match VLAN 100. 
[SwitchA] interface ten-gigabitethernet 1/0/1 

[SwitchA-Ten-GigabitEthernet1/0/1] service-instance 1000 

[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] encapsulation s-vid 100 

# Map Ethernet service instance 1000 to VSI vpna. 
[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] xconnect vsi vpna 

[SwitchA-Ten-GigabitEthernet1/0/1-srv1000] quit 

# Configure RD and route target settings for VPN instance vpn1. 
[SwitchA] ip vpn-instance vpn1 

[SwitchA-vpn-instance-vpn1] route-distinguisher 1:1 

[SwitchA-vpn-instance-vpn1] address-family ipv4 

[SwitchA-vpn-ipv4-vpn1] vpn-target 2:2 

[SwitchA-vpn-ipv4-vpn1] quit 

[SwitchA-vpn-instance-vpn1] address-family evpn 

[SwitchA-vpn-evpn-vpn1] vpn-target 1:1 

[SwitchA-vpn-evpn-vpn1] quit 

[SwitchA-vpn-instance-vpn1] quit 

# Configure VSI-interface 1 as a distributed gateway. 
[SwitchA] interface vsi-interface 1 

[SwitchA-Vsi-interface1] ip binding vpn-instance vpn1 

[SwitchA-Vsi-interface1] ip address 10.1.1.1 255.255.255.0 

[SwitchA-Vsi-interface1] mac-address 1-1-1 

[SwitchA-Vsi-interface1] distributed-gateway local 

[SwitchA-Vsi-interface1] quit 
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# Create VSI-interface 2. Associate VSI-interface 2 with VPN instance vpn1, and configure the 
L3 VXLAN ID as 1000 for the VPN instance. 
[SwitchA] interface vsi-interface 2 

[SwitchA-Vsi-interface2] ip binding vpn-instance vpn1 

[SwitchA-Vsi-interface2] l3-vni 1000 

[SwitchA-Vsi-interface2] quit 

# Specify VSI-interface 1 as the gateway interface for VSI vpna.  
[SwitchA] vsi vpna 

[SwitchA-vsi-vpna] gateway vsi-interface 1 

[SwitchA-vsi-vpna] quit 

3. Configure Switch B: 
# Enable L2VPN. 
<SwitchB> system-view 

[SwitchB] l2vpn enable 

# Disable remote MAC address learning and remote ARP learning. 
[SwitchB] vxlan tunnel mac-learning disable 

[SwitchB] vxlan tunnel arp-learning disable 

# Enable DCI on Ten-GigabitEthernet 1/0/1 for Switch B to establish a VXLAN-DCI tunnel with 
Switch C. 
[SwitchB] interface ten-gigabitethernet 1/0/1 

[SwitchB-Ten-GigabitEthernet1/0/1] dci enable 

[SwitchB-Ten-GigabitEthernet1/0/1] quit 

# Configure BGP to advertise EVPN routes. Enable nexthop replacement for routes advertised 
to Switch A, and enable router MAC replacement for routes advertised to and received from 
Switch C.  
[SwitchB] bgp 100 

[SwitchB-bgp-default] peer 3.3.3.3 as-number 200 

[SwitchB-bgp-default] peer 3.3.3.3 connect-interface loopback 0 

[SwitchB-bgp-default] peer 3.3.3.3 ebgp-max-hop 64 

[SwitchB-bgp-default] peer 1.1.1.1 as-number 100 

[SwitchB-bgp-default] peer 1.1.1.1 connect-interface loopback 0 

[SwitchB-bgp-default] address-family l2vpn evpn 

[SwitchB-bgp-default-evpn] peer 3.3.3.3 enable 

[SwitchB-bgp-default-evpn] peer 3.3.3.3 router-mac-local  

[SwitchB-bgp-default-evpn] peer 1.1.1.1 enable 

[SwitchB-bgp-default-evpn] peer 1.1.1.1 next-hop-local 

[SwitchB-bgp-default-evpn] quit 

[SwitchB-bgp-default] quit 

# Configure RD and route target settings for VPN instance vpn1. 
[SwitchB] ip vpn-instance vpn1 

[SwitchB-vpn-instance-vpn1] route-distinguisher 1:2 

[SwitchB-vpn-instance-vpn1] address-family ipv4 

[SwitchB-vpn-ipv4-vpn1] vpn-target 2:2 

[SwitchB-vpn-ipv4-vpn1] quit 

[SwitchB-vpn-instance-vpn1] address-family evpn 

[SwitchB-vpn-evpn-vpn1] vpn-target 1:1 

[SwitchB-vpn-evpn-vpn1] quit 

[SwitchB-vpn-instance-vpn1] quit 
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# Create VSI-interface 2. Associate VSI-interface 2 with VPN instance vpn1, and configure the 
L3 VXLAN ID as 1000 for the VPN instance. 
[SwitchB] interface vsi-interface 2 

[SwitchB-Vsi-interface2] ip binding vpn-instance vpn1 

[SwitchB-Vsi-interface2] l3-vni 1000 

[SwitchB-Vsi-interface2] quit 

4. Configure Switch C: 
# Enable L2VPN. 
<SwitchC> system-view 

[SwitchC] l2vpn enable 

# Disable remote MAC address learning and remote ARP learning. 
[SwitchC] vxlan tunnel mac-learning disable 

[SwitchC] vxlan tunnel arp-learning disable 

# Enable DCI on Ten-GigabitEthernet 1/0/1 for Switch C to establish a VXLAN-DCI tunnel with 
Switch B. 
[SwitchC] interface ten-gigabitethernet 1/0/1 

[SwitchC-Ten-GigabitEthernet1/0/1] dci enable 

[SwitchC-Ten-GigabitEthernet1/0/1] quit 

# Configure BGP to advertise EVPN routes. Enable nexthop replacement for routes advertised 
to Switch D, and enable router MAC replacement for routes advertised to and received from 
Switch B. 
[SwitchC] bgp 200 

[SwitchC-bgp-default] peer 2.2.2.2 as-number 100 

[SwitchC-bgp-default] peer 2.2.2.2 connect-interface Loopback 0 

[SwitchC-bgp-default] peer 2.2.2.2 ebgp-max-hop 64 

[SwitchC-bgp-default] peer 4.4.4.4 as-number 200 

[SwitchC-bgp-default] peer 4.4.4.4 connect-interface Loopback 0 

[SwitchC-bgp-default] address-family l2vpn evpn 

[SwitchC-bgp-default-evpn] peer 2.2.2.2 enable 

[SwitchC-bgp-default-evpn] peer 2.2.2.2 router-mac-local  

[SwitchC-bgp-default-evpn] peer 4.4.4.4 enable 

[SwitchC-bgp-default-evpn] peer 4.4.4.4 next-hop-local 

[SwitchC-bgp-default-evpn] quit 

[SwitchC-bgp-default] quit 

# Configure RD and route target settings for VPN instance vpn1. 
[SwitchC] ip vpn-instance vpn1 

[SwitchC-vpn-instance-vpn1] route-distinguisher 1:3 

[SwitchC-vpn-instance-vpn1] address-family ipv4 

[SwitchC-vpn-ipv4-vpn1] vpn-target 2:2 

[SwitchC-vpn-ipv4-vpn1] quit 

[SwitchC-vpn-instance-vpn1] address-family evpn 

[SwitchC-vpn-evpn-vpn1] vpn-target 1:1 

[SwitchC-vpn-evpn-vpn1] quit 

[SwitchC-vpn-instance-vpn1] quit 

# Create VSI-interface 2. Associate VSI-interface 2 with VPN instance vpn1, and configure the 
L3 VXLAN ID as 1000 for the VPN instance. 
[SwitchC] interface vsi-interface 2 

[SwitchC-Vsi-interface2] ip binding vpn-instance vpn1 

[SwitchC-Vsi-interface2] l3-vni 1000 
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[SwitchC-Vsi-interface2] quit 

5. Configure Switch D: 
# Enable L2VPN. 
<SwitchD> system-view 

[SwitchD] l2vpn enable 

# Disable remote MAC address learning and remote ARP learning. 
[SwitchD] vxlan tunnel mac-learning disable 

[SwitchD] vxlan tunnel arp-learning disable 

# Create an EVPN instance on VSI vpnb. Configure the switch to automatically generate an RD 
and a route target for the EVPN instance. 
[SwitchD] vsi vpnb 

[SwitchD-vsi-vpnb] evpn encapsulation vxlan 

[SwitchD-vsi-vpnb-evpn-vxlan] route-distinguisher auto 

[SwitchD-vsi-vpnb-evpn-vxlan] vpn-target auto 

[SwitchD-vsi-vpnb-evpn-vxlan] quit 

# Create VXLAN 20 on VSI vpnb. 
[SwitchD-vsi-vpnb] vxlan 20 

[SwitchD-vsi-vpnb-vxlan-20] quit 

[SwitchD-vsi-vpnb] quit 

# Configure BGP to advertise EVPN routes. 
[SwitchD] bgp 200 

[SwitchD-bgp-default] peer 3.3.3.3 as-number 200 

[SwitchD-bgp-default] peer 3.3.3.3 connect-interface Loopback 0 

[SwitchD-bgp-default] address-family l2vpn evpn 

[SwitchD-bgp-default-evpn] peer 3.3.3.3 enable 

[SwitchD-bgp-default-evpn] quit 

[SwitchD-bgp-default] quit 

# On Ten-GigabitEthernet 1/0/1, create Ethernet service instance 3000 to match VLAN 3. 
[SwitchD] interface ten-gigabitethernet 1/0/1 

[SwitchD-Ten-GigabitEthernet1/0/1] service-instance 3000 

[SwitchD-Ten-GigabitEthernet1/0/1-srv3000] encapsulation s-vid 3 

# Map Ethernet service instance 3000 to VSI vpnb. 
[SwitchD-Ten-GigabitEthernet1/0/1-srv3000] xconnect vsi vpnb 

[SwitchD-Ten-GigabitEthernet1/0/1-srv3000] quit 

# Configure RD and route target settings for VPN instance vpn1. 
[SwitchD] ip vpn-instance vpn1 

[SwitchD-vpn-instance-vpn1] route-distinguisher 1:4 

[SwitchD-vpn-instance-vpn1] address-family ipv4 

[SwitchD-vpn-ipv4-vpn1] vpn-target 2:2 

[SwitchD-vpn-ipv4-vpn1] quit 

[SwitchD-vpn-instance-vpn1] address-family evpn 

[SwitchD-vpn-evpn-vpn1] vpn-target 1:1 

[SwitchD-vpn-evpn-vpn1] quit 

[SwitchD-vpn-instance-vpn1] quit 

# Configure VSI-interface 1 as a distributed gateway. 
[SwitchD] interface vsi-interface 1 

[SwitchD-Vsi-interface1] ip binding vpn-instance vpn1 

[SwitchD-Vsi-interface1] ip address 10.1.2.1 255.255.255.0 
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[SwitchD-Vsi-interface1] mac-address 1-2-1 

[SwitchD-Vsi-interface1] distributed-gateway local 

[SwitchD-Vsi-interface1] quit 

# Create VSI-interface 2. Associate VSI-interface 2 with VPN instance vpn1, and configure the 
L3 VXLAN ID as 1000 for the VPN instance. 
[SwitchD] interface vsi-interface 2 

[SwitchD-Vsi-interface2] ip binding vpn-instance vpn1 

[SwitchD-Vsi-interface2] l3-vni 1000 

[SwitchD-Vsi-interface2] quit 

# Specify VSI-interface 1 as the gateway interface for VSI vpnb.  
[SwitchD] vsi vpnb 

[SwitchD-vsi-vpnb] gateway vsi-interface 1 

[SwitchD-vsi-vpnb] quit 

Verifying the configuration 
1. Verify the configuration on EDs. (This example uses Switch B.) 

# Verify that the ED has discovered Switch A and Switch C through MAC/IP advertisement 
routes and IP prefix advertisement routes, and has established VXLAN and VXLAN-DCI 
tunnels to the switches. 
[SwitchB] display evpn auto-discovery macip-prefix 

Destination IP  Source IP       L3VNI           Tunnel mode OutInterface 

1.1.1.1         2.2.2.2         1000            VXLAN       Vsi-interface2 

3.3.3.3         2.2.2.2         1000            VXLAN-DCI   Vsi-interface2 

# Verify that the VXLAN and VXLAN-DCI tunnels on the ED are up. 
[SwitchB] display interface tunnel 

Tunnel0 

Current state: UP 

Line protocol state: UP 

Description: Tunnel0 Interface 

Bandwidth: 64kbps 

Maximum transmission unit: 64000 

Internet protocol processing: Disabled 

Last clearing of counters: Never 

Tunnel source 2.2.2.2, destination 1.1.1.1 

Tunnel protocol/transport UDP_VXLAN/IP 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

 

Tunnel1 

Current state: UP 

Line protocol state: UP 

Description: Tunnel1 Interface 

Bandwidth: 64kbps 

Maximum transmission unit: 64000 

Internet protocol processing: Disabled 

Last clearing of counters: Never 

Tunnel source 2.2.2.2, destination 3.3.3.3 
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Tunnel protocol/transport UDP_VXLAN-DCI/IP 

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 

Input: 0 packets, 0 bytes, 0 drops 

Output: 0 packets, 0 bytes, 0 drops 

# Verify that the ED has EVPN ARP entries and EVPN routes for the VMs.  
[SwitchB] display arp vpn-instance vpn1 

  Type: S  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 

IP address      MAC address    VID        Interface/Link ID        Aging Type 

1.1.1.1         0031-1900-0000 0          Tunnel0                  N/A   R 

3.3.3.3         0031-3900-0000 0          Tunnel1                  N/A   R 

[SwitchB] display ip routing-table vpn-instance vpn1 

Destinations : 4        Routes : 4 

Destination/Mask   Proto   Pre Cost        NextHop         Interface 

10.1.1.0/24        BGP     255 0           1.1.1.1         Vsi2 

10.1.1.11/32       BGP     255 0           1.1.1.1         Vsi2 

10.1.2.0/24        BGP     255 0           3.3.3.3         Vsi2 

10.1.2.22/32       BGP     255 0           3.3.3.3         Vsi2 

2. Verify that VM 1 and VM 2 can communicate. (Details not shown.) 

Command reference 

dci enable 

Use dci enable to enable DCI on an interface. 

Use undo dci enable to disable DCI on an interface. 

Syntax 
dci enable 

undo dci enable 

Default 
DCI is disabled on an interface. 

Views 
Interface view 

Predefined user roles 
network-admin 

Usage guidelines 
For EDs to automatically establish VXLAN-DCI tunnels, you must enable DCI on the Layer 2 
Ethernet interfaces that connect the EDs. If DCI is disabled on the Layer 2 Ethernet interfaces, EDs 
establish VXLAN tunnels. 

Subinterfaces of a DCI-enabled interface inherit configuration of the interface. 

Examples 
# Enable DCI on Ten-GigabitEthernet 1/0/1. 
<Sysname> system-view  

[Sysname] interface ten-gigabitethernet 1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] dci enable 
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mapping vni 

Use mapping vni to map a local VXLAN to a remote VXLAN.  

Use undo mapping vni to restore the default. 

Syntax 
mapping vni vxlan-id 

undo mapping vni 

Default 
A local VXLAN is not mapped to any remote VXLAN. 

Views 
EVPN instance view 

Predefined user roles 
network-admin 

Parameters 
vxlan-id: Specifies a remote VXLAN ID in the range of 0 to 16777215. 

Usage guidelines 
The VXLAN mapping feature provides Layer 2 connectivity for a tenant subnet that uses different 
VXLAN IDs in multiple data centers.  

VXLAN mapping includes the following types: 
• Non-intermediate VXLAN mapping—When two data centers use different VXLAN IDs for a 

subnet, map the local VXLAN to the remote VXLAN on the ED of one data center. For example, 
for VXLAN 10 of data center 1 to communicate with VXLAN 20 of data center 2, map VXLAN 10 
to VXLAN 20 on the ED of data center 1. 

• Intermediate VXLAN mapping—When multiple data centers use different VXLAN IDs for a 
subnet, map the VXLANs to an intermediate VXLAN on all EDs. For example, data center 1 
uses VXLAN 10, data center 2 uses VXLAN 20, and data center 3 uses VXLAN 30. To provide 
connectivity for the VXLANs, map them to intermediate VXLAN 500 on EDs of the data centers. 
You must use intermediate VXLAN mapping if more than two data centers use different VXLAN 
IDs. 

You must create mapped remote VXLANs on the device, create an EVPN instance for each remote 
VXLAN, and configure RD and route target settings for the EVPN instances. 

Examples 
# Map local VXLAN 100 to remote VXLAN 200. 
<Sysname> system-view 

[Sysname] vsi aaa 

[Sysname-vsi-aaa] vxlan 100 

[Sysname-vsi-aaa-vxlan-100] quit 

[Sysname-vsi-aaa] evpn encapsulation vxlan 

[Sysname-vsi-aaa-evpn-vxlan] mapping vni 200 

peer router-mac-local 

Use peer router-mac-local to enable route router MAC replacement for a peer or peer group.  

Use undo peer router-mac-local to cancel route router MAC replacement configuration for a peer 
or peer group.  
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Syntax 
peer { group-name | ipv4-address [ mask-length ] } router-mac-local 

undo peer { group-name | ipv4-address [ mask-length ] } router-mac-local 

Default 
The device does not modify the router MAC address of routes before advertising the routes. 

Views 
BGP EVPN address family view 

Predefined user roles 
network-admin 

Parameters 
group-name: Specifies a peer group by its name, a case-sensitive string of 1 to 47 characters. The 
peer group must exist. 

ipv4-address: Specifies a peer by its IPv4 address. The peer must exist. 

mask-length: Specifies a mask length in the range of 0 to 32. To specify a subnet, you must specify 
both the ipv4-address and mask-length arguments  

Usage guidelines 
This command enables an ED to use its router MAC address to replace the router MAC address of 
routes received from and advertised to a peer or peer group in the local data center. The router MAC 
replacement process is as follows: 
• For routes received from the peer or peer group, the ED performs router MAC replacement and 

advertises the routes to remote EDs. 
• For routes received from a remote data center, the ED performs router MAC replacement and 

advertises the routes to the peer or peer group. 

Examples 
# In BGP EVPN address family view, enable route router MAC replacement for peer 1.1.1.1. 
<Sysname> system-view 

[Sysname] bgp 100 

[Sysname-bgp-default] address-family l2vpn evpn 

[Sysname-bgp-default-evpn] peer 1.1.1.1 router-mac-local 

New feature: EVPN support for communication between 
private and public networks 

Overview 
A distributed EVPN gateway uses the public instance to perform Layer 3 forwarding for the public 
network and to enable communication between private and public networks. The public instance is 
similar to a VPN instance. For the public instance to work correctly, you must configure an RD, an L3 
VXLAN ID, and route targets for it. If a VSI interface is not associated with any VPN instance, the VSI 
interface belongs to the public instance. 
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Configuring the public instance 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create the public instance 
and enter its view. ip public-instance By default, the public instance 

does not exist. 

3. Configure an RD for the 
public instance. 

route-distinguisher 
route-distinguisher 

By default, no RD is configured for 
the public instance. 

4. Configure an L3 VXLAN ID 
for the public instance. l3-vni vxlan-id 

By default, the public instance 
does not have an L3 VXLAN ID. 
The public instance can have only 
one L3 VXLAN ID. If multiple L3 
VXLAN IDs are configured for the 
public instance, the public 
instance uses the lowest one. To 
view the L3 VXLAN ID of the 
public instance, use the display 
evpn routing-table command. 

5. Enter IPv4 VPN view or 
EVPN view. 

• Enter IPv4 VPN view: 
address-family ipv4 

• Enter EVPN view: 
address-family evpn 

N/A 

6. Configure route target 
attributes for EVPN. 

vpn-target vpn-target&<1-8> 
[ both | export-extcommunity | 
import-extcommunity ] 

By default, EVPN does not have 
route target attributes on the 
public instance. 
Make sure the following 
requirements are met: 
• The import targets of an 

EVPN instance do not match 
the export targets of the 
public instance. 

• The export targets of an 
EVPN instance do not match 
the import targets of the 
public instance. 

7. Return to public instance 
view. quit N/A 

8. Return to system view. quit N/A 

9. Create a VSI interface and 
enter its view. 

interface vsi-interface 
vsi-interface-id By default, no VSI interfaces exist.

10. Configure an L3 VXLAN ID 
for the VSI interface. l3-vni vxlan-id 

By default, no L3 VXLAN ID is 
configured for a VSI interface. 
Make sure the VSI interface and 
the public instance use the same 
L3 VXLAN ID. 

 

Command reference 

address-family evpn (public instance view) 

Use address-family evpn to enter EVPN view of the public instance. 
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Use undo address-family evpn to delete all settings in EVPN view of the public instance. 

Syntax 
address-family evpn 

undo address-family evpn 

Views 
Public instance view 

Predefined user roles 
network-admin 

Usage guidelines 
You can configure EVPN settings such as route targets in EVPN view of the public instance. 

Examples 
# Enter EVPN view of the public instance. 
<Sysname> system-view 

[Sysname] ip public-instance 

[Sysname-public-instance] address-family evpn 

[Sysname-public-instance-evpn] 

address-family ipv4 (public instance view) 

Use address-family ipv4 to enter IPv4 VPN view of the public instance. 

Use undo address-family ipv4 to delete all settings in IPv4 VPN view of the public instance. 

Syntax 
address-family ipv4 

undo address-family ipv4 

Views 
Public instance view 

Predefined user roles 
network-admin 

Examples 
# Enter IPv4 VPN view of the public instance. 
<Sysname> system-view 

[Sysname] ip public-instance 

[Sysname-public-instance] address-family ipv4 

[Sysname-public-instance-ipv4] 

display evpn route arp public-instance 

Use display evpn route arp public-instance to display EVPN ARP entries for the public instance.  

Syntax 
display evpn route arp [ local | remote ] public-instance [ count ] 

Views 
Any view 



55 

Predefined user roles 
network-admin 

network-operator 

Parameters 
local: Specifies local ARP entries. 

remote: Specifies remote ARP entries. 

count: Displays the number of ARP entries. If you do not specify this keyword, the command 
displays detailed information about ARP entries. 

Usage guidelines 
If you do not specify the local or remote keyword, this command displays both local and remote 
EVPN ARP entries for the public instance. 

Examples 
# Display all EVPN ARP entries for the public instance. 
<Sysname> display evpn route arp public-instance 

Flags: D - Dynamic   B - BGP   G - Gateway   L - Local active   M - Mapping 

 

Interface: Vsi-interface2     Public instance 

IP address      MAC address     Router MAC      VSI index   Flags 

11.1.1.1        0004-0004-0004  a0ce-7e40-0400  0           GL 

11.1.1.11       0002-0002-0002  a0ce-7e40-0400  0           DL 

# Display the total number of EVPN ARP entries for the public instance. 
<Sysname> display evpn route arp public-instance count 

Total number of entries: 2 

Table 3 Command output 

Field Description 
Interface VSI interface. 

Router MAC Router MAC address of the device. 

Flags 

ARP entry type: 
• D—Dynamically learned entry. 
• B—Entry learned from BGP EVPN routes. 
• G—Entry for the gateway. 
• L—Local entry. 
• M—Entry for a remote VXLAN mapped to a local VXLAN.  

 

display evpn routing-table public-instance 

Use display evpn routing-table public-instance to display the EVPN routing table for the public 
instance. 

Syntax 
display evpn routing-table public-instance [ count ] 

Views 
Any view 
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Predefined user roles 
network-admin 

network-operator 

Parameters 
count: Displays the number of entries in the routing table. If you do not specify this keyword, the 
command displays detailed information about the routing table. 

Examples 
# Display the EVPN routing table for the public instance. 
<Sysname> display evpn routing-table public-instance 

 

Public instance                                     Local L3VNI: 3900 

IP address         Nexthop            Outgoing interface       NibID 

10.1.1.11          1.1.1.1            Vsi-interface3           0x18000000 

10.1.1.12          2.2.2.2            Vsi-interface3           0x18000001 

# Display the total number of entries in the EVPN routing table for the public instance. 
<Sysname> display evpn routing-table public-instance count 

Total number of entries: 2 

Table 4 Command output 

Field Description 
Local L3VNI L3 VXLAN ID associated with the public instance. 

IP address Destination IP address. 

NibID Next hop ID. 
 

ip public-instance 

Use ip public-instance to create the public instance and enter its view, or enter the view of the 
existing public instance. 

Use undo ip public-instance to delete the public instance. 

Syntax 
ip public-instance 

undo ip public-instance 

Default 
The public instance does not exist. 

Views 
System view 

Predefined user roles 
network-admin 

Usage guidelines 
A distributed EVPN gateway uses the public instance to perform Layer 3 forwarding for the public 
network and to enable communication between private and public networks. The public instance is 
similar to a VPN instance. 
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Examples 
# Create the public instance and enter its view. 
<Sysname> system-view 

[Sysname] ip public-instance 

[Sysname-public-instance] 

l3-vni 

Use l3-vni to configure a L3 VXLAN ID for the public instance. 

Use undo l3-vni to remove the L3 VXLAN ID for the public instance. 

Syntax 
l3-vni vxlan-id  

undo l3-vni 

Default 
The public instance does not have an L3 VXLAN ID. 

Views 
Public instance view 

Predefined user roles 
network-admin 

Parameters 
vxlan-id: Specifies a VXLAN ID in the range of 0 to 16777215. 

Usage guidelines 
On distributed EVPN gateways, you must configure L3 VXLAN IDs for the gateways to differentiate 
traffic of different VPN instances. 

To forward Layer 3 traffic of the public network, you must assign the same L3 VXLAN ID to the public 
instance and the VSI interface of the public instance. 

Examples 
# Configure the L3 VXLAN ID as 1000 for the public instance. 
<Sysname> system-view 

[Sysname] ip public-instance 

[Sysname-public-instance] l3-vni 1000 

route-distinguisher (public instance view) 

Use route-distinguisher to configure an RD for the public instance. 

Use undo route-distinguisher to restore the default. 

Syntax 
route-distinguisher route-distinguisher 

undo route-distinguisher 

Default 
No RD is configured for the public instance. 

Views 
Public instance view 
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Predefined user roles 
network-admin 

Parameters 
route-distinguisher: Specifies an RD, a string of 3 to 21 characters. The RD can use one of the 
following formats:  
• 16-bit AS number:32-bit user-defined number. For example, 101:3. 
• 32-bit IP address:16-bit user-defined number. For example, 192.168.122.15:1. 
• 32-bit AS number:16-bit user-defined number. For example, 65536:1. The AS number must be 

equal to or greater than 65536. 

Usage guidelines 
To modify the RD of the public instance, first execute the undo route-distinguisher command to 
remove the original RD. 

Examples 
# Configure 22:1 as the RD of the public instance. 
<Sysname> system-view 

[Sysname] ip public-instance 

[Sysname-public-instance] route-distinguisher 22:1 

vpn-target 

Use vpn-target to configure route target attributes for EVPN on the public instance.  

Use undo vpn-target to delete route target attributes for EVPN on the public instance. 

Syntax 
vpn-target vpn-target&<1-8> [ both | export-extcommunity | import-extcommunity ] 

undo vpn-target { all | vpn-target&<1-8> [ both | export-extcommunity | import-extcommunity ] } 

Default 
On the public instance, EVPN does not have route target attributes. 

Views 
IPv4 VPN view of the public instance 

EVPN view of the public instance 

Predefined user roles 
network-admin 

Parameters 
vpn-target&<1-8>: Specifies a space-separated list of up to eight route targets. Each route target is a 
string of 3 to 21 characters in one of the following formats: 
• 16-bit AS number:32-bit user-defined number. For example, 101:3. 
• 32-bit IP address:16-bit user-defined number. For example, 192.168.122.15:1. 
• 32-bit AS number:16-bit user-defined number. For example, 65536:1. The AS number must be 

equal to or greater than 65536. 

both: Uses the specified route targets as both import and export targets. If you do not specify the 
both, export-extcommunity, or import-extcommunity keyword, the both keyword applies. 

import-extcommunity: Uses the specified route targets as import targets. 

export-extcommunity: Uses the specified route targets as export targets. 
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all: Specifies all route targets. 

Usage guidelines 
A VTEP sets the export target attribute for EVPN routes before advertising the routes to remote 
VTEPs. The VTEP checks the export target attribute of EVPN routes from remote VTEPs and 
imports only EVPN routes of which the export target attribute matches the local import target 
attribute. 

Examples 
# Configure import targets 10:1, 100:1, and 1000:1 for EVPN on the public instance. 
<Sysname> system-view 

[Sysname] ip public-instance 

[Sysname-public-instance] address-family evpn 

[Sysname-public-instance-evpn] vpn-target 10:1 100:1 1000:1 import-extcommunity 

New feature: Import routing policy for EVPN on a VPN 
instance 

Applying an import routing policy to a VPN instance 
You can specify an import routing policy to filter received routes or modify their route attributes for 
EVPN on a VPN instance.  

Command reference 

import route-policy 

Use import route-policy to apply an import routing policy to EVPN on a VPN instance. 

Use undo import route-policy to restore the default. 

Syntax 
import route-policy route-policy 

undo import route-policy 

Default 
No import routing policy is applied to EVPN on a VPN instance. The device accepts a route when an 
export route target of the route matches a local import route target. 

Views 
EVPN view of a VPN instance 

Predefined user roles 
network-admin 

Parameters 
route-policy: Specifies a routing policy by its name, a case-sensitive string of 1 to 63 characters. 

Usage guidelines 
You can specify an import routing policy to filter received routes or modify their route attributes for 
EVPN.  

If you execute this command multiple times, the most recent configuration takes effect. 
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EVPN can use an import routing policy specified in VPN instance view or in EVPN view of the VPN 
instance. Import routing policy configuration in EVPN view takes precedence over that in VPN 
instance view. 

Examples 
# Apply import routing policy poly-1 to EVPN on VPN instance vpn1. 
<Sysname> system-view 

[Sysname] ip vpn-instance vpn1 

[Sysname-vpn-instance-vpn1] address-family evpn 

[Sysname-vpn-evpn-vpn1] import route-policy poly-1 

Related commands 
route-policy (Layer 3—IP Routing Command Reference) 

New feature: NETCONF support for subscribing to 
monitor events and module notification events 

Subscribing to monitor events 
# Copy the following message to the client to complete the subscription: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

<create-subscription xmlns ='urn:ietf:params:xml:ns:netconf:notification:1.0'> 

  <stream>NETCONF_MONITOR_EXTENSION</stream> 

  <filter> 

    <NetconfMonitor xmlns='http://www.hp.com/netconf/monitor:1.0'> 

      <XPath>XPath</XPath> 

      <Interval>interval</Interval> 

      <ColumnConditions> 

        <ColumnCondition> 

          <ColumnName>ColumnName</ColumnName> 

          <ColumnValue>ColumnValue</ColumnValue> 

          <ColumnCondition>ColumnCondition</ColumnCondition>  

        </ColumnCondition> 

      </ColumnConditions> 

      <MustIncludeResultColumns> 

        <ColumnName>columnName</ColumnName> 

      </MustIncludeResultColumns> 

    </NetconfMonitor> 

  </filter> 

<startTime>start-time</startTime> 

<stopTime>stop-time</stopTime> 

</create-subscription> 

</rpc> 

The <stream> parameter represents the event stream. The name for the monitor event stream is 
NETCONF_MONITOR_EXTENSION. 

NetconfMonitor represents the filtering information for the monitor event. 
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The <XPath> parameter represents the path of a monitor event in the format of 
ModuleName[/SubmoduleName]/TableName. 

The <interval> parameter represents the interval for the device to obtain information that matches 
the subscription condition. The value range is 1 to 4294967 seconds. The default value is 300 
seconds. 

The <ColumnName> parameter represents the name of the monitor column in the format of 
[GroupName.]ColumnName. 

The <ColumnValue> parameter represents the baseline value. 

The <ColumnCondition> parameter represents the filter condition. Table 5 displays the options. 
Choose the filter condition according to the type of the baseline value. 

Table 5 Filter condition options 

Operation Remarks 

more More than the specified filter value. 

less Less than the specified baseline value. 

notLess Not less than the specified baseline value. 

notMore Not more than the specified baseline value. 

equal Equal to the specified baseline value. 

notEqual Not equal to the specified baseline value. 

include Including the specified baseline value. 

exclude Excluding the specified baseline value. 

startWith Starting with the specified baseline value. 

endWith Ending with the specified baseline value. 
 

The <startTime> parameter represents the start time of the subscription. 

The <stopTime> parameter represents the end time of the subscription. 

After receiving the subscription request from the client, the device returns a response in the following 
format if the subscription is successful: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply message-id="101" xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0"> 

    <ok/> 

</rpc-reply> 

Subscribing to module notification events 
# Copy the following message to the client to complete the subscription: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:xs="http://www.hp.com/netconf/base:1.0"> 

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">     

<stream>XXX_STREAM</stream> 

   <filter type="subtree"> 

<event xmlns="http://www.hp.com/netconf/event:1.0/xxx-features-list-name:1.0"> 

       <ColumnName xs:condition="Condition">value</ColumnName> 

</event> 

</filter> 
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<startTime>start-time</startTime> 

<stopTime>stop-time</stopTime> 

</create-subscription> 

</rpc> 

The <stream> parameter represents the event stream. The name for the module notification event 
stream varies by actual condition. 

The event parameter represents the event name. An event stream includes multiple events. The 
namespace of the event is the namespace of the event stream. 

The ColumnName parameter represents the name of the column to be filtered in the current event. 

The Condition parameter represents the filter condition. The options are described in Table 5. 
Specify the filter condition according to the type of baseline value. 

The value parameter represents the baseline value for the column. 

The <startTime> parameter represents the start time of the subscription. 

The <stopTime> parameter represents the end time of the subscription. 

After receiving the subscription request from the client, the device returns a response in the following 
format if the subscription is successful: 
<?xml version="1.0" encoding="UTF-8"?> 

<rpc-reply message-id="101" xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0"> 

    <ok/> 

</rpc-reply> 

Modified feature: Software patching 

Feature change description 
Before modification: A new patch package covers all functions provided by the previous patch 
package. The device can load only one patch package. Loading a new patch package overwrites the 
previous patch package. 

After modification: A new patch package might not cover all functions provided by the previous patch 
package.  
• If a new patch package covers all functions provided by the previous patch package, loading 

the patch package overwrites the previous patch package. 
• If a new patch package does not cover one or more functions provided by the previous patch 

package, loading the patch package does not affect the previous patch package. The device 
uses both of the patch packages. 

Command changes 
None 

Modified feature: ISSU command prompt information 

Feature change description 
Before modification: The install deactivate and install rollback to commands do not display any 
prompt information while they are being executed. 
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After modification: The commands display the This operation might take several minutes, please 
wait... prompt information while they are being executed. 

Command changes 
None 

Modified feature: Hardware resource modes for MAC 
address table, ARP/ND table, and routing tables 

Feature change description 
Capacities of the ARP/ND table in mode 0, 1, 2, and 3 changed when the hardware-resource 
routing-mode ipv6-128 command is not configured. Table 6 shows the updated capacities. 

Table 6 Table capacities when hardware-resource routing-mode ipv6-128 is not configured 

Hardware resource mode ARP/ND table capacity 
0 16K ARP table or 8K ND table 

1 80K ARP table or 40K ND table 

2 144K ARP table or 72K ND table 

3 208K ARP table or 104K ND table 
 

Mode 4 and the hardware-resource routing-mode ipv6-128 command are not mutually exclusive 
anymore. Table 7 shows the table capacities in mode 4 when the hardware-resource routing-mode 
ipv6-128 command is configured. 

Table 7 Table capacities when hardware-resource routing-mode ipv6-128 is configured 

Hardware 
resource 
mode 

MAC address 
table capacity ARP /ND table capacity Routing table capacity 

4 32K 16K ARP table or 8K ND table 
64K (IPv4) or 32K (IPv6-64) 
16K (IPv6-128) 

 

Command changes 

Modified command: display hardware-resource switch-mode 

Syntax 
display hardware-resource switch-mode 

Views 
Any view 

Change description 
The command output changed. 

Before modification: 
<Sysname> display hardware-resource switch-mode 

Switch-mode resource(switch-mode), all supported modes:                          
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  0                 0  MAC table is 288K, L3 host table is 16K, LPM Table is 16K 

  1                 1  MAC table is 224K, L3 host table is 56K, LPM Table is 16K 

  2                 2  MAC table is 160K, L3 host table is 88K, LPM Table is 16K 

  3                 3  MAC table is 96K, L3 host table is 120K, LPM Table is 16K 

  4                 4  MAC table is 32K, L3 host table is 16K, LPM Table is 128K 

  -----------------------------------------------                                

  Default         Current         Next                                           

  0               0               1 

After modification: 
<Sysname> display hardware-resource switch-mode 

Switch-mode resource(switch-mode), all supported modes:                          

  0                 0  MAC table is 288K, L3 host table is 16K, LPM Table is 16K 

  1                 1  MAC table is 224K, L3 host table is 80K, LPM Table is 16K 

  2                 2  MAC table is 160K, L3 host table is 144K, LPM Table is 16K 

  3                 3  MAC table is 96K, L3 host table is 208K, LPM Table is 16K 

  4                 4  MAC table is 32K, L3 host table is 16K, LPM Table is 128K 

  -----------------------------------------------                                

  Default         Current         Next                                           

  0               0               1 

Modified feature: Collecting operating information for 
features and hardware modules 

Feature change description 
The key-info keyword was added to the display diagnostic-information command. 

Command changes 

Modified command: ip route-static 

Old syntax 
display diagnostic-information [ hardware | infrastructure | l2 | l3 | service ] [ filename ] 

New syntax 
display diagnostic-information [ hardware | infrastructure | l2 | l3 | service ] [ key-info ] 
[ filename ] 

Views 
Any view 

Change description 
Before modification: The key-info keyword was not supported. 

After modification: You can specify the key-info keyword for the command to collect only critical 
operating information for features and hardware modules. The device might have a large amount of 
operating information if an exception occurs or after the device runs a long period of time. Using this 
keyword helps you focus on critical operating information. The command takes less time to finish if 
you specify this keyword. 
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Modified feature: Static routing 

Feature change description 
The recursive-lookup host-route keyword was added to the ip route-static command. 

Command changes 

Modified command: ip route-static 

Old syntax 
ip route-static { dest-address { mask-length | mask } | group group-name } { interface-type 
interface-number [ next-hop-address ] [ backup-interface interface-type interface-number 
[ backup-nexthop backup-nexthop-address ] [ permanent ] | bfd { control-packet | echo-packet } 
| permanent ] | next-hop-address [ bfd control-packet bfd-source ip-address | permanent | track 
track-entry-number ] | vpn-instance d-vpn-instance-name next-hop-address [ bfd control-packet 
bfd-source ip-address | permanent | track track-entry-number ] } [ preference preference ] [ tag 
tag-value ] [ description text ] 

ip route-static vpn-instance s-vpn-instance-name { dest-address { mask-length | mask } | group 
group-name } { interface-type interface-number [ next-hop-address ] [ backup-interface 
interface-type interface-number [ backup-nexthop backup-nexthop-address ] [ permanent ] | bfd 
{ control-packet | echo-packet } | permanent ] | next-hop-address [ public ] [ bfd control-packet 
bfd-source ip-address | permanent | track track-entry-number ] | vpn-instance 
d-vpn-instance-name next-hop-address [ bfd control-packet bfd-source ip-address | permanent | 
track track-entry-number ] } [ preference preference ] [ tag tag-value ] [ description text ] 

New syntax 
ip route-static { dest-address { mask-length | mask } | group group-name } { interface-type 
interface-number [ next-hop-address ] [ backup-interface interface-type interface-number 
[ backup-nexthop backup-nexthop-address ] [ permanent ] | bfd { control-packet | echo-packet } 
| permanent ] | next-hop-address [ recursive-lookup host-route ] [ bfd control-packet 
bfd-source ip-address | permanent | track track-entry-number ] | vpn-instance 
d-vpn-instance-name next-hop-address [ recursive-lookup host-route ] [ bfd control-packet 
bfd-source ip-address | permanent | track track-entry-number ] } [ preference preference ] [ tag 
tag-value ] [ description text ] 

ip route-static vpn-instance s-vpn-instance-name { dest-address { mask-length | mask } | group 
group-name } { interface-type interface-number [ next-hop-address ] [ backup-interface 
interface-type interface-number [ backup-nexthop backup-nexthop-address ] [ permanent ] | bfd 
{ control-packet | echo-packet } | permanent ] | next-hop-address [ recursive-lookup host-route ] 
[ public ] [ bfd control-packet bfd-source ip-address | permanent | track track-entry-number ] | 
vpn-instance d-vpn-instance-name next-hop-address [ recursive-lookup host-route ] [ bfd 
control-packet bfd-source ip-address | permanent | track track-entry-number ] } [ preference 
preference ] [ tag tag-value ] [ description text ] 

Views 
System view 

Change description 
The recursive-lookup host-route keyword was added for the device to use only host routes for 
static route recursion. 
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Modified feature: Interface PBR 

Feature change description 
In this software version, you can apply an interface policy to a VSI interface for interface PBR. 

Command changes 

Modified command: ip policy-based-route 

Syntax 
ip policy-based-route policy-name 

undo ip policy-based-route 

Change description 
Before modification: You cannot apply an interface policy to a VSI interface for interface PBR. 

After modification: You can apply an interface policy to a VSI interface for interface PBR. 

Modified feature: Advertising the COMMUNITY attribute 
to a peer or peer group 

Feature change description 
This software version added support for advertising the COMMUNITY attribute to a peer or peer 
group in BGP EVPN address family view. 

Command changes 

Modified command: peer advertise-community 

Syntax 
peer { group-name | ipv4-address [ mask-length ] } advertise-community 

undo peer { group-name | ipv4-address [ mask-length ] } advertise-community 

Change description 
Before modification: This command was not supported in BGP EVPN address family view. 

After modification: This command is supported in BGP EVPN address family view. 

Modified feature: Setting the local router as the next hop 
for routes sent to a peer or peer group 

Feature change description 
This software version added support for setting the local router as the next hop for routes sent to a 
peer or peer group in BGP EVPN address family view. 
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Command changes 

Modified command: peer next-hop-local 

Syntax 
peer { group-name | ipv4-address [ mask-length ] } next-hop-local 

undo peer { group-name | ipv4-address [ mask-length ] } next-hop-local 

Change description 
Before modification: This command was not supported in BGP EVPN address family view. 

After modification: This command is supported in BGP EVPN address family view. 

Modified feature: Applying a routing policy to routes 
incoming from or outgoing to a peer or peer group 

Feature change description 
This software version added support for applying a routing policy to routes incoming from or outgoing 
to a peer or peer group in BGP EVPN address family view. 

Command changes 

Modified command: peer route-policy 

Syntax 
peer { group-name | ipv4-address [ mask-length ] } route-policy route-policy-name { export | 
import } 

undo peer { group-name | ipv4-address [ mask-length ] } route-policy { export | import } 

Change description 
Before modification: This command was not supported in BGP EVPN address family view. 

After modification: This command is supported in BGP EVPN address family view. 

Modified feature: Static source check for MAC address 
table 

Feature change description 
In this software version, the source static check can be configured in IRF physical interface view. In 
an IRF fabric, disable this feature on each IRF physical interface to ensure correct forwarding of 
inter-chassis Layer 3 packets. 
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Command changes 

Modified command: mac-address static source-check enable 

Syntax 
mac-address static source-check enable 

undo mac-address static source-check enable 

Views 
Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Layer 3 Ethernet interface view 

Layer 3 aggregate interface view 

Layer 3 aggregate subinterface view 

IRF physical interface view 

Usage guidelines 
By default, the static source check feature is enabled on an interface. The check identifies whether a 
received frame meets the following conditions: 
• The source MAC address of the frame matches a static MAC address entry. 
• The incoming interface of the frame is different from the outgoing interface in the entry. 

If the frame meets both conditions, the device drops the frame. 

When this feature is disabled, the device does not perform the check for a received frame. It can 
forward the frame whether or not the frame meets the conditions. 

Change description 
Before modification: This command cannot be configured in IRF physical interface view. 

After modification: This command can be configured in IRF physical interface view. 

Modified feature: Displaying PIM snooping router port 
information 

Feature change description 
In this software version, you can display detailed information about PIM snooping router ports. 

Command changes 

Modified command: display pim-snooping router-port 

Old syntax 
display pim-snooping router-port [ vlan vlan-id | vsi vsi-name ] [ slot slot-number ] 

New syntax 
display pim-snooping router-port [ vlan vlan-id | vsi vsi-name ] [ slot slot-number ]  

[ verbose ] 
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Views 
Any view 

Change description 
The verbose keyword was newly added. 

verbose: Displays detailed information about PIM snooping router ports. 

Modified feature: Displaying IPv6 PIM snooping router 
port information 

Feature change description 
In this software version, you can display detailed information about IPv6 PIM snooping router ports. 

Command changes 

Modified command: display ipv6 pim-snooping router-port 

Old syntax 
display ipv6 pim-snooping router-port [ vlan vlan-id | vsi vsi-name ] [ slot slot-number ] 

New syntax 
display ipv6 pim-snooping router-port [ vlan vlan-id | vsi vsi-name ] [ slot slot-number ] 
[ verbose ] 

Views 
Any view 

Change description 
The verbose keyword was newly added. 

verbose: Displays detailed information about IPv6 PIM snooping router ports. 

Modified feature: Displaying IGMP snooping static 
router port information 

Feature change description 
In this software version, you can display detailed information about IGMP snooping static router 
ports. 

Command changes 

Modified command: display igmp-snooping static-router-port 

Old syntax 
display igmp-snooping static-router-port [ vlan vlan-id ] [ slot slot-number ] 
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New syntax 
display igmp-snooping static-router-port [ vlan vlan-id ] [ verbose ] [ slot slot-number ] 

Views 
Any view 

Change description 
The verbose keyword was newly added. 

verbose: Displays detailed information about IGMP snooping static router ports. 

Modified feature: Displaying MLD snooping static router 
port information 

Feature change description 
In this software version, you can display detailed information about MLD snooping static router ports. 

Command changes 

Modified command: display mld-snooping static-router-port 

Old syntax 
display mld-snooping static-router-port [ vlan vlan-id ] [ slot slot-number ] 

New syntax 
display mld-snooping static-router-port [ vlan vlan-id ] [ verbose ] [ slot slot-number ] 

Views 
Any view 

Change description 
The verbose keyword was newly added. 

verbose: Displays detailed information about MLD snooping static router ports. 

Modified feature: Setting the rule numbering step 

Feature change description 
This software version added support for specifying the start rule ID when you set the rule numbering 
step. 

Command changes 

Modified command: step 

Old syntax 
step step-value 
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New syntax 
step step-value [ start start-value ] 

Views 
IPv4/IPv6 basic ACL view 

IPv4/IPv6 advanced ACL view 

Layer 2 ACL view 

Change description 
After modification, you can specify the start rule ID when setting the rule numbering step. 

Modified feature: Setting the port priority 

Feature change description 
This software version added support for setting the DSCP priority for an Ethernet interface. 

Command changes 

Modified command: qos priority 

Old syntax 
qos priority priority-value 

undo qos priority 

New syntax 
qos priority [ dscp ] priority-value 

undo qos priority [ dscp ] 

Views 
Layer 2 Ethernet interface view 

Layer 3 Ethernet interface view 

Change description 
After modification, you can set the DSCP priority for an Ethernet interface by using the qos priority 
dscp priority-value command. The Ethernet interface performs the following operations:  
• Uses the port priority as the 802.1p priority for priority mapping. 

You can set the port priority by using the qos priority command without the dscp keyword. 
• Rewrites the DSCP priority of its incoming Layer 3 packets as the set DSCP priority. 

Modified feature: NTP support for ACL 

Feature change description 
Before modification: 
• You can only use a basic ACL to control access of peer devices to the NTP services on the local 

device. 
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• You must specify an ACL when you remove the access rights of peer devices to the NTP 
services on the local device. 

• You cannot use an ACL to specify the peer device that can use the authentication ID. 

After modification: 
• You can use a basic or advanced ACL to control access of peer devices to NTP services on the 

local device. 
• You can choose to specify or to not specify an ACL when you remove the access rights of peer 

devices to the NTP services on the local device. 
• You can use an ACL to specify the peer device that can use the authentication ID. 

Command changes 

Modified command: undo ntp-service acl 

Old syntax 
undo ntp-service { peer | query | server | synchronization } acl ipv4-acl-number 

New syntax 
undo ntp-service { peer | query | server | synchronization } [ acl ipv4-acl-number ] 

Views 
System view 

Change description 
Before modification:  
• The value range for the ipv4-acl-number argument is 2000 to 2999. 
• The acl ipv4-acl-number option is required. 

After modification:  
• The value range for the ipv4-acl-number argument is 2000 to 3999. 
• The acl ipv4-acl-number option is optional. 

Modified command: undo ntp-service ipv6 acl 

Old syntax 
undo ntp-service ipv6 { peer | query | server | synchronization } acl ipv6-acl-number 

New syntax 
undo ntp-service ipv6 { peer | query | server | synchronization } [ acl ipv6-acl-number ] 

Views 
System view 

Change description 
Before modification:  
• The value range for the ipv6-acl-number argument is 2000 to 2999. 
• The acl ipv6-acl-number option is required. 

After modification:  
• The value range for the ipv6-acl-number argument is 2000 to 3999. 
• The acl ipv6-acl-number option is optional. 
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Modified command: ntp-service authentication-keyid 

Old syntax 
ntp-service authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

New syntax 
ntp-service authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string [ acl ipv4-acl-number | ipv6 acl 
ipv6-acl-number ] * 

Views 
System view 

Change description 
The acl ipv4-acl-number and ipv6 acl ipv6-acl-number options were added to the command. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. Only 
the devices permitted by the ACL can use the authentication ID for authentication. 

ipv6 acl ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. 
Only the devices permitted by the ACL can use the authentication ID for authentication. 

Modified command: sntp authentication-keyid 

Old syntax 
sntp authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

New syntax 
sntp authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string [ acl ipv4-acl-number | ipv6 acl 
ipv6-acl-number ] * 

Views 
System view 

Change description 
The acl ipv4-acl-number and ipv6 acl ipv6-acl-number options were added to the command. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. Only 
the devices permitted by the ACL can use the authentication ID for authentication. 

ipv6 acl ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. 
Only the devices permitted by the ACL can use the authentication ID for authentication. 

Modified feature: Setting a DSCP value for OpenFlow 
packets 

Feature change description 
In this software version, the DSCP value for OpenFlow packets is not set by default. 
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Command changes 

Modified command: tcp dscp 

Syntax 
tcp dscp dscp-value 

undo tcp dscp 

Views 
OpenFlow instance view 

Change description 
Before modification: By default, the DSCP value for OpenFlow packets is 10. 

After modification: By default, the DSCP value for OpenFlow packets is not set. 

Modified feature: Command output for VSI MAC address 
entries 

Feature change description 
This software version modified the value of the Link ID/Name field in the output from the display 
l2vpn mac-address command. 

Before modification, the Link ID/Name field displays the link identifier of an Ethernet service 
instance for a local MAC address. 

After modification, the Link ID/Name field displays the name of an interface that hosts an Ethernet 
service instance for a local MAC address. 

Command changes 

Modified command: display l2vpn mac-address 

Change description 
The value of the Link ID/Name field is modified.  

Before modification, the Link ID/Name field displays the link identifier of an Ethernet service 
instance for a local MAC address. The following is a sample output: 

# Display MAC addresses for all VSIs. 
<Sysname> display l2vpn mac-address 

MAC Address      State    VSI Name                        Link ID/Name  Aging 

0000-0000-000a   Dynamic  vpn1                            1             Aging 

0000-0000-000b   Static   vpn1                            Tunnel10      NotAging 

0000-0000-000c   Dynamic  vpn1                            Tunnel60      Aging 

0000-0000-000d   Dynamic  vpn1                            Tunnel99      Aging 

--- 3 mac address(es) found  --- 

After modification, the Link ID/Name field displays the name of an interface that hosts an Ethernet 
service instance for a local MAC address. The following is a sample output: 

# Display MAC addresses for all VSIs. 
<Sysname> display l2vpn mac-address 
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MAC Address      State    VSI Name                        Link ID/Name  Aging 

0000-0000-000a   Dynamic  vpn1                            XGE1/0/1      Aging 

0000-0000-000b   Static   vpn1                            Tunnel10      NotAging 

0000-0000-000c   Dynamic  vpn1                            Tunnel60      Aging 

0000-0000-000d   Dynamic  vpn1                            Tunnel99      Aging 

--- 3 mac address(es) found  --- 

Modified feature: VSI flood confining 

Feature change description 
Before modification, the unknown-multicast and unknown-unicast keywords of the flooding 
disable command must be used together. 

After modification, the unknown-multicast and unknown-unicast keywords of the flooding 
disable command can be used alone. 

Command changes 
None. 

Modified feature: Displaying default settings in 
command output for running configuration 

Feature change description 
The all keyword was added to the display current-configuration command. With this keyword, the 
command can display all settings in the running configuration, including parameters that use the 
default settings. 

Command changes 

Modified command: display current-configuration 

Old syntax 
display current-configuration [ configuration [ module-name ] | interface [ interface-type 
[ interface-number ] ] | slot slot-number ] 

New syntax 
display current-configuration [ [ configuration [ module-name ] | interface [ interface-type 
[ interface-number ] ] ] [ all ] | slot slot-number ] 

Views 
Any view 

Change description 
Before modification: The all keyword was not supported. This command displays only parameters 
that use non-default settings in the running configuration. 

After modification: The all keyword was added. If you specify this keyword, the command displays all 
settings in the running configuration, including parameters that use the default settings. If you do not 
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specify this keyword, the command displays only parameters that use non-default settings in the 
running configuration. 
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Release 2508 
This release has the following changes: 
• New features: Fundamental features 
• New features: Layer 2—LAN switching features 
• New features: Layer 3—IP routing features 
• New features: Security features 
• New feature: Network management and monitoring features 
• New features: OpenFlow features 
• New features: VXLAN features 
• Modified feature: Hardware resource mode for tables 
• Modified feature: Support for IPv6 routes with prefixes longer than 64 bits 
• Modified feature: Applying an ACL to an interface for packet filtering 
• Modified feature: Applying a QoS policy to an interface 
• Modified feature: NTP authentication 
• Modified feature: Kernel thread deadloop detection 
• Modified feature: VXLAN hardware resource allocation mode 

New features: Fundamental features 
Table 1 describes the fundamental features added in this release. For more information about the 
features and commands, see HPE FlexFabric 5940 Switch Series Fundamentals Configuration 
Guide-Release 2508 and HPE FlexFabric 5940 Switch Series Fundamentals Command 
Reference-Release 2508. 

Table 1 Fundamental features added in release Release 2508 

Feature Command changes 
Configuration file management: 
Displaying the running configuration 

The slot slot-number option was added for the display 
current-configuration command.  

 

New features: Layer 2—LAN switching features 
Table 2 describes the Layer 2—LAN switching features added in this release. For more information 
about the features and commands, see HPE FlexFabric 5940 Switch Series Layer 2—LAN 
Switching Configuration Guide-Release 2508 and HPE FlexFabric 5940 Switch Series Layer 
2—LAN Switching Command Reference-Release 2508. 

Table 2 Layer 2—LAN switching features added in release Release 2508 

Feature Command changes 
Ethernet interface configuration: Enabling multicast storm 
suppression for unknown multicast traffic. 

The unknown keyword was added to the 
multicast-suppression command. 

Spanning tree: Enabling BPDU transparent transmission. stp transparent enable 

LLDP: Configuring CDP compatibility. N/A 
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New features: Layer 3—IP routing features 
Table 3 describes the Layer 3—IP routing features added in this release. For more information about 
the features and commands, see HPE FlexFabric 5940 Switch Series Layer 3—IP Routing 
Configuration Guide-Release 2508 and HPE FlexFabric 5940 Switch Series Layer 3—IP Routing 
Command Reference-Release 2508. 

Table 3 Layer 3—IP routing features added in release Release 2508 

Feature Command changes 

BGP BMP 

The following commands were added: 
• bmp server 
• display bgp bmp server 
• peer bmp server 
• reset bgp bmp server statistics 
• server 
• statistics-interval 

 

New features: Security features 
Table 4 describes the security features added in this release. For more information about the 
features and commands, see HPE FlexFabric 5940 Switch Series Security Configuration 
Guide-Release 2508 and HPE FlexFabric 5940 Switch Series Security Command 
Reference-Release 2508. 

Table 4 Security features added in release Release 2508 

Feature Command changes 

AAA: Enable buffering of RADIUS stop-accounting 
requests to which no responses have been received 

The following commands were added: 
• stop-accounting-buffer enable 

(RADIUS scheme view) 
• retry stop-accounting (RADIUS scheme 

view) 
• display stop-accounting-buffer (for 

RADIUS) 
• reset stop-accounting-buffer (for 

RADIUS) 

AAA: Enable buffering of HWTACACS stop-accounting 
requests to which no responses have been received. 

The following commands were added: 
• stop-accounting-buffer enable 

(HWTACACS scheme view) 
• retry stop-accounting (HWTACACS 

scheme view) 
• display stop-accounting-buffer (for 

HWTACACS) 
• reset stop-accounting-buffer (for 

HWTACACS) 

Enabling the 802.1X critical voice VLAN. dot1x critical-voice-vlan 

Sending 802.1X protocol packets out of a port without 
VLAN tags. dot1x eapol untag 

Setting the maximum number of 802.1X authentication 
attempts for MAC authenticated users 

dot1x after-mac-auth max-attempt 
max-attempts 
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Feature Command changes 

Configuring 802.1X reauthentication 

The following commands were added: 
• dot1x timer reauth-period 

reauth-period-value 
• dot1x re-authenticate manual 

Configuring the MAC authentication critical voice VLAN 

The following commands were added: 
• mac-authentication critical-voice-vlan 
• reset mac-authentication 

critical-voice-vlan 

Configuring MAC reauthentication 

• The reauth-period reauth-period-value 
option was added to the 
mac-authentication timer command in 
system view. 

• The following commands were added: 
 mac-authentication 

re-authenticate 
 mac-authentication timer 

reauth-period reauth-period-value 

Port security: Setting port security's limit on the number of 
secure MAC addresses for VLANs. 

The vlan keyword was added to the 
port-security max-mac-count command. 

IP source guard: Display dynamic IPv6SG bindings 
generated based on the 802.1X module. 

The dot1x keyword was added to the display 
ipv6 source binding command. 

 

New feature: Network management and monitoring 
features 

Table 5 describes the network management and monitoring features added in this release. For more 
information about the features and commands, see HPE FlexFabric 5940 Switch Series Network 
Management and Monitoring Configuration Guide-Release 2508 and HPE FlexFabric 5940 Switch 
Series Network Management and Monitoring Command Reference-Release 2508. 

Table 5 Network management and monitoring features added in release Release 2508 

Feature Command changes 

SNMP: SNMP basic parameters 
configuration: AES256 encryption 
algorithm 

The following keywords were added to the snmp-agent 
calculate-password command: 
• aes192md5 
• aes192sha 
• aes256md5 
• aes256sha 
The following keywords were added to the snmp-agent 
usm-user v3 command: 
• aes192 
• aes256 

Process monitoring and maintenance: 
Specifying the action to be taken in 
response to a kernel thread deadloop 

The monitor kernel deadloop action command was added. 

VCF fabric: Enabling creation of 
RabbitMQ durable queues. The rabbit durable-queue enable command was added. 
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New features: OpenFlow features 
Table 6 describes the OpenFlow features added in this release. For more information about the 
features and commands, see HPE FlexFabric 5940 Switch Series OpenFlow Configuration 
Guide-Release 2508 and HPE FlexFabric 5940 Switch Series OpenFlow Command 
Reference-Release 2508. 

Table 6 OpenFlow features added in release Release 2508 

Feature Command changes 

Shutting down an interface by OpenFlow openflow shutdown 

Support for the smart connection 
interruption mode 

The smart keyword was added to the fail-open mode 
command. 

 

New features: VXLAN features 
Table 7 describes the VXLAN features added in this release. For more information about the features 
and commands, see HPE FlexFabric 5940 Switch Series VXLAN Configuration Guide-Release 2508 
and HPE FlexFabric 5940 Switch Series VXLAN Command Reference-Release 2508. 

Table 7 VXLAN features added in release Release 2508 

Feature Command changes 
Setting the broadcast, multicast, or unknown 
unicast restraint bandwidth for a VSI. 

restrain { broadcast | multicast | unknown-unicast } 
bandwidth 

Enabling dynamic ARP entry synchronization for 
distributed VXLAN IP gateways. arp distributed-gateway dynamic-entry synchronize

 

Modified feature: Hardware resource mode for tables 

Feature change description 
The commands for setting and displaying hardware resource mode for the MAC address table, 
ARP/ND table, and routing tables changed: 
• switch-mode { 0 | 1 | 2 | 3 | 4 } changed to hardware-resource switch-mode { 0 | 1 | 2 | 3 | 4 }. 
• display switch-mode status changed to display hardware-resource switch-mode. 

The output from the display command also changed. 

Command changes 

Modified command: hardware-resource switch-mode 

Old syntax 
switch-mode { 0 | 1 | 2 | 3 | 4 } 

New syntax 
hardware-resource switch-mode { 0 | 1 | 2 | 3 | 4 } 
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Views 
System view 

Change description 
Before modification: The syntax of the command is switch-mode { 0 | 1 | 2 | 3 | 4 }. 

After modification: The syntax of the command is hardware-resource switch-mode { 0 | 1 | 2 | 3 | 
4 }. 

Modified command: display hardware-resource switch-mode 

Old syntax 
display switch-mode status 

New syntax 
display hardware-resource switch-mode 

Views 
System view 

Change description 
Before modification:  
• The syntax of the command is display switch-mode status. 
• The command output is as follows: 

<Sysname> display switch-mode status 

Switch-mode in use: 1--MAC table is 224K, ARP and ND tables are 56K, routing tab 

le is 16K                                                                        

Switch-mode at the next reboot: 1--MAC table is 224K, ARP and ND tables are 56K, 

 routing table is 16K 

After modification:  
• The syntax of the command is display hardware-resource switch-mode. 
• The command output is as follows: 

<Sysname> display hardware-resource switch-mode 

Switch-mode resource(switch-mode), all supported modes:                          

  0                 0  MAC table is 288K, L3 host table is 16K, LPM Table is 16K 

  1                 1  MAC table is 224K, L3 host table is 56K, LPM Table is 16K 

  2                 2  MAC table is 160K, L3 host table is 88K, LPM Table is 16K 

  3                 3  MAC table is 96K, L3 host table is 120K, LPM Table is 16K 

  4                 4  MAC table is 32K, L3 host table is 16K, LPM Table is 128K 

  -----------------------------------------------                                

  Default         Current         Next                                           

  0               0               1 

Modified feature: Support for IPv6 routes with prefixes 
longer than 64 bits 

Feature change description 
The following commands were modified: 
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• The switch-routing-mode ipv6-128 command was changed to hardware-resource 
routing-mode { ipv6-64 | ipv6-128 }. 

• The undo switch-routing-mode ipv6-128 command was changed to undo 
hardware-resource routing-mode. 

• The display switch-routing-mode status command was changed to display 
hardware-resource routing-mode, and the command output was changed. 

Command changes 

Modified command: hardware-resource routing-mode 

Old syntax 
switch-routing-mode ipv6-128 

undo switch-routing-mode ipv6-128 

New syntax 
hardware-resource routing-mode { ipv6-64 | ipv6-128 } 

undo hardware-resource routing-mode 

Views 
System view 

Modified command: display hardware-resource routing-mode 

Old syntax 
display switch-routing-mode status 

New syntax 
display hardware-resource routing-mode 

Views 
Any view 

Change description 
Before modification, the command output is as follows: 
<Sysname> display switch-routing-mode status 

Switch-routing-mode in use: ipv6-128 supported. 

Switch-routing-mode at the next reboot: ipv6-128 supported. 

After modification, the command output is as follows: 
<Sysname> display hardware-resource routing-mode 

Routing-mode resource(routing-mode), all supported modes: 

  ipv6-64           ipv6-64 supported 

  ipv6-128          ipv6-128 supported 

  ----------------------------------------------- 

  Default         Current         Next 

  ipv6-64         ipv6-128        ipv6-128 
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Modified feature: Applying an ACL to an interface for 
packet filtering 

Feature change description 
In this release, Layer 2 aggregate interface view and Layer 3 aggregate interface view were added to 
the packet-filter command. However, you can apply an ACL only to the inbound direction of a Layer 
2 or Layer 3 aggregate interface. 

Command changes 

Modified command: packet-filter 

Syntax 
packet-filter [ ipv6 | mac ] { acl-number | name acl-name } { inbound | outbound } 
[ hardware-count ] 

undo packet-filter [ ipv6 | mac ] { acl-number | name acl-name } { inbound | outbound } 

Views 
Layer 2/Layer 3 Ethernet interface view 

Layer 2/Layer 3 aggregate interface view 

VLAN interface view 

Change description 
After modification, you can apply an ACL to the inbound direction of a Layer 2 or Layer 3 aggregate 
interface for packet filtering. 

Modified feature: Applying a QoS policy to an interface 

Feature change description 
In this release, Layer 2 aggregate interface view and Layer 3 aggregate interface view were added to 
the qos apply policy command. However, you can apply a QoS policy only to the inbound direction 
of a Layer 2 or Layer 3 aggregate interface. 

Command changes 

Modified command: qos apply policy 

Syntax 
qos apply policy policy-name { inbound | outbound } 

undo qos apply policy policy-name { inbound | outbound } 

Views 
Layer 2/Layer 3 Ethernet interface view 

Layer 2/Layer 3 aggregate interface view 
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Change description 
After modification, you can apply a QoS policy to the inbound direction of a Layer 2 or Layer 3 
aggregate interface. 

Modified feature: NTP authentication 

Feature change description 
Before modification: Only the MD5 authentication algorithm is supported. 

After modification: The HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 
authentication algorithms are supported. 

Command changes 

Modified command: ntp-service authentication-keyid 

Old syntax 
ntp-service authentication-keyid keyid authentication-mode md5 { cipher | simple } string 

New syntax 
ntp-service authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

Views 
System view 

Parameters 
hmac-sha-1: Specifies the HMAC-SHA-1 algorithm. 

hmac-sha-256: Specifies the HMAC-SHA-256 algorithm. 

hmac-sha-384: Specifies the HMAC-SHA-384 algorithm. 

hmac-sha-512: Specifies the HMAC-SHA-512 algorithm. 

Change description 
The hmac-sha-1, hmac-sha-256, hmac-sha-384, and hmac-sha-512 keywords were added. 

Modified command: sntp authentication-keyid 

Old syntax 
sntp authentication-keyid keyid authentication-mode md5 { cipher | simple } string 

New syntax 
sntp authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

Views 
System view 

Parameters 
hmac-sha-1: Specifies the HMAC-SHA-1 algorithm. 

hmac-sha-256: Specifies the HMAC-SHA-256 algorithm. 
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hmac-sha-384: Specifies the HMAC-SHA-384 algorithm. 

hmac-sha-512: Specifies the HMAC-SHA-512 algorithm. 

Change description 
The hmac-sha-1, hmac-sha-256, hmac-sha-384, and hmac-sha-512 keywords were added. 

Modified feature: Kernel thread deadloop detection 

Feature change description 
The following fields were added to the display kernel deadloop configuration command: Dead 
loop core list and Dead loop action. 

The default for the monitor kernel deadloop enable command changed from disabled to enabled. 
The system does not automatically reboot to remove a deadloop. The detection granularity changed 
to the CPU core level. 

The default for the monitor kernel deadloop time command changed from 8 seconds to 20 
seconds. 

Command changes 

Modified command: display kernel deadloop configuration 

Syntax 
display kernel deadloop configuration [ slot slot-number [ cpu cpu-number ] ] 

Views 
Any view 

Change description 
Before modification, the command output is as follows: 
<Sysname> display kernel deadloop configuration 

Thread dead loop detection: Disabled 

Dead loop timer (in seconds): 60 

Threads excluded from monitoring: 1 

  TID:     15   Name: co0     

After modification, the command output is as follows: 
Thread dead loop detection: Enabled                                              

Dead loop timer (in seconds): 20                                                 

Dead loop core list: 0-6                                                           

Dead loop action: Record-only 

Threads excluded from monitoring: 1 

  TID:     15   Name: co0     

The Dead loop core list field indicates the CPU cores for which kernel thread deadloop detection is 
performed. 

The Dead loop action field indicates the action to be taken in response to a kernel thread deadloop: 
• Reboot—Logs the event and reboots the hardware. 

• Record-only—Logs the event. 
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Modified command: monitor kernel deadloop enable 

Old syntax 
monitor kernel deadloop enable [ slot slot-number [ cpu cpu-number ] ] 

New syntax 
monitor kernel deadloop enable [ slot slot-number [ cpu cpu-number [ core 
core-number&<1-64> ] ] ] 

Views 
System view 

Change description 
Before modification: Kernel thread deadloop detection is disabled by default. 

After modification:  
• By default , kernel thread deadloop detection is enabled and the system does not automatically 

reboot to remove the deadloop. 
• The detection granularity is the CPU core level. You can specify a maximum of 64 CPU cores 

for the command. If you do not specify any CPU cores, the command enables kernel thread 
deadloop detection for all cores on the specified CPU 

Modified command: monitor kernel deadloop time 

Syntax 
monitor kernel deadloop time interval [ slot slot-number [ cpu cpu-number ] ] 

Views 
System view 

Change description 
Before modification: The default interval for identifying a kernel thread deadloop is 8 seconds. 

After modification: The default interval for identifying a kernel thread deadloop is 20 seconds. 

Modified feature: VXLAN hardware resource allocation 
mode 

Feature change description 
This release modified the command for setting the VXLAN hardware resource allocation mode.  

Command changes 

Modified command: hardware-resource vxlan 

Old syntax 
switch-routing-mode riot riot-mode 

Old views 
Any view 
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New syntax 
hardware-resource vxlan { l2gw | l3gw8k | l3gw16k | l3gw24k | l3gw32k | l3gw40k | border8k | 
border16k | border24k | border32k | border40k } 

undo hardware-resource vxlan 

New views 
System view 

Change description 
The switch-routing-mode riot command in any view was changed to the hardware-resource 
vxlan command in system view. 

Modified command: display hardware-resource vxlan 

Old syntax 
display switch-routing-mode riot status 

New syntax 
display hardware-resource [ vxlan ] 

Views 
Any view 

Change description 
Before modification: The command is display switch-routing-mode riot status, and the command 
output is as follows: 
<Sysname> display switch-routing-mode riot status 

 Riot mode in use: border--underlay/overlay 24K/24K 

 Riot mode at the next reboot: border--underlay/overlay 24K/24K 

After modification: The command is display hardware-resource [ vxlan ], and the command output 
is as follows: 
<Sysname> display hardware-resource vxlan 

Vxlan resource(vxlan), all supported modes: 

  l2gw              L2 gateway--underlay/overlay 48K/0K 

  l3gw8k            L3 gateway--underlay/overlay 40K/8K 

  l3gw16k           L3 gateway--underlay/overlay 32K/16K 

  l3gw24k           L3 gateway--underlay/overlay 24K/24K 

  l3gw32k           L3 gateway--underlay/overlay 16K/32K 

  l3gw40k           L3 gateway--underlay/overlay 8K/40K 

  border8k          Border--underlay/overlay 40K/8K 

  border16k         Border--underlay/overlay 32K/16K 

  border24k         Border--underlay/overlay 24K/24K 

  border32k         Border--underlay/overlay 16K/32K 

  border40k         Border--underlay/overlay 8K/40K 

  ----------------------------------------------- 

  Default         Current         Next 

  l2gw            border24k       border24k 

 

 

 


	HPE 5940-CMW710-R2509 release notes
	Version information
	Version number
	Version history
	Hardware and software compatibility matrix
	ISSU compatibility list
	Upgrading restrictions and guidelines

	Hardware feature updates
	R2509
	R2508
	R2507
	R2506

	Software feature and command updates
	MIB updates
	Operation changes
	Operation changes in R2509
	Operation changes in R2508
	Operation changes in R2507
	Operation changes in R2506

	Restrictions and cautions
	Open problems and workarounds
	201607180171
	201607290427
	201609050329/201609050328
	201609050326/201609050325
	201609050346/201609050338

	List of resolved problems
	Resolved problems in R2509
	201607230322
	201607150047
	201607130166
	201607130009
	201607070522
	201607070520
	201607060264
	201607020149
	201606280593
	201606280382
	201606270342
	201606270203
	201606150275
	201606240436
	201606240418
	201606240272
	201606230053
	201606170381
	201606140140
	201606130518
	201606070318
	201606070229
	201604270260
	201604260138
	201608250605
	201608230326
	201608230273
	201608230100
	201608220102
	201608190050
	201608180224
	201608050481
	201608040353
	201608020443
	201608020421
	201607280035
	201607120173
	201607080440
	201607070563
	201607070408
	201607060328
	201607050560
	201606280491
	201606280205
	201606230238
	201605040410
	201603240004
	201604260454
	201606060209
	201606290422/201606200288
	201606300317/201606270528
	201606230194/201606230190
	201607160186
	201607040265
	201606030333

	Resolved problems in R2508
	201607060206
	201607130166
	201607130009
	201607010268
	201606300512
	201606300296
	201606290422
	201606280096
	201606270576
	201606270342
	201606240272
	201606230053
	201606210498
	201606170275
	201606170060
	201606160166
	201606150402
	201606140492
	201605040017
	201606040084
	201606040039/201603110411
	201606020126/201605120177
	201606010037/201606030468
	201605300311
	201605230206
	201605190637
	201605130067
	201605100350
	201605100029
	201605070017
	201605030136
	201604270260
	201606080442
	201604210596
	201603310384
	201601260147
	201605070043
	201604110486
	201607070519
	201606130518
	201606030431
	201605310226
	201605240294
	201605180288
	201605270226
	201604120253
	201605120317/201605120311
	201605160326
	201605090023

	Resolved problems in R2507
	201606150562
	201606150192
	201606130129
	201606020318
	201605240273
	TB201605030419
	201605110274
	201605100438
	201605100250
	201605090001
	201605060500
	201605040504
	TB201604210608
	201604220313
	201603290139
	201512091309
	201603250305
	201603160814
	201603090500
	201603030346
	201604200046
	TB201604250473
	201604161241

	Resolved problems in R2506

	Support and other resources
	Accessing Hewlett Packard Enterprise Support
	Documents
	Related documents
	Documentation feedback
	System startup process
	Upgrade methods
	Upgrading from the CLI
	Prerequisites
	FTP download from a server
	FTP upload from a client
	TFTP download from a server
	Copying files from a USB flash drive

	Upgrading from the Boot menu
	Upgrading environment
	TFTP/FTP download
	Storage space
	Upgrading time

	Managing files from the Boot menu
	Handling software upgrade failures


	HPE 5940-CMW710-R2509 Release Notes (Software Feature Changes)
	Release 2509
	New feature: ND attack detection
	Configuring ND attack detection
	About ND attack detection
	Restrictions and guidelines
	Configuration procedure
	Displaying and maintaining ND attack detection
	ND attack detection configuration example
	Network requirements
	Configuration procedure
	Verifying the configuration


	Command reference
	display ipv6 nd detection statistics
	ipv6 nd detection enable
	ipv6 nd detection trust
	reset ipv6 nd detection statistics


	New feature: On-demand remote MAC entry generation
	Enabling on-demand remote MAC entry generation
	Command reference
	mac-address forwarding-conversational-learning


	New feature: MAC address configuration for Layer 3 aggregate interfaces and VLAN interfaces
	Assigning a MAC address to a Layer 3 aggregate interface or VLAN interface
	Command reference
	mac-address


	New feature: Packet dropping in a VLAN
	Enabling packet dropping in a VLAN
	Command reference
	block outbound


	New feature: Conversational learning-based FIB entry generation
	Enabling conversational learning-based FIB entry generation
	Command reference
	ip forwarding-conversational-learning


	New feature: ARP direct route advertisement
	Enabling ARP direct route advertisement
	Cooperation with BGP
	Configuration procedure

	Command reference
	arp route-direct advertise


	New feature: DHCP flood attack protection (supported by DHCP server and DHCP relay agent)
	Configuring DHCP flood attack protection
	About DHCP flood attack protection
	Procedure

	Command reference
	dhcp flood-protection aging-time
	dhcp flood-protection enable
	dhcp flood-protection threshold


	New feature: MAC address check on DHCP servers
	Enabling MAC address check on DHCP servers
	About MAC address check
	Procedure

	Command reference
	dhcp server check mac-address


	New feature: ND snooping
	Configuring ND snooping
	About ND snooping
	Configuration procedure
	Displaying and maintaining ND snooping
	ND snooping configuration example
	Network requirements
	Configuration procedure
	Verifying the configuration


	Command reference
	display ipv6 nd snooping
	display ipv6 nd snooping count
	ipv6 nd snooping enable global
	ipv6 nd snooping enable link-local
	ipv6 nd snooping glean source
	ipv6 nd snooping max-learning-num
	reset ipv6 nd snooping


	New feature: Routing policy-based recursive lookup
	Configuring routing policy-based recursive lookup
	Command reference
	protocol nexthop recursive-lookup


	New feature: Creation of RabbitMQ durable queues
	Enabling creation of RabbitMQ durable queues
	Command reference
	rabbit durable-queue enable


	New feature: CFD port collaboration
	Configuring port collaboration
	Command reference
	cfd port-trigger


	New feature: EVPN-DCI
	Overview
	EVPN-DCI network model
	Working mechanisms

	EVPN-DCI configuration task list
	Configuration prerequisites
	Enabling DCI
	Enabling route nexthop replacement and route router MAC replacement
	Configuring VXLAN mapping
	Overview
	Configuration restrictions and guidelines
	Configuration procedure

	EVPN-DCI configuration examples
	Basic EVPN-DCI configuration example
	Network requirements
	Configuration procedure
	Verifying the configuration

	EVPN-DCI intermediate VXLAN mapping configuration example
	Network requirements
	Configuration procedure
	Verifying the configuration

	EVPN-DCI Layer 3 communication configuration example
	Network requirements
	Configuration procedure
	Verifying the configuration


	Command reference
	dci enable
	mapping vni
	peer router-mac-local


	New feature: EVPN support for communication between private and public networks
	Overview
	Configuring the public instance
	Command reference
	address-family evpn (public instance view)
	address-family ipv4 (public instance view)
	display evpn route arp public-instance
	display evpn routing-table public-instance
	ip public-instance
	l3-vni
	route-distinguisher (public instance view)
	vpn-target


	New feature: Import routing policy for EVPN on a VPN instance
	Applying an import routing policy to a VPN instance
	Command reference
	import route-policy


	New feature: NETCONF support for subscribing to monitor events and module notification events
	Subscribing to monitor events
	Subscribing to module notification events

	Modified feature: Software patching
	Feature change description
	Command changes

	Modified feature: ISSU command prompt information
	Feature change description
	Command changes

	Modified feature: Hardware resource modes for MAC address table, ARP/ND table, and routing tables
	Feature change description
	Command changes
	Modified command: display hardware-resource switch-mode


	Modified feature: Collecting operating information for features and hardware modules
	Feature change description
	Command changes
	Modified command: ip route-static


	Modified feature: Static routing
	Feature change description
	Command changes
	Modified command: ip route-static


	Modified feature: Interface PBR
	Feature change description
	Command changes
	Modified command: ip policy-based-route


	Modified feature: Advertising the COMMUNITY attribute to a peer or peer group
	Feature change description
	Command changes
	Modified command: peer advertise-community


	Modified feature: Setting the local router as the next hop for routes sent to a peer or peer group
	Feature change description
	Command changes
	Modified command: peer next-hop-local


	Modified feature: Applying a routing policy to routes incoming from or outgoing to a peer or peer group
	Feature change description
	Command changes
	Modified command: peer route-policy


	Modified feature: Static source check for MAC address table
	Feature change description
	Command changes
	Modified command: mac-address static source-check enable


	Modified feature: Displaying PIM snooping router port information
	Feature change description
	Command changes
	Modified command: display pim-snooping router-port


	Modified feature: Displaying IPv6 PIM snooping router port information
	Feature change description
	Command changes
	Modified command: display ipv6 pim-snooping router-port


	Modified feature: Displaying IGMP snooping static router port information
	Feature change description
	Command changes
	Modified command: display igmp-snooping static-router-port


	Modified feature: Displaying MLD snooping static router port information
	Feature change description
	Command changes
	Modified command: display mld-snooping static-router-port


	Modified feature: Setting the rule numbering step
	Feature change description
	Command changes
	Modified command: step


	Modified feature: Setting the port priority
	Feature change description
	Command changes
	Modified command: qos priority


	Modified feature: NTP support for ACL
	Feature change description
	Command changes
	Modified command: undo ntp-service acl
	Modified command: undo ntp-service ipv6 acl
	Modified command: ntp-service authentication-keyid
	Modified command: sntp authentication-keyid


	Modified feature: Setting a DSCP value for OpenFlow packets
	Feature change description
	Command changes
	Modified command: tcp dscp


	Modified feature: Command output for VSI MAC address entries
	Feature change description
	Command changes
	Modified command: display l2vpn mac-address


	Modified feature: VSI flood confining
	Feature change description
	Command changes

	Modified feature: Displaying default settings in command output for running configuration
	Feature change description
	Command changes
	Modified command: display current-configuration


	Release 2508
	New features: Fundamental features
	New features: Layer 2—LAN switching features
	New features: Layer 3—IP routing features
	New features: Security features
	New feature: Network management and monitoring features
	New features: OpenFlow features
	New features: VXLAN features
	Modified feature: Hardware resource mode for tables
	Feature change description
	Command changes
	Modified command: hardware-resource switch-mode
	Modified command: display hardware-resource switch-mode


	Modified feature: Support for IPv6 routes with prefixes longer than 64 bits
	Feature change description
	Command changes
	Modified command: hardware-resource routing-mode
	Modified command: display hardware-resource routing-mode


	Modified feature: Applying an ACL to an interface for packet filtering
	Feature change description
	Command changes
	Modified command: packet-filter


	Modified feature: Applying a QoS policy to an interface
	Feature change description
	Command changes
	Modified command: qos apply policy


	Modified feature: NTP authentication
	Feature change description
	Command changes
	Modified command: ntp-service authentication-keyid
	Modified command: sntp authentication-keyid


	Modified feature: Kernel thread deadloop detection
	Feature change description
	Command changes
	Modified command: display kernel deadloop configuration
	Modified command: monitor kernel deadloop enable
	Modified command: monitor kernel deadloop time


	Modified feature: VXLAN hardware resource allocation mode
	Feature change description
	Command changes
	Modified command: hardware-resource vxlan
	Modified command: display hardware-resource vxlan




